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Capacity Results for Relay Channels with
Confidential Messages

Yasutada Oohama and Shun Watanabe

Abstract— We consider a communication system where a relay

helps transmission of messages from a sender to a receivehd
relay is considered not only as a helper but as a wire-tapper o
can obtain some knowledge about transmitted messages. Inish
paper we study a relay channel with confidential messages(R%},
where a sender attempts to transmit common information to bth
a receiver and a relay and also has private information inteded
for the receiver and confidential to the relay. The level of serecy
of private information confidential to the relay is measured by
the equivocation rate, i.e., the entropy rate of private inbrmation
conditioned on channel outputs at the relay. The performane
measure of interest for the RCC is the rate triple that includes
the common rate, the private rate, and the equivocation rateas
components. The rate-equivocation region is defined by thees
that consists of all these achievable rate triples. In this aper
we give two definitions of the rate-equivocation region. We fst
define the rate-equivocation region in the case of determistic
encoder and call it the deterministic rate-equivocation reion.

The security of communication for the broadcast channel
was studied by Wyner [4] and Csiszar and Korner [5]. Ya-
mamoto [6]-[10] studied several secure communication sys-
tems under the framework of multi-terminal source or chéanne
coding systems. Maurer [11], Ahlswede and Csiszar [12],
Csiszar and Narayan [13]-[15], studied public key agree-
ments under the framework of multi-user information theory
Oohama [16] discussed the security of communication for the
relay channel. He posed and investigated the relay channel
with confidential messages, where the relay acts as both a
helper and a wire-tapper. Subsequently, the above security
problem in relay communication was studied in detail by
Oohama [17] and He and Yener [18], [19]. Liang and Poor
[20] discussed the security of communication for the midtip
access channel. They formulated and studied the multiple

Next, we define the rate-equivocation region in the case of access channel with confidential messages. Liu et al. [21]

stochastic encoder and call it the stochastic rate-equivation
region. We derive explicit inner and outer bounds for the abee
two rate-equivocation regions. On the deterministic/stoeastic
rate-equivocation region we present two classes of relay ahnels

considered interference and broadcast channels with emfid
tial messages. Tekin and Yener [22] studied general Gaussia
multiple access and two way wire tap channels. Lai and El

where inner and outer bounds match. We also evaluate the Gamal [23] investigated the security of relay channels in a

deterministic and stochastic rate-equivocation regions fo the
Gaussian RCC.

problem set up different form [16].
In this paper we discuss the security of communication for

Index Terms— Relay channel, confidential messages, informa- the relay channel under the framework that Oohama intratiuce

tion security

I. INTRODUCTION

in [16]. In the relay channel a relay is considered not only as
a sender who helps transmission of messages but as a wire-
tapper who wish to know something about the transmitted
messages. Coding theorem for the relay channel was first

Security of communications can be studied from informastablished by Cover and El Gamal [24]. By carefully chegkin

tion theoretical viewpoint by regarding them as a communtheir coding scheme used for the proof of the direct coding
cation system in which some messages transmitted througborem, we can see that in their scheme the relay helps
channel should be confidential to anyone except for autbdrizzransmission of messages by learning all of them. Hencs, thi
receivers. coding scheme is not adequate when some messages should
Information theoretical approach to security problem ibe confidential to the relay.
communications was first attempted by Shannon [1]. He Oohama [16] studied the security of communication for
discussed a theoretical model of cryptosystems using tte relay channel under the situation that some of transthitt
framework of classical one way noiseless channels andaterimessages should be confidential to the relay. For analysis of
some conditions for secure communication. Yamamoto [R],[his situation Oohama posed the communication systemdcalle
investigated some extensions of Shannon'’s cipher system.the relay channel with confidential messages or briefly $ed t
Various types of multi-terminal communication systemBRCC. In the RCC, a sender wishes to transmit two types of
have been investigated so far in the field of multi-user inmessages. One is a message cadledmmon message which
formation theory. In those systems we can consider the casesent to a legitimate receiver and a relay. The other is a
where a confidentiality of transmitted messages is requirgtessage called private message which is sent only to the
from standpoint of security. In this case it is of importance legitimate receiver and should be confidential to the reky a
analyze security of communications from viewpoint of multimuch as possible. The level of secrecy of private infornmatio
user information theory. confidential to the relay can be measured by the equivocation
rate, i.e., the entropy rate of private messages condiione
on channel outputs at the relay. The performance measure
of interest is the rate triple that includes the transmissio
rates of common and private messages and the equivocation
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rate as components. We refer to the set that consists of thk class of semi deterministic relay channels. We show that
achievable rate triples as the rate-equivocation regiomaa when the relay channel is degraded, no security is guamntee
[16] derived an inner bound of the rate-equivocation regionfor transmission of private messages even if we use stdchast

In this paper we study the coding problem of the RC&ncoders.

In general two cases of encoding can be considered in théMe compare the deterministic rate-equivocation regioh wit
problem of channel coding. One is a case where determinigdfie stochastic rate-equivocation region to show that thedo
encoders are used for transmission of messages and thesothisr strictly smaller than the latter. It is obvious that thexma

a case where stochastic encoders are used. It is well knatn thum secrecy rate attained by the deterministic encoding doe
for problems involving secrecy, randomization of encodingot exceed that of stochastic encoding. We demonstrate that
enhances the security of communication. From this reasder, the reversely degraded relay channel the former is equal
stochastic encoding was always assumed in the previouswold the latter.

treating security problems in communication. However, in When the relay is kept completely ignorant of private mes-
those works it is not clear how much advantage stochassigge in the RCC, we say that the prefect secrecy is estathlishe
encoding can offer in secure communication. To know \&e show that the prefect secrecy can hardly be attained by
merit of stochastic encoding precisely we must also knowthe deterministic encoder. In the case of stochastic emcode
fundamental theoretical limit of secure communication whethe secrecy capacity is defined by the maximum transmission
encoding is restricted to bdeterministic. In this paper we rate of private message under the condition of prefect sgcre
discuss security problems in the RCC in two cases. OneFgom the results on the stochastic rate-equivocation nsgio

a case of deterministic encoder, where the sender must wacan obtain inner and outer bounds of the stochastic secrec
a deterministic encoder. The other is a case of stochastapacities. In particular, when the relay channel is refgrs
encoder, where the sender is allowed to use a stochastigraded or semi deterministic, we determine the stochasti
encoder. The former case modelsiasecure communication Secrecy capacity.

scheme and the latter case modelseeure communication  We also study the Gaussian RCC, where transmissions
scheme. We define two rate-equivocation regions. One isaee corrupted by additive Gaussian noise. We evaluate the
rate-equivocation region in the case of deterministic deco deterministic and stochastic rate-equivocation regionghe

and call it the deterministic rate-equivocation regione Bither Gaussian RCC. For each rate-equivocation we derive a pair
is a rate-equivocation region in the case of stochasticagrcoof explicit inner and outer bounds to show that those bounds
and call it the stochastic rate-equivocation region. match for the class of reversely degraded relay channels.

In this paper, we derive several results on the deterministi On our results on the inner bounds of the rate-equivocation
and stochastic rate-equivocation regidhover and EI Gamal region we give their rigorous proofs. The method Csiszar
[24] determined the capacity for two classes of relay chinneand Korner [5] used for computation of the equivocation
One is a degraded relay channel and the other is a reverdgély combinatorial method based on the type of sequences
degraded channel. In the degraded relay channel, char@8]. Their method has a problem that it is not directly
outputs obtained by the relay are less noisy than thosenatai applicable to the Gaussian case. To overcome this problem we
by the receiver. Conversely, in the reversely degraded relitroduce a new unified way of estimating error probabitie
channel, channel outputs obtained by the relay are morg no#d equivocation rate for both discrete and Gaussian cases.
than those obtained by the receiver. Our capacity resuls aa Our method is based on the information spectrum method
close connection with the above two classes of relay channéntroduced and developed by Han [26]. Our derivation of the

On the deterministic rate-equivocation region, we derive t inner bounds is simple and straightforward without using an
pairs of inner and outer bounds. On the first pair of inndarticular property on the sets of jointly typical sequence
and outer bounds we show that they match for the class ofln the RCC, the relay also act as a receiver with respect
reversely degraded relay channels. Furthermore, we shatw #® the common message. This implies that when there is no
if the relay channel is degraded, no security is guaranteed $ecurity requirement in the RCC, its communication scheme
transmission of private messages. On the second pair of inffe€qual to that of a special case of cooperative relay broad-
and outer bounds we show that they match for the class @¥st channels(RBCs) posed and investigated by Liang and
relay channels having some deterministic component irr th&feeravalli [27] and Liang and Kramer [28]. Cooperation
stochastic matrix. We further derive an explicit outer beurand security are two important features in communication
effective for a class of relay channels where channel ostpietworks. Coding problems for the RCC provide an intergstin
obtained by the relay depend only on channel inputs from tH#erplay between cooperation and security.
sender.

On the stochastic rate-equivocation region, we derive twdl' RELAY CHANNELS WITH CONFIDENTIAL MESSAGES
pairs of inner and outer bounds. On the first pair, inner Let X, S, Y, Z be finite sets. The relay channel dealt with
and outer bound match for the class of reversely degrad@dthis paper is defined by a discrete memoryless channel
channels. On the second one, inner and outer bounds matctsgscified with the following stochastic matrix:

AN
1The same determination problems of the two rate-equivarategions Ir={I'(y,z |, S)}(w,s,y,z)EXXSXyXZ- 1)

were investigated by Oohama [17]. However, his results endéterministic . .
rate-equivocation region contain some mistakes. Thetsesul the determin- Let X be a random variable taklng values i and X" =

istic rate-equivocation we derive in this paper correcisthaistakes. XX, ---X,, be a random vector taking values m". We



mass function oriC,, x M,, xY"™ x Z" is given by
Pr{(K’rh A{na Yn? Zn) = (k? ma y7 Z)}

: 1 2 ,
fn XI = T T aa T Yiy Zi mi(kam)agi(zl_l) ’
ez RE )
where z;(k,m) is the ith component ofx = f,(k, m) and
. . o IIC,,| is a cardinality of the sekC,,. When f,, is a stochastic
Fig. 1. Channel inputs and outputs at ttle transmission. encoder, the joint probability mass functionp x M,, x X"
= x Y™ x Z™ is given by
{q}i=1 ] Z n N n n n
- My Pr{(K,, My, X", Y", Z") = (k,m, x,y,2)}
S n
R y n ka j—
[l,2n 1>2Mp— X" ] ZMHF(yuZi]xi(k,m),gi(zz 1))
R f — I(y,z[x,s) K[| M iy
n |
[1.277]5Kn— n N Error probabilities of decoding at the receiver and theyrela
(l\,>|n ({n) are defined by

_ A £ Pr{y, (V") # (K, M,)} and

n) A n
Yn, n). )‘g ) = Pr{‘:@n(z ) 7£ Mn}v

respectively.

write an element oft™ asx = x125 - - - z,,. Similar notations  In the RCC, the relay act asmare-tapper with respect to the
are adopted folS,Y, and Z. private messagé,,. The level of ignorance of the relay with

In the RCC, we consider the following scenario of comeespect tok,, is measured by the equivocation rate, i.e., the
munication. Letk,, and M,, be uniformly distributed random entropy rateL H (K,|Z™) conditioned on the channel output
variables taking values in message sétsand M,,, respec- Z" atthe relay. Throughout the paper, the logarithmic fumctio
tively. The random variablé/,, is a common message sents to the base 2. The equivocation rate should be greater than
to a relay and a legitimate receiver. The random varidbje Or equal to a prescribed positive level.
is a private message sent only to the receiver and containé\ triple (2o, R1, R.) is achievableif there exists a sequence
an information confidential to the relay. A sender transforn®f quadruples((f,, {gi}i=, ¥n, ¥n)};Z, such that

Fig. 2. Transmission of messages via relay channel uéjiag {g: }™*

K, and M, into a transmitted sequenc€™ using an encoder lim )\gn) — lim /\;n) -0,

function f,, and sends it to the relay and the legitimate receiver. n—o0 n—o0

For the encoder functiofi,, we consider two cases; one is the lim 1 log |M,| = Ry, lim 1 log |KCn| = Ry,

case wherdf,, is deterministic and the other is the case where n—oon n—oo n

fn is stochastic. In the former cas¢,, is a one to one mapping lim lH(Kn|Z") > R, .

from IC,, x M, to X™. In the latter cas¢,, : K, x M,, — X" n—oon

is a stochastic matrix defined by When f,, and{g;},.=1 are restricted to be deterministic, the set

that consists of all achievable rate triple is denotedy(T"),

fu(k,m) = {fu(®|k,m)}zexn, (k,m) € Kn x M,, . which is called the deterministic rate-equivocation regaf

] - the RCC. Whenf,, is allowed to be stochastic andy; },,—1
Here, f,,(|k, m) is a probability that the encodgy, generates g rectricted to be deterministic, the set that consistslof a

a channel inpute from the message paitk, m). Channel 5 pieyapie rate triple is denoted I (T"), which is called

inputs and outputs at théh transmission is shown in Figl 1. Atihe stochastic rate-equivocation region. Main resultRafl’)

the ith transmission, the relay observes the random sequenge 7 (I') will be described in the next section
1 A . S . -
7= =(Z1, Z3, -+, Z;—1) transmitted by the sender through |n the above problem set up the relay encofign™ , is

noisy channel, encodes them into the random varidbland a deterministic encoder. We can also consider the case where

sends it to the receiver. we may use atochastic encoder as {g;}7_,. In this case
The relay also wishes to decode the common message from relay functiong;(z~1) € S, 2! € Z'~! is a stochastic

observed channel outputs. The encoder function at the refaytrix given by

is defined by the sequence of functiof }?,. Eachg; is i1 i1

defined byg; : 2~ — S. Note that the channel inpu; 91" = {gi(sl=")} s -

that the relay sends at thth transmission depends solely orHere g;(s|zi~1) is a conditional probability ofS; = s

the output random sequencg—! that the relay previously conditioned onZ~! = 2*~!. When f,, is deterministic and

obtained as channel outputs. The decoding functions at thg}” , is stochastic, the joint probability mass function on

legitimate receiver and the relay are denotedybyand ¢,,, C,, x M,, xS8™ xY™ x Z™ is given by

respectively. Those functions are formally defined Py : n ovn vn ony

V= Ko x My, on 2 2" — M, . Transmission of messages Pr{(K”’MT;’S XY, 27) = (k,ms 8,9, 2)}

via relay channel usingf,,, {gi}_1, ¥n, ©n) is shown in Fig. _ # HF(U' 2 i (kym), s:) gi(sil2iL).

2. When f,, is a deterministic encoder, the joint probability [Cal| M| L2 e T T e



Whenf, and{g;}"_, are stochastic, the joint probability maswhere[a]* = max{0,a}. Set
function onfC,, x M,, xS8™ x X™ xY" x Z™ is given by ~ (in A « (in
RUME U RUOXSID),

Pr{(K,,M,,S", X", Y", Z") = (k,m,s,x,y, z)} (U.X,8)ePy
n k7 n . ~ (ou é ~ (in
= Lzl m) Hr(yi,zz' i (k,m), s:) gi(si]2" ). REY(T) 2 U Ry (U, X, S|D).
|ICn||Mn| =1 (U,X,S)eP:y

Capacity results in the case of stochastic relay encodér wihen we have the following.

be stated in Section IlI-C. Theorem 1. For any relay channdl,
In the remaining part of this section, we state relations = (in) = (out)

between the RCC and previous works. Whighf = 1, T _Rd_ () € Ra(T) g]z(i%) (I). = (out) )

becomes a broadcast channel, and the coding scheme (ﬁ‘n esse_nUaIbdlfference betweed, (I') andR, ' (T) is

the RCC coincides with that of the broadcast channel wifh92P4 given by

cqnfidential messages(the BCC) investiggted by Csjgzér an A2 [(X;Y|ZUS) - [I(X;Y|US) — I(X; Z|US)]

Kdrner [5]. They determined the stochastic rate-equitiona

region for the BCC. =I(X;ZY|US) - I(X;Y|US)=I(X;Z|YUS).
Liang and Veeravalli [27] and Liang and Krammer [28Dbserve that

posed and investigated a new theoretical model of cooperati

communication network called the partially/fully coopira A = H(Z|YUS) - H(Z|[Y XUS)

relay broadcast (_:hanneI(RBC)H The RCC can be regarded @ H(Z|YUS) - H(Z|Y XS)

as a communication system where a security requirement is - _ _ )

imposed on the RBC. In fact, setting < H{Z|YS) - H(Z]Y X8) = I(X; Z|Y'S).

Equality (a) follows from the Markov conditioty — XS —

N

Cibe(I') = Ra(I') N{(Ro, R, Re) : Re = 0}, Y Z. Hence A vanishes if the relay channBl= {T'(z,y|z, s)
Cwve(T) defines the capacity region of a special case t.}JfIvS-ry-rZ)eXXSXyXZ satisfies the following:
the partially cooperative RBC. Liang and Veeravalli [27] I'(z,ylx,s) = T(z]y, s)T(y|z, ). 2

and Liang and Krammer [28] considered the determination . i ) .
problem ofC,,(I") and determined it for some class of relay € @bove condition is equivalent to the condition that
channels. The determination problem @f,.(I') for general +9:Y:Z form a Markov chainX — SY — Z in this

I still remains open. order. Cover and El. Gamal [24] called this relay channel the
reversely degraded relay channel. On the other hand, we have
[1l. MAIN RESULTS I(X;Y|ZUS)=H(Y|ZUS) - HY|ZXUS)
In this section we state our main results. Proofs of thetesul < H(Y[ZS) - H(Y|ZXS) = I(X;Y|Z5), ®3)

are stated in Sections VI and VII. where the last inequality follows from the Markov condition

U — XSZ — Y. From [3) we can see that the quantity
A. Deterministic Coding Case I(X;Y|ZUS) vanishes if the relay channél satisfies the

In this subsection we state our results on inner and Ou{g}lowmg:
bounds of R4(T"). Let U be an auxiliary random variable I'(z,y|z,s) = T(y|z, s)T(z]z, s). (4)

taking values in finite set/. Define the set of random triples ) o
(U, X, S) € U xX xS by Hence, if the relay channél satisfies[(#), thenR. should be

zero. This implies that no security on the private messagjes i
Py 2 {(U,X,8): U] <|X||S|+3, guaranteed. The conditiofi] (4) is equivalent to the condlitio
U—XS—YZ}, that X, S,Y, Z form a Markov chainX — SZ — Y in this
) order. Cover and El. Gamal [24] called this relay channel the
where U — XS — YZ means that random variablejegraded relay channel. Summarizing the above arguments,
U,(X,5) and(Y, Z) form a Markov chain in this order. Set e gptain the following two corollaries.

o Corollary 1. For the reversely degraded relay chanfgl
RU(U, X, SIT) 2 {(Ro, Ry, Re) : Ro, Ry, Re > 0, Y Y e Y ehamtie

Ro < min{[(US;Y), [(U; Z|S)}, R{V(T) = Ra(T) = R (D).
R, < I(X;Y|US), Corollary 2: In the deterministic coding case, if the relay
R. < [Ry — I(X; Z|US)|" .}, channell’ is degraded, then no security on the private mes-
= (out) A sages is guaranteed.
Ry (U, X, SI) = {(Ro, R1, Re) : Ro, R1, Re >0, Corollary[d implies that the suggested strategy in Theorem
Ro <min{I(US;Y),I(U; Z|S)},  [is optimal in the case of reversely degraded relay channels
R < I(X;YZIUS), Corollary [2 meets our intuition in the sense that if the
Ro+ R <I(XS;Y), relay channel is degraded, the relay can do anything that the

R. < [Ry — I(X;Z|US)|" .}, destination can.



Next we define another pair of inner and outer boundm this sense we say that the relay chanhdbelongs to the

Define a set of random triplgd/, X, S) € U xX xS by class of natural communication link or briefly the class NL if
A it satisfies[(b).
Py ={(U.X,9): [U| < |Z2]|X||S| +3, For given(U, X, S) € U xX xS, set

U—XSZ—-Y}.

o RE (U, X, S|D)
It is obvious thatP; C P,. Set

é {(RO,Rl,RC) : ROaRlch > 07

RV, X, S|1) Ro < min{I(U;Y),1(U; Z|S)},
2 {(Ro,Ri,Re) : Ro, Ry, R. > 0, Ro+ Ry < I(X;Y|US)
Ro < min{I(US;Y),I(U; Z|S)}, +min{I(US;Y), I[(U; Z|S) + ¢(S; Y, Z|U)}
Ry + Ry < I(X;Y|US) Re < [Ry — I(X; Z|US)*
+min{I(U; Z|S),[(US;Y)}, R, < [I(X;Y|US) — I(X; Z|US) +¢(S; Y, Z|U)|* .},
R < [R1 — I(X; Z|US)|T, where we set

Re < [I(X;Y|US) = I(X; Z|US)* .},

A
S.Y, Z|U) £ [(XS: Y|U) — [(XS: Z|U
R0 SIT) (8, 2|0) & I(XS; YIU) - 1(X8; 2|0)
R _[I(X;Y|US) = I(X; Z|US)]
it B0, 515 20
0 > INin ; ) 5 ) _ _
Rt Ry < 1Y I0S) — H(S|ZU) — H(S|YU).

+min{I(U; Z|S),I(US;Y)}, The quantity((S;Y, Z|U) satisfies the following.
R. < [Ry — I(X;Z|US)+ I(U; Z|X9)]", Property 1: For any (U, X, 5) € Px,
Re < HXGYIUS) = HXGZIUS)™ -} ((S; Y, Z|U) < min{H(S|Z), 1(XS;Y|Z)} .
Furthermore, set Proof: It is obvious that(S;Y, Z|U) < H(S|Z). We prove
(in) o & (in) ¢(S;Y,Z|U) < I(XS;Y|Z). We have the following chain of
rRUMM = J rRMOX 8D, inequalities:
sem C(S;Y, Z|U) = H(S|ZU) — H(S|YU)
(out) JAN (out) ; = o
U= U RS, < H(S|2U) — H(S|Y ZU) = 1(8;Y|2U)
’ = H(Y|2U Y|ZUS
Then, we have the following theorem. (Y|zu) - A(Y| )
Theorem 2: For any relay channdr, < H(Y|2) - H(Y|ZUS)
< H(Y|Z) - H(Y|ZXSU)

REV(M) € REV(T) € Ra(T) € RE™(D). = H(Y|2) - H(Y|2XS) = I(X5,Y|2),

Here we consider a class of relay channels in whiths where the last equality follows from the Markov condition

a function of X'S. We call this class of relay channels theU ;etZXS - Y -
semi deterministic relay channel. If is semi deterministic,

U— XS — Z for any (U, X, S) € P,. On the other hand, R 2 U R™\(U, X, S|T) .

we havell -+ ZX S — Y forany (U, X, S) € P,. From those (U,X,5)eP,

two Mggl;ov chair(1§u2/)ve hav&/ — XS — Y Z, which implies Our result is the following.

that R, (I')= Ry _ (T"). Summarizing the above argument Theorem 3: If T belongs to the class NL, we have

we have the following.
Corollary 3: If ' belongs to the class of semi deterministic Ra(T) C 7@&”‘“)(1“) .

relay channels, It is obvious that if¢(S;Y, Z|U) < 0 for (U, X, S) € P,

ou in we have
R{(T) = Ra(T) = REV(T).
Finally, we derive the third outer bound &¥4(T") which is
effective for a certain class of relay channels. We conditer By Property[l, the condition that

case where the relay chanrélsatisfies min{ H(S|2), [(XS,Y|Z)} = 0 for any (X, S)  (6)

Ly, 2lw,s) = T(ylz, 2, )0 (z]2). ®) is a sufficient condition for(S;Y, Z|U) to be non positive
The above condition ofif is equivalent to the condition thaton (U, X,S) € P;. The condition [(B) onl is very severe.
X, S, Z satisfy the Markov chai$ — X — Z. This condition We do not have found so for any effective condition Bn
corresponds to a situation where the outputs of the relaych that((S;Y, Z|U) < 0 for any (U, X, S) € P;. When
encoder does not directly affect the communication from th&€| = 1, then by Property]1, we haV¢(S Y, Z|U) < 0.
sender to the relay. This situation can be regarded as aahatl:’renceRéOuc (") coincides W|th7€£1 )( I'). In this case, the

communication link in practical relay communication sysge class NL becomes a class of general broadcast channels with

RY™(T) = Ra () = RY"(T).



one output and two input. Thus, the coding strategy achgevin Theorem 4: For any relay channdr,
R{™(I') in Theorem® is optimal in the case of BCC and

deterministic coding.

B. Sochastic Encoding Case

R{IM(T) € Ry(I') € RE(T).
Theorem 5: For any relay channdr,

In this subsection we state our results on inner and outer RIM(T) € RIM(T) € Ry(T) € REMN(T).

bounds ofR(T"). Set
R (U, X, S|T)
é {(R07R15Rc) :0 < R0,0 < Rc < Rl’
Ry <min{I(US;Y),I(U; Z|S)},
R, <I(X;Y|US),
Re < [I(X;Y|US) - I(X; Z|US)| "},
RE(U. X, S|T)

= {(Ro, R1, Re) : 0 < Ry,0 < R < Ry,
Ry <min{I(US;Y),I(U; Z|S)},
Ry <I(X;YZ|US),
Ro + Ry < I(XS;Y),
R, < I(X;Y|2ZUS).}.

Furthermore, set

1>

R{IM(T) U =rR™wx, s,
(U,X,S)eP1

U R x,sT).
(U,X,S)eP1

>

ﬁ(out) (F)

S

The above two theorems together with arguments similar to
those in the case of deterministic coding yield the follagvin
three corollaries.

Corollary 4: If the the relay channel’ is reversely de-
graded,

R{™(T) = Ry(T) = RE(D) .
Corollary 5: If the relay channel™ is semi deterministic,

R{IM(L) = Ry(I') = RE(T).

Corollary 6: If the relay channell is degraded, then no
security on the private messages is guaranteed evgnief a
stochastic encoder.

When |S| = 1, the reversely degraded relay channel
becomes the degraded broadcast channel. Wyner [4] digtusse
the wire-tap channel in the case of degraded broadcast chan-
nels. Corollary¥ can be regarded as an extension of histresul
to the case where wire-tapper may assist the transmission of
common messages. Coroll@ly 6 meets our intuition in theesens
that if the relay channel is degraded, the relay can do amythi
that the destination can.

We further present another pair of inner and outer bounds
of Rs(T"). To this end define sets of random quadruples

(UV,X,S) e U xV xX xS by

Q1 2 {(U,V,X.,S): U] <|X||S| +3,
V] < (1X]|S])? + 4| x|S| + 3,

U=V —->XS—>YZUS—>V - X},

0, £ {(U,V, X, 8) : Ul < |Z]|X||S]| + 3,
V| < (1Z]1X]18])* + 4| Z[|X]|S| + 3,

U—-V >XSZ->YUS—->VX —Z,

US -V —X.}.

It is obvious that@, C Q,. For given(U,V, X,S) € U xV

xX %8, set
R(U,V, X, S|T)

£ {(Ro, R1,Re) 10 < Ro,0 < R < Ry,
Ry <min{I(US;Y),1(U; Z|S)},

Ro + Ry < I(V;Y|US) +min{I(US;Y), 1(U; Z|5)},

R, < [I(V;Y|US) — I(V; Z|US)]*.}.
Furthermore, set
R(U,V, X, S|T),
(U,V,X,8)€Q:

REWME ) RU.V,X,SD).
(U,V,X,5)eQs

Our capacity results in the case of stochastic encodingsare a

follows.

C. Sochastic Relay Function

In this subsection we state our results in the case where the
relay may use a stochastic encoder. Ret(I") and R} (T") be
denoted by the deterministic and stochastic rate equii@tat
regions, respectively, in the case where the stochastay rel
encoder may be used. It is obvious tﬁ?ﬁ“)(F) andRS“)(F)
still serve as inner bounds @&} (I"). Similarly, ~éi“)(l“) and
RS“)(F) serve as inner bounds & (T"). Our capacity results
on outer bounds in the case of stochastic relay encoder are
described in the following theorem.

Theorem 6: If T' belongs to the class NLR{™(T),
RE™(T), and RY™(T) still serve as outer bounds of
R:(T). Similarly, if T belongs to the class NLR™"(T")
and R{°"™)(T") still serve as outer bounds & (T).

IV. SECRECYCAPACITIES OF THERCC

In this section we derive explicit inner and outer bounds of
the secrecy capacity region by using the results in the puavi
section. We first consider the special case of no common
message. Define

7?fdlc (F)
Rsle (1—‘)

{(Rlch) : (O,Rl,Rc) S Rd(F)},
{(R1,Re) : (0, Ry, Re) € Ry(T)}.

> 1>



To state a result ofR41.(I") and Rq1(T") set (R1, Ro) € Raie(T). Then, it follows from Corollary17 that

- (in) A if I is reversely degraded, we must have
R, X, SI0) = {(Ry, Re) : Ry, Re >0,

Ry < I(X;Y|US), I(X,Z|US) =0 for (U,X,Y) € Py. ®)
R, <[Ry —I(X;Z|US)|T .},
7@&)1“)([], X, S|D) & {(R1,Re) : R1,R. >0, This condition is very hard to hold in general. Thus the prefe
¢ R, < I(X-YZ|US§ secrecy on private message can seldom be attained by the
R < (R N I(X; Z|17]S)]+ 3 deterministic encoding. Another criterion of compariRg(T")
» N ° - ’ ’ and R¢(I") is the maximum equivocation rate in the rate-
RUD(U, X, SIT) = {(Ry,Re) : Ri,Re >0, equivocation region. FoR4(T") andR,(T'), those are formally
R. <R <I(X;Y|US), defined by
R < [I(X:Y|US)
—I(X; Z|US)]* .}, Cae(T) 2 max R, and Cs.(T) 2 max R,
= (out) A (Ro,R1,Re) (Ro,R1,R.)
7?’slc (Ua Xa S|F) = {(Rlv RC) : Rla Rc > O, €Ra(T) €Rs(T)
R. < R, <I(X;YZ|US),
R. < I(X;Y|ZUS) .}, respectively. We describe our results @i (I'), Cqe(I),
< (in) o O h - (in) Cy(T), and Cy(I") which are obtained as corollaries of
Ryre) = U R (U, X, SIT) Theorem§ 1l anfl4. Set
(U,X,S)eP1
= = 5 (in JAN
REWm e | REWW.X, S, CA(T) = {(Ro, Ry) : Ro, Ry > 0,
(U,X,S)eP: Ry <min{I(US;Y),I(U; Z|S)},
5 (im) 1y 2 5 (in) Ry < [I(X:Y|US) - I(X; Z|US)|*,
Rae (1) = U Rae (U, X, SI), for some(U, X, S) € Py .},
(U,X,S)eP1 A
. - 5(out) o .
REWME | REVW.XSI). G = Ao Ba) - Bo B 20
U.X.5)ePy Ry <min{I(US;Y),I(U; Z|S)},
o . Ry < I(X;Y|ZUS),
From TheoremEl1l arid 4, we have the following corollary. for some(U, X, S) € P .}.
Corollary 7: For any relay channdl,
RUIV(T) € Raze(T) € RE(T), Then we have the following.
= (in = (ou Corollary 8: For any relay channdr,
REV (D) € Rate(D) € REV(D). Y i
In particular, ifT' is reversely degraded, CIM(T) C Cy(T) C CM(T).

Ripe (D) = Rare(T) = R (D),

ROV () = Rype(I) = RE2(D).

Now we consider the~ case whereis reversely degraded. max [[(X;Y]S) — I(X; Z|S)]+
In this case we compafE(‘f (I') = Rare(T) andRE(T) = (X.5)

e sle

Re1e(T). The regionsR (™ (U, X, S|T) and R} (U, X, S|T) < max (IXGYUS) - 1(X; Z|US))*
in this case are shown in Fi@] 3. It can be seen from this (U.X,5)ePy
Cde(r) S Cbb(r) S Cse(r)

figure that the regioﬂig“‘g(U, X, S|T") is strictly smaller than =
~ (in 5 (in B * * < ; = 5 .
RIM(U, X, S|T). In RIMV(U, X, S|T), the point (R}, R) = plnax I(X;Y|ZUS) g(flsgf(X,YIZS)

whose components are given by

R} =R =I(X;Y|US) - I(X; Z|US)

Furthermore, we have

@) In particular, ifT" is reversely degraded, we have

belongs toR.;.(I"). This implies that the relay is kept com- CM(T) = Cy(T) = CLO"(T)
pletely ignorant of the private message. In this case we say

that the perfect secrecy on the private message is estatblish,q

The stochastic secrecy capacity regi@g(I') and the secrecy

capacityCy(T') for the RCC are defined by Cae(T) = Cua(T) = Cua (1)
Cas(T') £ {(Ro, R1) : (Ro, R, Ry) € Re(I)}, = ax [(X;Y[S) — I(X; Z|9)] -
Cys(T) = max Ri= max R;. Typical shapes of the regiorg:.(I') and Rs1.(T") in the
(R1,R1)€Rs1(T) (0,R1)€Css(I)

case of reversely degraded relay channels are shown ifllFig. 4
On the other hand, if we require the perfect secrecy in tfidne secrecy capacity,(I") is also shown in this figure. Next,
case of deterministic encoding, we must have = R. for we state a result which is obtained as a corollary of Theorems
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Fig. 3. The regions?{™ (U, X, S|T") and R\ (U, X, S|T").
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Fig. 4. The regionsRq1.(I") = Rg’l"e) (') and Rs1e(T) = RS{: (") and
Css(T") = Cae(T") = Cse(T) for the reversely degraded relay channels.

and[®. To state this result, set

R (U, X, S|T)
2 R{M(U, X, SIT) N {(Ro, Ry, Re) : Ro = 0}
- {(RlaRC) : RlaRC Z 03
Ry < I(X;Y|US) +min{I(US;Y),1(U; Z|S)}
Re < [Ry — I(X; Z|US)|*,
R, < [I(X:Y|US) — I(X; Z|US)|* .},
RO (U, X, S|T)
2 RE(U, X, S|T) N {(Ro, R, Re) : Ry = 0}
- {(RlaRC) : RlaRC Z 03
Ry < I(X;Y|US) +min{I(U; Z|S),I({US;Y)},
Re < [Ry — I(X; Z|US) + I(U; Z| X 9)*,
R, < [I(X;Y|US) - I(X; Z|US)| ™.},
731e((]7‘4 )(75;“?)
£ R(U.V. X, S|T) N {(Ro, Ry, Re) : Ry = 0}
= {(RlaRe) :0 S Re S R17
Ry < I(V;Y|US) 4+ min{I(US;Y),I(U; Z|S)},
R, < [I(V;Y|US) — I(V; Z|US)|* .},
in A in
RGO J REW.x,SD),
(U.,X,S)EQl
ou A
7—\J’((ilet) (F) = U
(U,X,5)eQ,
in A
rRW@= U
(U,V,X,5)eQ,
ou A
Rilet) (F) = U
(U,V,X,5)eQ,

R (U, X, S|T)
RlC(U, V, X,S|F),

Ri(U, V, X,S|').

Furthermore, set
Cs(U,V, X, S|T)
2 R(U,V,X,S|0) N {(Ro, Ry, R.) : R = Re}
= {(R07R1) : ROaRl Z 03
Ry <min{I(US;Y),I(U; Z|5)},
Ry < [I(V;YUS) = I(V; ZIUS)]* 1,
cmmE | U VXS,
(U7V7X=S)€QI

C(out)(r) 4 U

SS CS(U7MX78|F)
(U,V,X,5)€Q,

From TheoremE]2 arld 5, we have the following corollary.
Corollary 9: For any relay channdl,

R (1) € Rae(T) € R (D) € REEV(D),
RUM(T) € REY(T) € Rae(T) € RG(D),
CAM(T) C Cw(T) C CI(T).
Furthermore,
max [I(X;Y|US) - I(X;Z|US)]"
(U,X,S)eP1
S Cde(l—‘)
< max [I(V;Y|US)—I(V;Z|US)T ,
(U,X,8)eP2
max  [[(V;Y|US)—I(V;Z|US)]"
(U7V7X=S)€QI

< Css(I) < Coe (D)

<  max [I(V;Y|US)—I(V;Z|US)" .

(U'rva-,S)GQ2
If ' is semi deterministic, then
R = Rare(D) = R (D).
R (1) = Rae(T) = REV(T),

sle sle

CEM(I) = C(I) = () .

Furthermore,

F = . _ . +
Cae(l) = | max  [I(X;Y]US) = I(X; Z]US)]"
Cys(T) = Cyo(T)

- ax [I(V§Y|US)—](V;Z|U5)]+ .
(U,V,X,S)eQ:

It can be seen from the above corollary tiat (I") may
strictly be larger tharCq.(I") unlessI is reversely degraded.
By a simple analytical argument we can show tﬁéin)(l“)
can be attained by = s*, wheres* € S is the best input
alphabet which maximizes the secrecy rate

(V,U,Xr,gi)i*)egl {IV;Y|US =s")—I(V; Z|US = s")} .
This implies that the coding strategy achieviﬁ&n) (T") does

not help improving the secrecy rate compared with the case
where the relay is simply a wire-tapper, except that theyrela
may choose the best = s* to benefit the receiver. Cover
and El Gamal [24] introduced a transmission scheme of the
relay called the compress-and-forward scheme, where lde re
transmits a quantized version of its received signal. This



scheme is also applicable to the RCC. He and Yener [18Wr results orRq(Py, P»|X) andRs(Pr, P2|X), set

[19] derived an inner bound dR1.(T") in the case where the
relay employs the compress-and-forward scheme to show that
the relay may improve the secrecy capacity.

V. GAUSSIAN RELAY CHANNELS WITH CONFIDENTIAL
MESSAGES

In this section we study Gaussian relay channels with con-
fidential messages, where two channel outputs are corrupted
by additive white Gaussian noises. L&}, &) be correlated
zero mean Gaussian random vector with covariance matrix

z:( M valNQ) ol <1.
pvVN1N2 N ’

Let {(&1.4,62,1)}32, be a sequence of independent identically
distributed (i.i.d.) zero mean Gaussian random vectorshEa
(&1,4,&2,1) has the covariance matriX. The Gaussian relay
channel is specified by the above covariance mafrixtwo
channel outputsy; and Z; of the relay channel at théth
transmission are given by

Yi=Xi+Si+&,,2i =Xi + &,

It is obvious thatY belongs to the class NL. In this clas
of Gaussian relay channels we assume that the relay encoder
{gi}i=1 is allowed to be stochastic. Sindg; ;,&2),1 =
1,2,---,n have the covariance matriX, we have

| No
i=p Flgl,z + o145

whereéy; 5,7 = 1,2,---,n are zero mean Gaussian random
variable with variancél — p?) N, and independent of; ;. In
particular if ¥ satisfiesN; < N, andp = ,/%—;, we have for
i=1,2,---,n,

Yi=Xi+8i+&,,Zi = Xi + &1, + &

which implies that fori = 1,2, ---,n, Z; — (V;,5;) —

X,. Hence, the Gaussian relay channel becomes reversely
degraded relay channel. Two channel input sequef&es!_,

and {S;}?_, are subject to the following average power
constraints:

INvg[x? 1y gre
7l;g;£)LXi}5;}1,7122;]3[55} <P.

Let Ra(P1, P2|X) and Rs(P1, P»|X) be rate-equivocation
regions for the above Gaussian relay channel when we use

whereC(z)

=

R (P, R,[%)
é {(R07R11Re) : R07R17Re 2 07

Ry <

Ry <
R, <

max min < C 0P+ P22y 00y Pe
OSHSI 0P1+N1 ’
énPl
C (9P1+N2)} ?
6P
c (%)

[m-c ()]

for some0 <6 < 1.},

R (Pr, Py[3)
é {(RO,Rl,RC) : ROlech > 07
Ro < min {C <0P1+P2+2\/M>

60P1+N;

C ()}

Rl S C 9P]

(1—p2)N1Ngy ’

N1+N2—2p\/Ni N2

Ro+ Ry <C (P1+P2+2\/0nP1P2)

4

Ny

3 log(1 4 x) . Furthermore, set

RN (P, P %)

Ro < max min
0<n<1

é {(RO,Rl,RC) : ROleaRc > 07

0P+ N1

C (i) }

{C 9P1+P2+2\/977P1P2)
)

Re<Ri<C (%),

wfe () -c(2)]

for some0 <9 <1.},

R (Pr, Py[%)

Ry <

Ry +

R, <

R. <

{(R07R17RC) : ROleaRc Z 07

OP1+N; !

57]131
C (9P1+N2)} ’
P1+Pa+24/ éﬁp P
Rl S C ( 1 2 1 2) ,

N1

0P

&§C<—Tmﬁﬁ—>v

N1+No—2py/NyNg

+

6P 6P

¢ ( (1*ﬂ2)1171N2 ) -C (N_;)‘| ’
N1+Ng—2py/NiNy

forsome0 <0 <1,0<n<1.}.

§P1+P2+2\/ éﬁP1P2 )

win {o

deterministic and stochastic encoders, respectively. tate s Our results are the followings.
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Theorem 7: For any Gaussian relay chanrie] RO (%)
, A
R™ (P1, Be|D) € Ra(Pr, PoIE) € RE™ (P, Po|E), (9) = {(R1, Re) : B, Re 20,
R (P, Po|X) C Ry(Py, Po|E) € RO (Py, P2|S). (10) R.< R <C ( - ) 7
In particular, if the relay channel is reversely degraded, i N1+N2=20/N1 Ny

+
< =,/M
N < N> andp = /., then R < |C <—4<1p£11v11v2—> ¢ (%)] 3.

Ni+N2—2py/N1Ng

R (P, Py|S) = Ra(Py, P2|S) = RY™ (P, P|Y),
RN (P, Py|8) = Re(P1, P|E) = R (P, B|%).
Proof of the first inclusions in({9) and {110) in the above cin(p, p|%)
theorem is standard. The second inclusions[in (9) (10)
can be proved by a converse coding argument similar to the

Furthermore, set

A
= {(Ro, R1) : Ro, R1 >0,

one developed by Liang and Veeravalli [27]. Proof of Theorem Ry < max min { (91’1“;2;2 N"’?Pl P2) ,
[7 will be stated in Section VIII. 0<n<1 L
: : gnP
N.ext we study the secrecy capacity of the Gaussian RCCs. ( 7 Pl”+}v2)} ,
Define two regions by R < { (epl) B (9131)}
Raie(Pr, P2|X) f
A orsome0 <0 <1.},
2 {(Ri,R.) s (0,R1, R.) € Ra(Pr PaIS)} s0<1y
Re1e(Pr, Po|S
2 }13(}; ; )R R.) € Ro(P1, Ps|S G P Pal)
= , Re) (0, , e ) € Rg ) .
{(R1, Re) : (0, Ry, Re) € Rs(P1, Po|2)} 2 {(Ro.Ry): Ro, Ry >0,
Furthermore, define the secrecy capacity reglQiiP;, P»|X) . GPy 1 Py2:/07P. Py
and the secrecy capacity.,(P;, P»|%) by Ro < oy Tn ¢ 9P N: ;
Co(Py, Po|S) C (9193:741:}\/2)} =
N +
={(Ro, R1) : (Ro, 1, 1) € Rs(P1, P|X)} . op op
Cus(P1, P2|%) i< O\ —ammy— | = C (T;) )
R i NN 2o /M
= max Ri= max R;.
(Rl,Rl)eRsle(Pl,P2|E) ! (O,Rl)ECSS(Pl,PQIE) ! for Someo S 9 S 1 } '

Maximum equivocation rates foRq(P;, P»|%) and Ry (P, I%Ve obtain the following two results as a corollary of Theorem

P|Y) are defined by '
2I%) Corollary 10: For any Gaussian relay chanrig|

A
OdC (Pl, P2|E) = max RC 5 (11]) (out)
(Ro,R1,Re)€Ra(Py, P2|%) Riro (P1E) € Rare(Pr, P2|X) C Ry (PLY),
Coo(P1, Po|%) £ max Re. R (P|S) C Ryre(Py, P|E) C Ri‘l’g‘ (PL[S).
(Ro,R1,Re)ERS(P1,P2|E)
Set In particular, if N1 < Ny andp = 1/%—;, the regionsRq1.(P1,
in A PlY) and Rg1.(Pr, P2|X) do not depend o, and
R((ilc)(P1|E):{(Rlv Re):Ri,Re >0, 2l%) 1e(P1, 2[E) P ?
Ri<C (%), REV(PLIT) = Raie(PLIE) = RES(PE)
Re<[m-c()]". R (PUIS) = R A1) = R (P1[E)
- Na Corollary 11: For any Gaussian relay chanri|
for some0 <6 <1.}, - out)
ou A C{M (P, Py|%) C Cou(P1, Po|X) C CLW (P, Py|Y).
REW(PS) 2 {(Ry, Re) : By, Be > 0. ( ) ( 1) ( )
op Furthermore,
=0\ —mwm— | 4
o (%) (&)
Re<[R —c()]" 1 ;
[m-c (%)) < Cao(PL Po[S) < Cu(Pr. BAIS) < Cua(Pr. P5)
for some0 <60 <1.}, +
P P
= ¢ (W) -C (F)
REV(PS) & {(R1,Re) : Ry, Re >0, A
R. <R, <C (%) , In particular, if Ny < N andp = /42,

r<lo(f)-c (%)T 4 CM(P1, Py[S) = Cu(P1, Po| D) = C0™) (Py, P3|3))
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R‘e Rdle(P]JZ) {(.fnv {gi}?:l’ wna ‘Pn) OO:1 SUCh that

C( Pry_ /Pl\ 5 RSle(Pﬂz)_ -7 lim ,u( ) lim ,u(n) =0,
Nl/ \ N2/ o n—o00

lim —1og|T|—m1n{I(US Y), I(U; Z|S)},

slope: Nz-N1 e
Nz+P1 lim — Liog 7] = 1(X; Y|US),
n—oo n
sIope:NZ;Nl .. _ (% .
N lim —log|L,| =I(X;Y|US) - I(X;Z|US),
Ry n—oo n
0 c(-L) C( Pl) lim L H(L|Z") > I(X; Y|US) — [(X; Z|US).
N2/ Nl n—oo n

Fig. 5. Shapes dRq1.(P1]|X) andRs1.(P1|X) for the reversely degraded  In this subsection we give an encoding and decoding

relay channeb.. scheme which attains the transmission and equivocaties rat
described in Lemm@l 1. Let
and T ={1,2,---2fly £ —{1,2,... 2lnmily
Cae(P1, Po|%) = Cus(P1, Po|D) = Cue(P1, Po|%) Tn={1,2,---,2"2 )}
=C(#)-C(%) - where || stands for the integer part af for = > 0. We

Typical shapes 0fRq41.(P:|E) and Rg.(Py|E) for the consider atransmission ov8rblocks, each with length. For
reversely degraded relay channel are shown in Fig[]5. €achi =1,2,---, B, let(¢;,ji,l;) € Tox Jnx L, be a triple
Note that the secrecy capacify (P;, P»|X) for the reversely of messages to be transmitted at tile block. A sequence
degraded relay channel does not depend on the power c8hB — 1 message triplegt;, ji,l;), i = 1,2,---,B — 1 are
straint P, at the relay. This implies that the security of privatéent over the channel inB transmission. Fori = 0, the
messages is not affected by the relay. Leung-Yan-Cheong &iistant message péto, jo, lo) (1,1,1) is transmitted. For
Hellman [29] determined the secrecy capacity for the Ganssffixed 7, the rate triple(Ro 25+, 71 BBl B_1) approaches
wire-tap channel. The above secrecy capacity is equal to tH&.71,72) asB — oc.
secrecy capacity of the Gaussian wire-tap channel deriyed b We use random codes for the proof. Fix a joint probability

them. distribution of (U, S, XY, Z):
pUSXYZ(ua Saxaywz)
VI. DERIVATIONS OF THEINNER BOUNDS = ps(s)pu|s(uls)px|us (xlu, )T (y, 2|z, 5)
(IQ) this section we prove Theorefl 1, and the inclusiofhere 7 is an auxiliary random variable that stands for the

R:™(I) € Ry(I') in Theoren{b. information being carried by the message to be sent to the
receiver and the relay.

A. Encoding and Decoding Scheme Random Codebook Generation:We generate a random
code book by the following steps.

We first state an important lemma to derive inner bounds. N
To describe this lemma, we need some preparations7}.et 1. Setw, = {1,2, .-, Q_WJ};L- Generate2!™") i.id. s €
Jn, and £,, be three message sets to be transmitted by the " €ach with distributio [;_; ps(s:). Indexs(w), w €
sender. Letl,,,J,, and L,, be uniformly distributed random Wi, . _
variable on7,, J,, and £,, respectively. Elements of, 2= For _eac_hs(w)r,l generate""ol iid. u € U™ each with
are directed to the receiver and relay. Encoder functign distribution [ [;_, pu (uils:). Indexu(w,t), t € Tp.
is a one to one mapping froMy,x J,x L, to X™. Using 3. For eachs(w) aljdu(_w,_t), .gene{latél."ﬁjgl_nrzj iid.
the decoder function),,, the receiver outputs an element of % € & each with distribution [;_; pxus(z: [ui, si).
Tox Jnx L, from a received message 9f". Using the Indexx(w, t,5,1), (w,t,5,1) € Wn xTn XTn XLn.
decoder functionp,,, the relay outputs an element @ from Random Partition of 7,,: We define the mapping,, : 7,

a received message 8f*. Formal definitions ofy,, andyp,, are — W in the following manner. For each € 7,, choose
Un : V" = Ty X T X Lo on : 2™ — Ty, . Error probabilities w € W, at random according to the uniform distribution on
of decoding at the receiver and the relay are defined by V. and mapt to w. The random choice is independent for
(n) eacht € 7,. For eachw € W,, defineT, (w) 2 {t € T, :
=Pr{yn(Y") # (T, Jn, Ln)} and én(t) = w} . The family of sets{T,, (w)}wew, is a partition
<"> = Pr{in(2") # Tal, o . |
Encoding: Let (¢, j;, ;) be the new message triple to be
respectively. The following is a key result to derive innesent from the sender in blockand (¢;—1, j;—1,l;—1) be the
bounds ofRq(T") and Rs(T). message triple to be sent from the sender in previous block

Lemma 1: Choose(U, X, S) € P, such that/ (X;Y |US) i— 1. At the beginning of block, the sender computes; =

> I(X; Z|US). Then, there exists a sequence of quadruples(¢;—1) and sends the codewout(w;, t;, j;, ;) € X™.
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At the beginning of blocki, the relay has decoded the — ®M-1fi-1jiv)i-1) 0 i i fi) (W 1tiv jiv 1 liv)
message; ;. It then computesy; = ¢, (t;_1) and sends &, ,S(Wi) ,S(‘Ni+1) ,

the codewords(w;) € S™.

Decoding: Lety; € V" andz; € Z" be the sequences :,uw'l‘ti'l) et 1) Uiatied
that the reviver and the relay obtain at the end of block st o) X 1 1) XM+ 18+ 1 i+ 1 li+2)
respectively. The decoding procedures at the end of biock ——-tdi-li-] L EL ket e L g

are as follows. ti1— [ W i
1. Decoder 2 at the RelaybDefine

ti+1—>

] E

] E 2|
. A p slu, z|s 41 . Z; 'S A 41 N
iz (s 2]s) & log —PUZIS W 21S) I gy R RN ey BN UL EE N v LN
pU|S(U|5)PZ\S(Z|S) ..

é{(suz eS" xU" x Z™:

AUZ|S,€

1 IIIIIIIIIIIIIIIIIIJ E | E |
wivz|s(uiz|s) > Ro + e} . Wit Y W Ve g
The relay declares that the messagas sent if there is a -7 '_' I_' |_> -
H n h h A _{ r’ A _{ r’ A
uniquet; such that H—+[Dec.1d t|-2 SN vy BN > [Dec.1gr 1
n NN NN AN
(s(wi), w(wi, ), 2:) € Ayzs.c ——Pecd—(i2fi2) —sPecid(i1fi) L—[ecig=(il)

It will be shown that the decoding error in this step is sma}JIg 6
for sufficiently largen if Ry < I(U; Z|S) .
2. Decoders 1a and 1b at the Receivé&efine

Encoding and decoding processes at the bloekd, i, and: + 1.

(ji—h ii_1) such that

isy(s;y)ébgw’ (i), (i1 hs )@ (B G b
ps(s)py(y) S(Wi—1), W Wi—1,Vi—1), L\Wi—1,0l5—1, Ji—1,ti—1),Y;—1
pUY\S(uvy|S) € Axy|us,e-

. AN
7’UY|S(’U’;y|S) = log (’U,|8) ( |S) )
Puis Py|s\Y It will be shown that the decoding error in this step is small

Asye 2 {(s,y) € S" x Y™ - for sufficiently largen if r, +r, < I(X;Y|US).
Llogisy(s;y) > r+e€}, For convenience we show the encoding and decoding pro-
A cesses at the blocks- 1, 4,, andi + 1 in Fig.[8.
Avyis,e = {(s,u,y) € 8" x U™ x Y™ 9

i Y\S(uy|3 +7>Ro+e}. . . : :
B. Computation of Error Probability and Equivocation Rate

In this subsection we compute error probabilities of de-
coding and equivocation rate for the encoding and decoding
scheme stated in the previous subsection. We will declare an
error in blocki: if one or more of the following events occurs.

The receiver first declares that the messagés sent if there
is a uniquew; such that(s(w;),y,;) € Asy,c . It will be shown
that the decoding error in this step is small for sufficietdlge
nif r < I(Y;S). Next, the rgceiver, having known; ; and
w;, declares that the messagje; is sent if there is a unique

#._, such that Ea it Qecoder 2 fails. Let; ; = 5271- U EAQJ-, where
. 6:2-,1': (S(Awi)au(wivti)vzi) ¢ AUZ|S,€! .
(s(wi,l),u(wi,l,fi,l),yifl) € Auy|s. &yt 314, # t; such that(s(w;), u(w;,b), z;) €
N R AUZ|S,€ . 5 .
andt;—1 € T (w;). E1a,i: Decoder 1a fails. Lef1,; = E1a,i U €15, Where
It will be shown that the decoding error in this step is small Sl (S(f“”i)’yi) # Asv.e,
for sufficiently largen if &1a,00 3 W # w; such that(s(w;), y;) € Asy.c.
&1p,i: Decoder 1D fails. LeElb i = &b, U b,iy Where
Ry <I(U;Y[S) +r Ep,it (s(wi1), w(wiz1,tio1), Y;1) & Avy)s,e
<I(U7Y|S)+I(Y7S) :I(US7Y) élb,z.ﬂfz 1 #tz 1 SUCh that(s(wz 1) (wzatz—l)v
3. Decoder 1c at the ReceivePefine Yio1) € Avyise tion €T (wl)
E1c,i- Decoder 1c fails. Le€;.; = 51C iU 51C i, Where
. A pXY\US(wvy|uas) 51(3 i ( (’wzfl) u(wz,l tlfl) .’131,1(10171 ti—1
i x;ylu,s) =lo , A ’ ’ ’ ’ ’
xyis (@Yl o) ng\US(m|u73)pY\US(y|ua s) o Jien li—l)a Yi1) & Axyus.e
Axyius. 2 {(s,u,m,y) €S x U" X X" x Y" : Eic,it 3 (Jim1,lim1) # (Ji—1,1li—1) such that (s(

wi—1), w(wi-1, ti-1), Ti—1(Wi-1, ti1, Ji-1,
li-1), Yi—1) € Axy|Us,c-

The receiver, havmg knowmw;_1, ¢;—1, declares that the For eachi = 1,2, ---, B, let (Ty,, Jnis Ln,i) € TonX TnX
message pan(yl 1,li—1) is sent if there is a unique pair£, be a message triple to be transmitted at the bloci/e

% xy|us(T; ?J|u 8)>ry+ro+€}.



assume thatl’, ;, Jy i Lni), i = 1,2, -+, Barei.i.d. random
triples uniformly distributed or,, x 7, xﬁn. Fori =0, T} 0,
Jn,0 andL,, o are constant. Far=1,2,---, B—1, define the
random variabldV,, ; on W,, by W,, ; = ¢n( n,i—1). Define
the error eventsr; for decoding errors in block by

Fi: an # Wy, or Tnl # T, or Tn,z'q # Thi1 OF
(Jnji—1,Lnji—1) # (Jnji—1, Ln,i—1).

It is obvious thatF; C & ;UE,, 1U51b iUE i - Definee )

Pr{&:|F¢,} . Definitions ofelal, eﬁz ';, and elm are the

same as that oé, ") We further define sets and quantities

necessary for computauon of the equivocation rate. Define

pXZ\US(waz|ua s)
pxus(Elu, s)pzius(zlu,s)’
{(s,u,z,y) €S X U™ x X x Z™ :
xzjvs(®; z|lu, 8) > ry 4 €} .
For givenw; = ¥, (ti—1) € Wh, (t;,1;) € T, x L, and channel
outputz; of s(w;) andx(w;, t;, ji,l;), define the estimation

function 7, : W, xTp, XLy XZ™ = T by T (wi, ti, 1i, i)
= j; if there is a unique paifj;, [;) such that

2 log

ixzivs(®; z|u, s)

1>

Axz|Us,e

1,
nt

(S(Wi)a w(wi, t;), 2 (wy, i, jis i), Zi) € Axz|us,e -

Definee!™ 2 Pr {1, (Wi, Tois Ln.is Z%) # Jui} . Let

Eit (8(wim1), w(wi—1, ti1), Tt (Wi, tim1, jic1,
. li*})a zifl) ¢ AXZ|US,6!
En 3 Ji—1 75 Ji—1 such tha}(s( wi_l), u(wi_l,

ti—1), ®i—1(wi—1, ti—1, Ji—1, li—1), Zi—1) €
Axzius,e-
Set&; = &; UE;. Then we have

e = Pr{&} < Pr{&} + Pr{&:}.

It will be shown that the error probabilityi" of estimation
is small for sufficiently large: if ro < I(X; Z|US). Set

. A
izixs(z|x, s) = —logpzxs(zlx, s),
. A
izius(zlu,s) = —logpzus(zlu, s),
Bz|xs,e = {(S,m,z) eS" X AT x Z":
1
ﬁiZ\XS(ZFU,S) > H(Z|XS) - e} ,
A
Bzus,e = {(s,u,z) eSS XU x Z™:
1
EiZ\US(z|ua s) < H(Z|US)+ e} ,
(Zn\)XS i PI‘{S(Wnﬂ'), w(Wn,iv Tn,iy Ln,i), Zzn)
¢ BZ|XS,E}5
e(Zn\gJSz - Pr{(s(Wn,i)yu(Tn,i), Zln) ¢ BZ|US,5} .

The operatiork e(”) stands for the expectation ag’;.) based
on the randomness of code construction. Then, we have
following lemma.

equivocation rate. Sek!;
the equivocation rate ovdB blocks is

of H(Ly.i LS}*”ZWB)
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Lemma 2. For eachi =1,2,---,B — 1, we have

E —eén')} <Pr{(8",U",Z") ¢ Auzis,.cy +27"¢

E [ef] < Pr{(s7,Y") ¢ sy} +27

E :egb z:| Pr{(s", Y") ¢ Auy|s,et +2-27"°

E [ef)] < Pr{(s",U", X", Y") ¢ Axysue} +27
E (el < Pr{(s™, U™, X", 2") ¢ Axzjsu} +27
E [Uys.] = Pr{(s™, X", 2") ¢ Baixs. )

E —e(Zn|)USz =Pr{(S",U",Z") ¢ Bzjus.c} -

Proof of this lemma is given in Appendix A.
Next, we state a key lemma useful for the computation of the

D2 Lyt Lnas--- Lns). Then,

o

1

1
H B) ZnB
L)z >

1
B

3

G LD ZmB)y .

S

H(L,
1

B — 1, we estimate a lower bound

A
SetZr% D41 — (Zn(i71)+1= Tty

Z,:) . On a lower bound off (L, ;|LY " Z"B), we have the

For each: = 1,2,---,

following lemma.

Lemma 3: Fori=1,2,---,B — 1, we have
~H(Ly LD Z"P)
> +r2—I(X;Z|US)—26—3+Tloge
—rge( ) — (log|Z]) [ (Zn‘)USl + e(an)XSJ} (11)

Proof of this lemma is given in Appendix B.
Proof of Lemma[ll Set
Ymax (€)

2 max{ Pr{(S",U", Z") ¢ Ayzs.c} +27"
Pr{(S",Y™) ¢ Asy,} +277,
Pr{(5™, U™, Y") ¢ Ayys.} +27",
Pr{(S", U™, X", Y") ¢ AXY|SU5}+2 ",
Pr{(S™,U", X", Z") & Axz|su,c} +27"°
Pr{(S™, X", Z") ¢ BZ\XSe}
Pr{(S™, U™, Z") ¢ BZ|US,5} .

Then, by Lemma&l2, we obtain
E rzl {eénl) + egd)l + egb) +e
=1
tezxs,i H
B-1
= Z {E {egﬂ +E [egz)z} +E [e

_ +E {egn)} +E [e(znfxsj +E [e(ZnI)USl
< 7(B — 1)Vmax(€) ,

()

lcz

o

(n) (n)

tezus,
(o] +E[ef]

I}

the



from which it follows that there exist at least one deterstiii
code such that
B—1

Z {egfz) + egg)l + egb ,0 + eg") + e(")
=1
ekt €Sl b S T(B = 10lik(e). (12)
From [12), we have
Z {eld i + elb i + eg.rcl)z}
7 B Dy (e) (13)
B—1
nB n n
ug" =37 el < 7B - 136, (14)
=1
B—1
e <7(B 1)y (e), (15)
=1
B—1
S Sk + s b <T(B =100 (16)
=1
From LemmdB,[(15), and(1L6), we have
1
(B) nB
BH (Ly,1Z2™7)
B
nB
> EZ Ly | L1 27P)
1
> < - —> {r1+r2—I(X;Z|US)—2e— 3+ loge
n
1
-7 (1= ) b+ Gogl2Dhigh(o). a7)

By the weak law of large numbers, when— oo, we have
Livzs(U™ Z7S™) = 1(U; Z|S)
%isy(S";Y") = I(S;Y)
Livy|s(U™Y"8™) = I(U;Y]S)

Lixyws(X™Y"US™) = I(X;Y|US) (18)
Lixzws(X™; Z2MU"S™) — 1(X; Z|US)
Lizixs(Zm|X"S™) — H(Z|XS)

in probability. Fixe > 0 arbitrary and choose
Ry = min{I(U; Z|S), [(U;Y|S) + r} — 2¢
r=1(S;Y) — 2 (19)

r=I(X;Y|US) - I(X;Z|US) — 2¢
ro =I1(X;Z|US) —¢.

Then, it follows from [IB) and the definition og‘max( ) that
for the choice of(Ry,r,r1,72) in (@9), we have

lim ~{7) (€) = 0. (20)
n—oo
Forn = 1,2,---, we choose blockB = B,, so thatB, =
(n) 1/2 : nB
(vix(9}) | - Define{g,}15 by

A b, if imodn =0,
9i = constant otherwise
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Io—mm{l(USY) 1(U;Z|S)}
L=1(XY|US), L=1(X;Z|US)

Ro

Fig. 7. Shapes oR{™ (U, X, S|T") and R(™ (U, X, 5|T).

Define the sequence of block codgd,, {gi}/ 1, Yu, ©u)
hoer by
constant if 1 <v < By,

v A n
(fv, {gi}izla Yy, pu) = (fnB, {gi}iﬁ", YnB, > sDan) )
if nB, <v<(n+1)Byt1.

Combining [IB),[(IX) [(d7), an@{R0), we have that theretexis
a sequence of block cod¢sf,, {g:}?_,, ¥v, @)}, -, such
that

lim ,u( ) = hm u(" n) < lim 7\/7r(na)x(e) =0,
V—00 n—oo
o) = hm u(n "< hm 7\/%(na)x( ) =0,

S v
)5

lim —10g|7,',| = lim —10g|(7}
v—00 UV n— 00 an
= Ry = min{I(U; Z|S),I(US;Y) — 2¢} — 2,

o1 L 1 Bn—1
Uli)rrgo > log |7, | = nll_)H;O B, log [(Jn) |
=ry=I(X;Z|US) — ¢,

o1 L 1 Bn—1
Jim —log|Ly| = lim B log [(Ly)"" 77|
=r =I(X;Y|US)— I(X; Z|US) — 2,

1 1

lim —H(L,|Z") = lim ——H(L{B")|ZznBn

>I(X;Y|US) - I(X; Z|US) — 5e.

Sincee can be arbitrary small, we obtain the desired result for
the above sequence of block codes. Thus, the proof of Lemma
[I is completed. [ |

C. Proofs of the Direct Coding Theorems
In this subsection we provR(‘“)( ),ﬁgi“)(F) C Rq(D)
andRI™(T) € Ry(T) . Set
REV(U. X, S|T)
£ {(Ro, Ry, Re) : Ro, Ry, Re > 0,
Ry <min{I(US;Y),I1(U; Z|S)},
Ro + Ry < I(X;Y|US)

Y min{I(U; Z|S), [(US;Y)},
Rc S Rl )
Re < [I(X;Y|US) = I(X; Z|US)|T .},
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and min{1(Y;US),I(Z;U|S} | (X;Y|US)

R)(T) 4 U R (U, X, S|T). | 1(X;Z|US)
(U,X,S)ePy Reciever T ] = ﬂn 2
§ . Relay T T In | T
Proof of R{" (I') € Rq(T) and RE™ (T) C R.(T) : Set T
oy e
fo= mln{I(US; Y)7 I(U; Z|S)} ’ Bits of Common Bits of Private
I A I(X;Y|US),IQ A I(X;Z|US). Messages Messages
_o 0

We consider the case that > I,. The regionfz(U, X, S8|r)
in this case is depicted in FiEI 7. We first pro%in) (1’*) - Fig. 8. Information contained in the transmitted messages.
Ra4(T). From the shape of the regioﬂgn)(a X, S|D), it
suffices to show that for every Jn,» Which works as a “dummy” random variable. It is obvious
that this random function attains
a € [0,min{I(US;Y), I(U; Z|S)}], 1
lim —log| M, | =min{I(US;Y),I(U; Z|S)},
the following (R, R, R.) is achievable: nee ”1
lim —log|K,| =I1(X;Y|US) - I(X;Z|US),
Ry =min{I(US;Y),[(U;Z|S)} — «, "ﬁ;o”
Ry =I(X;Y|US) + a, lim —H(K,|Z") > I(X;Y|US) - I(X;Z|US),

n—oo N
Re = I(X;Y|US) = I(X; Z|US). completing the proof. n
Choose7, and 7" such that Proof of R§™(I') € Ra(I'): SinceR{™(I') € RY™ (D),
we haveR(™(I') C Rq4(I). n
To=ToxT,, Proof of R{"™(T') € R(T'): Choose(U,V, X, S) € Q.
nlingo % log |T!| = min{I(US;Y),1(U; Z|S)} — a. The joint distribution of(U, V, X, S) is given by

pUVXS(UJ),an)
ZPUSV(UaS,U)PX\V(x|U)7 (u,v,2,8) EU XV X X X S.

We take

n = ! P Icn =T/ n £n . . . -
M T T X T X Consider the discrete memoryless channels with input akgtha

Then, by Lemm&ll, we have Y x S and output alphabey x Z, and stochastic matrices
defined by the conditional distribution @t Z) given V, S

lim Mg’” = lim ug”) =0, having the form
n—oo n—oo
1

lim —~ log |K,| = I(X;Y|US) +a, ' (y, 20, 8) = > T(y, 2la, )px v (|v) .

n—oo N TxEX

1 .

Jim —log |My| = min{I(US;Y),I(U; 2]5)} ~ e, Any encoderf} : K, x M, — V" for this new RCC
1 . 1 . determines atochastic encoderf,, for the original RCC by
nlg{}o gH(K"|Z ) > nlg{}o gH(L"|Z ) the matrix product off/ with the stochastic matrix given by

> I(X;Y|US)— I(X;Z|US). px|v = {px|v (V) } (v,2)evxx- Both encoders yield the same

stochastic connection of messages and received sequences,
To help understating the above proof, information quagtiti the assertion follows by choosing the encodemused for the
contained in the transmitted messages are shown inEFig.pSOOf of the inclusiorﬂégi“) (T") C Ry(T). m
Next we proveR{™ (') C Ry(T). From the shape of the Cardinality bounds of auxiliary random variables/ and
regionR™ (U, X, S|T'), it suffices to show that the following Q; can be proved by the argument that Csiszar and Korner

(Ro, R1, R.) is achievable: [5] developed in Appendix in their paper.

Ry = min{I(US;Y), I(U; Z|5)},
Ry =R.=I(X;Y|US) - I(X; Z|US).

VIl. DERIVATIONS OF THEOUTER BOUNDS

In this section we derive the outer bounds stated in Theo-

Choosef, : T, x Jn xL, — X™ specified in Lemmal1l. Set rems[2tb. We further prove Theordrh 6. We first remark here

M= T, andK,= L,. Using thisf,,, for (m, k) € M,, xK,, ~ that cardinality bounds of auxiliary random variables7s

define and Q- in the outer bounds can be proved by the argument
Falm, Jo k) = @(m, Jo, k) € X™. that Csiszar and Korner [5] developed in Appendix in their

paper.
The abovef,, is no longer a deterministic function. It becomes The following lemma is a basis on derivations of the outer
a random function randomized by, uniformly distributed on bounds.



Lemma 4: We assumeRo, R1,R.) € RZ(T'). Then, we
have
Ry < 2min{I(M,; Y™),I(M,; Z™)} + 61,0
Ry < L I(Kp; Y™ My) + 02,0
Re < [Ry — I(Kp; Z7| M)
Ro < [L1(K,;Y"|M,)
— L1(K; 27 M) T+ b,

+ 03,1, (21)

where{d; , }5°

n=1"
asn — o.

i =1,2,3,4 are sequences that tend to zero

16

in addition to [2B8){(27). IfT" belongs to the class NL, the
bound [28) also holds for any stochastic relay encoder.

Proof of Lemmdb is given in Appendix D.

Proof of Ra(I') € R™(T) and R(T') € RE™(I):
We first assume thatRo, R1, R.)€ Rs(T'). Let Q be a
random variable independent &f, M, XY™ and uniformly
distributed on{1,2,---,n}. Set

X2 X0,S250,Y2Y,, 22 2.

The above lemma can be proved by a standard convefséthermore, set

coding argument using Fano’s inequality. The detail of the

proof is given in Appendix C.
We first prove Rq(T') C R(O‘“)( I'). As a corollary of
Lemmal4, we have the following lemma.

Lemma 5. We assume thatRy, R1, Re) € R:(I'). Then,
Ro < Lmin{I(M,;Y"), I(M; Z™)} + 61,
Ry < 1K Y™ |My) + 620
Ro+ Ry < LI(K,My; Y™) + 03,5,
Re < [Ry — 3 1(Kp; 27| M)t + 03,
R, < [%I(KMY”MH)
- %I(Km Zn|Mn)]+ +04n,

(22)
whereds 2 61, + 62..
By this lemma, it suffices to derive upper bounds of
I(My,; Z™), I(My; Y™, I( K Y M,,),
(K, M,;Y™), I(K,;Y"|M,,) — I(K,; Z"|My,)

UL UuQ=29"Y'M,Q.

Note thatU X SY Z satisfies a Markov chailti — XS — Y Z.
By Lemmadb andl6, we have

Ry < min{I(US;Y|Q),I(U; Z|SQ)} + 01.n
<min{I(US;Y),I(U;Z|S)} + d1n
Ry <I(X;YZ|US) + dan,
Ry + Ry < I(XS;Y|Q) + 03,1,
R. < I(X;Y|ZUS) + 04 -
(29)

Using memoryless character of the channel it is straight-
forward to verify thatU — XS — YZ and that the
conditional distribution of Y, Z) given X S coincides with the
corresponding channel matrix Hence, by letting: — oo in
29), we obtain(Ry, Ry, Re) € R"™(T). Next we assume
that (Ry, Ry, R.) € Rq(T). Then by Lemmag]5 and 6, we

to proveRq4(I'") € R{™(I'). For upper bounds of the abovehave

five quantities, we have the following Lemma.
Lemma 6: Set

U, 2 M, Y1271, i=1,2,---,n
Fori=1,2,---,n, U;, X;S;, andY; Z; form a Markov chain
U; — X;S; — Y;Z; in this order. Furthermore, we have

I(M; V™) <> I(UiS; Y5,

R < [Ri — I(X; ZIUS)* + 83 (30)

in addition to [29). Hence by letting — oo in (29) and [(3D),
we conclude thatRy, Ry, R.) € R{™"(T). ]

Next we prove the inclusiorg4(T") C Ré"“t)(F), Ra(T) C
RE™I(T), andRy(I)C RE™(T). As a corollary of Lemma
@, we have the following lemma.

(23)  Lemma 7: We assume thatRy, Ry, R.) € R*(T'). Then,
1=1
n Ro < 2min{I(M,; V™), I(Myn; Z™)} + 01,0
I(My,; Z2") < 1(U; Zil Si) (24) Ro+ Ry < %I(Kn;Y"|Mn)
=l 2 min{I(M,; Y™), [(My; Z)} + 3.,
I(K, My Y™) <Y I(X:S3:Y5), (25) R. < [Ri - S (s ZM Mp)|™ + 63,0
i=1 Re < [F1(Ky; Y™ | My)
n —L1(Kp; 27\ M)+ b
I(K,; Y"M,) <Y I(Xi: YiZi|U;S;) (26) (31)
i=1 From LemmdT, it suffices to derive upper bounds of the
[(Kns Y™ [ M) = I(Kn; 27| M) following five quantities:
n I(My; Z™), I(My; Y™,
< ZI(Xi;Yi|ZiUiSi)- (27) ( n) ( ) n n
i=1 I(Knvy |M)+I(Mn;y):I(KnMn;Y),
The bounds[{23)E(26) also hold for any stochastic relay en-  I(Kn;Y"[My) + 1(Mn; Z7), (32)
coder. If T’ belongs to the class NL, the bound](27) also I(Kp; Y™ M) — (K 2™ M,y,) . (33)

holds for any stochastic relay encoderf}f is a deterministic
encoder, we have

I(Kn; 27 My) > I(Xi; Zi|U;Sy)

=1

(28)

Since

I(Kp; Y™\ M,) + I(M,; Z)
= I(K,;Y"|M,) — I(Ky; Z"|My,) + I(K, My; Z™)
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we derive an upper bound df (32) by estimating upper bounBler: = 1,2,---.n, U;, X;S;Z;, andY; form a Markov chain

of I(K,M,;Z") and [33). U, — X,;Z;S; — Y; in this order. Furthermore, we have
The following is a key lemma to prov4 (") C Ré"ut)(l“).
Lemma 8: Set I(Mn;Y™) < ZI U Yi), (41)
U, = Y+121 M,, i=1,2,---,n,
I(M,; Z"™) < ZI(Ui; Zi|S:), (42)
whereY}}, stands forY; Y o---Y,. Fori = 1,2,---,n ;
Ui, X;S;Z;, andY; form a Markov chainJ; — X,;7;S; — Y; n
in this order. Furthermore, we have I(K, My Y™) <Y I(X8;: i), (43)
n i=1
"~ i=1
I(M,;Z") < ZI(Ui; Zi|Si) 5 (35) If f,, is a deterministic encoder, we have
'n [(Ky; 27| M,)
I(Kn My Y™) < )y I(X;U;5;Y), 36 -
( ) ; ( ) (36) >N {I(X3; Zi|USs) — 1(Ui; Zil XiSi)} (45)
n i=1
I(KnMy; Z7) <> I(X3Ui; Zi| Si) - (37) I(Kn; Y |My) = I(Kn; 27| M)
i=1

<Y {IXSsYi|Us) — I(X0S5; Zi|Us)
=1

The bounds[(34)-(37) also hold for any stochastic relay en-
coder. If f,, is a deterministic encoder, we have

7(1Kn;Z | M) = > {I(Xi;Yi|UiS:) — I(Xs; Zi|US))
Z{I X Z|U:S;) — I(Ui; Z: X389}, (38) =t

+C(8i3Yi, Zi|Us) + 1(Us; Zi| XiSi)} - (46)

( Kn; Y My) — 1(Ky; 2" M) in addition to [@1){{@4). The bounds{41).143), afdl (44pals
- hold for any stochastic relay encoderIlfoelongs to the class
Z (X3 YilUiSi) = 1(X3; Zi|UiSi) } (39) NL, the bound[(4R) also holds for any stochastic relay encode
=t If f,, is deterministic and’ belongs to the class NL, the bounds

in addition to [3%4){(3F). IfT" belongs to the class NL, the @1)-{48) hold for any stochastic relay encoder.

bounds [(3B) and[(39) also hold for any stochastic relay Proof of LemmdD is in Appendix F.

encoder. Proof of Rq(I') € R{™(): We assume thatRo,
Proof of LemmdB is in Appendix E. Ri, Ro)€ Ra(T). Let Q, X, Y, Z, S be the same random

Proof of Rq(I') € R{™(I): We assume tha(Ro. variables as those in the pro@,(T) € R"(T). We set
Ri,R.)e Ra(T). Let Q, X, Y, Z, S be the same random

A - n
variables as those in the proof &, (") € R (I). Set U=UgQ=Y%"Z8,,M,Q.

A _vn ,0-1 Note thatl/ X SY Z satisfies a Markov chaiil — XSZ — Y.
U=UoQ =Y 2" MnQ. Furthermore, ifl" belongs to the class NL, we have
Note thatU X SY 7 satisfies a Markov chaitil — XSZ — Y.
By Lemmad¥ andl8, we have

. which together withU — X.SZ — Y yields
Ro <min{I(US;Y),I(U; Z|S)} + 61.n
Ry + Ry < I(X;Y|US) U—-XS—-YZ.
+min{I(US;Y),[(U; Z|S)} + b3.n
Re < [Ri — I(X; Z|US)

U—XS— Z, 47

By Lemmad¥ andl9, we have

+1(U; Z|XS)] T + 65, Ry <min{I(U;Y), I(U; Z|S)} + b1,
R, < [I(X;Y|US) — I(X; Z|US)] T + 640, Ro+ Ry < I(X;Y|US) +min{I(US;Y),
(40) I(U; Z|S) + ((S; Y, Z|U)} + d3,n
By letting n — oo in (@0), we conclude thatR, R1, R.) R. <[R1 - I(X;Z|US)

e RP(I). n +I(U; Z|XSQ)|T + 03

The following is a key lemma to proveq(I") € R (T0). = [R1 = I(X; Z|US)|* + 05,
Re < [I(XS;Y|U) — I(XS; Z|U)

Lemma 9: Set +I(U; Z|XSQ)|T + 04n

) . =[I(XS;Y|U) - I(XS; Z|U)|" + 04, -
U; = 2 yi- Z{ My, i=1,2,---,n. (48)
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Note here that sincé(U; Z|XSQ) < I(U;Z|XS) and the VIIl. D ERIVATIONS OF THEINNER AND OUTER BOUNDS
Markov chain of [4¥), the quantity(U; Z|X SQ) vanishes. FOR THE GAUSSIAN RELAY CHANNEL

ByAI(e(th]Eitr)wg n — oo in @), we conclude thatf, i1, Re) In this section we prove Theore 7. Lgt, &2) be a zero
ERy (T, B  mean Gaussian random vector with covariadtelefined in
The following is a key result to prov&(T") C Rg‘)‘“)(l“). Section V. By definition, we have

: = | N
L_emma 10: Let U;, z-— 1,_2, ,n be the same random Er=p F%l + &1,
variables as those defined in Lemia 8. We furtherLSe% 1
UiSiK,. Fori=1,2,---,n, U;V; X;5;Z; satisfies the follow- where &, is a zero mean Gaussian random variable with
ing Markov chains variance(1 — p?)N, and independent of;. We consider the

Gaussian relay channel specified ¥y For two input random

Ui—= Vi = XiSiZi = Vi, UiS; = ViXi = Zi, variables X and S of this Gaussian relay channel, output

UiS; — Vi — X random variable§” and Z are given by
Furthermore, we have Y=X+5+¢&,
n N.
I(MpY™) < 3 I(U:S3 V), (49) Z=Xt6=X14p\/5r60 G

.
—

Define two sets of random variables by

I

s
Il
-

I(Mp;2™) < ) 1(Us; Zi]Si), (50) A
P(P17P2) = {(U,X,S) : E[X2] S PlaE[S2] S P21
U—->XS—>YZ},

-

s
Il
-

Pa(Pr, P) 2 {(U,X,S): U,X,S are zero mean

I(K,M,;Z") < Z I(V;U;; Z;1S:) s (52) Gaussian random variables.
E[X?] < P ,E[S?| < Py,
U—-XS—>YZ}.

<.
—

IELKn;Y |M,) — I(K,; Z"|M,) Set
=Y {1V YilU:S) = I(Vis Zi|U:Si)} - (53)

5 (in A
— R$V(P1, Py|S) = {(Ro, Ry, Re) : Ro, R1, Re > 0,

Ro < min{I(US;Y),I(U; Z|S)},
The bounds[{49)(32) also hold for any stochastic relay en- R, < I(X;Y|US),
coder. IfT" belongs to the class NL, the bourid(53) also holds R. < [Ry — I(X; Z|US)|*,
for any stochastic relay encoder. -
Proof of Lemmd_ID is given in Appendix E. for some(U, X, 5) € Pa(P1, P2) -}
Proof of Ry(T') € R"W(I): LetQ, X, Y, Z, S, U be N
the same random variables as those in the prod2efl) € R (Pr, Po|E) = {(Ro, Ri. Re) : Ro, R1,Re > 0,

RE™(T). We further setV’ 2 USK,,. Note thatU'V X $Z Ry < min{I(US;Y), I(U; Z|9)},
satisfies the following Markov chains Ry < I(X;YZ|US),

Ro + Ry SI(XS,Y),

U—-V ->XSZ—-Y , US—VX 7, Re < [Ry — I(X; Z|US)|*,

US =V X, R, < I(X:Y|ZUS),
By Lemmad¥ an@10, we have for some(U, X, S) € P(P1, P») .},
< 1 B .
Ro + 2(1) < Ifn(l;/lg{é(fl]]%)}/)’](uzw)} o ROV (Py, Po|S) 2 {(Ro, R1, Re) : Ro, R1, Re > 0,
+min{I(US;Y),I(U; Z|S)} + b3, p (54) Ro <min{I(US;Y),1(U; Z|S)},
Re < Ry + 03 R. < Ry <I(X;Y|US),
Ro < I(V;Y|US) — I(V; Z|US) + 6um - R. < I(X;Y|US) — I(X; Z|US),

for some(U, X, S P, P).
By letting n — oo in (&4), we conclude thatRo, R1, R.) (U X, 5) € Pa(Pr, o) .}

e RE™(T). "

Proof (()f ')I'heorem We assume thdt belongs to the class R (P1, P|Y) 2 {(Ro, R1,Re) : Ro, R1, Re > 0,
NL. By Lemmag H-ID and arguments quite parallel with the Ry <min{I(US;Y),1(U; Z|S)},
previous arguments of the derivations of outer bounds we can Ry + R, <I(XS;Y),
prove thatR ™" (I'), R (I'), and R\ (I") serve as outer R. <R, <I(X;YZ|US),
bounds ofR(T) and thatR{*""(T') and R{°")(T) serve as R. < I(X;Y|ZUS),

outer bounds ofR*(T"). | for some(U, X, S) € P(P1, P,) .}.
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Then we have the following. Define random variable¥, &;, and¢, by
Proposition 1: For any Gaussian relay channel we have

5 A _
R{" (Pr, Po|S) € Ra(Py, BoIE) € R (Pr, Po|), R
7~zgin)(F)laf)2|E) gRs(P17P2|E) gkgout)(Plapﬂz)- G =ab +ag = Ni1+N2—2p/N1N> ’
Proof: The first and third inclusions in the above propo- & 2 € — & = (1 —p %) & — &gy -

sition can be proved by a method quite similar to that in the !

case of discrete memoryless channels. In the Gaussian (iflse - o1 . . .
S o et N; = E[¢?],i = 1,2. Then, by simple computation we

we replace the entrop¥f (7| X S) appearing in the definition can show tPE%El andé, are indegende%t Gausiian random

of Bz xs,. by the differential entropy:(Z|XS). Similarly, variables and ! 2

we replace the entrop¥ (Z|U S) appearing in the definition

of Bzus, by the differential entropy.(Z|U S). On the other N, = (=P )N,
hand, Lemma&]l3 should be replaced by the following lemma. L= Ni+N2—2pV/NiN2
Lemma 11: For any Gaussian relay channels and foe Ny = N1+ Ny — 2p\/Ni N3 .
1,2, ---,B—1, we have
1 We have the following relations betweéf Y, and Z:

—H (L, ;LY Zz"B)
n

> — I(X;Z|US) — 2¢ — Y=Y +a(S+&)

Z=Y —a(S+&).

(57)

3+loge Y=X+aS+& }

[ VP N,
The following is a useful lemma to prove (56).
— {5 log(2meNs) } e(zn\?xs,r Lemma 12: Suppose thatlU, X, S) € P(Py, P»). Let X(s)
Proof of this lemma is in Appendix B. Using Lemrhal 11pe a random variable with a conditional distributionffor
we can prove that Lemnia 2 still holds in the case of Gaussigiyen § = s. Ex (s [] stands for the expectation with respect

relay channels. Using this lemma, we can prove the first agslthe (conditional) distribution o (s). Then, there exists a
third inclusions in Propositiofl 1. We omit the detail of theair (ar, B) € [0,1]2 such that

proof.
lee[I next prove the second and fourth inclusions in Proposi- Eg (EX(S)X(S))2 =aP,
tion[d. LetQ, X, Y, Z, S, U be the same random variables as 1
H ~ (ou . h Y S S —1 2 P N y
those in the proofs oR4(T")C Rfi Y(T) in Theoren{ll and h(Z|S) - ffg{(;e)(apl N Nl)}
Re(T)CRE™(T) in Theoreni}. Note thaly X SY Z satisfies (215) < 2 og {(2me)(aPr + Na)} , _
a Markov chainU — XS — YZ. We assume thatRy, WY) < 5log {(2me)(Py + P> +2y/aP Py + N1)}
ﬁ;\,/é%c) € Rs( P1, P|Y¥). On the power constraint o, we WY |US) = Liog {(27re)([3aP1 i N1)} 7
Lo hMY|US) > %10g{(27re) (BaPy + N1)}
E[X?]==-Y"E[X}]<P. hZ|US) > Llog {(2me) (BaPy + Na)}
i Proof of LemmaIR is given in Appendix G. Using this

Similarly, we obtainE [S?] < P,. Hence, we haveU, X, lemma, we can prove Theord@ 7.

S) € P(Py, P,). By Lemmagh andl6, we haje{29). Hence, bg( Proof of Theorem [ We first prove [(5b). ChooseU,
letting n — oo, we obtain(Ro, 1, R.) € R (P, R,|x). X 9) € P such that

Next we assume thatRo, R1, R.) € Ra(P1,P|X). We

21 _ 2] _

also have(U, X, S) € P(P, ). By Lemmadb andl6, we E[X] - P, E[S7 =P,

have [29) and[{30). Hence, by letting — oo, we obtain U= 97}1&34_(}7 X=U+X,
~ (ou 2

(Ro, Ry, Re) € R (P, P,JY). n

_ Itcan be seen from Propositigh 1 that to prove Thedrem fnere(7 andX are zero mean Gaussian random variables with
it suffices to prove variancefnP, anddP;, respectively. The random variabls

in < (in U, and X are independent. For the above choic&ldf X, S),
Ra" (Pr. BfT) € Ry (Pr, Pof) (55) we have ’ o)
(in) 5 (in)
Rs (P, P2|¥) CRs W (P1, |X)
 (ou ou 0Py +P2+2+/07 P, P,
Ry (Py, B|S) € R (P, Bl3) (56) IUs;Y)=C ( — ) ,
RO (P, Py|S) € REOW(P, PyY) . )
1(U:218) = € (7225 )
Proof of [55) is straightforward. To provie (56), we need some
preparations. Set I(X;Y|US)=C (%) , I(X;2]US) =C (%) :

AN — o/
= Mfﬁwﬂ—% . Thus, [Gb) is proved. Next, we prove (56). By Lemimna 12, we

a
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have the RCC is left to us as a further study. Applications of LDPC

codes to the wire-tap channel were studied in [31]. This work

IUS;Y) = h(Y) — h(Y|US) _ may provide some key ideas to investigate the code design
<C (“’ﬁa)lgﬂﬁﬁv “Plpz) ., (58) problem for the RCC.
I(U; Z|S) = h(Z|S) — h(Z|US)
=¢ (ﬂ“gim) ’ G the follow APPtE;Dlxt ds for(X*~1, X7.,).
' B n the following argumentsX};; stands for = i
H(X8:Y) = h(Y) — h(Y]XS) _ Similar notations are used for other random varlables
<C ((1*f50¢)P1+11\;f+2\/0¢P1P2) 7 (60)
I(X;Z|US) = h(Z|US) — h(Z|XS) A. Proof of Lemma[2
> C (%) ’ (61) In this appendix we prove Lemnia 2.
[(X:YZ|US) = h(YZ|US) — h(Y Z|XS) Pr(oof of Lemma We first derive the upper bound of
- - E [621 (1|w1)] in Lemmal2. Set
= h(YZ|US) - h(YZ|XS)
= WTIUS) + h(ZITUS) )2 Prda e 1 ) 2 Prlail 7).
—h(Y|XS)—-h(ZIYXS ~(n
o RS M) éxumu1>>
= h(Y|US) - h(Y|XS) A Pr{ .| F T =ty
_C<—u%ﬁm—>’ (62) *w—ﬁlmz“%
R /N é5) (tiln(ti1))

where (a) follows from
h(Z|YUS) = h(Z|YXS) = h(Z|YS)
= 1log {(2776)@2]\72} .
From [61) and[(62), we have

2 Pr{52,i|ff_17Tn,i =t;,Tni-1 =ti—1}.

Similar notations are used for other error probabilitiey. B

definition of éé’fi) and éé"l, we have

E[ (n)} <E[(")}+E[ (n)]

P P (n)
HXWMU9§O< ah )—CGﬁﬁ.w$ e8] =
N1+N2—2p/NiNo "
~(n
E t n i— 19 ll
Here we transform the variable pafr, 3) € [0,1]? into 8 (H‘Z_I) [621( [n(ti-1), Ji )}
(n,0) € [0,1]? in the following manner: 6;;’}5;’5
2 —0 ~(n 1 ~(n
0=fa, n=1-2=2"" (64) E[eéﬂﬂ E > E[eéz (tilon (ti- 1))}
0 1-6 Mt ) eT?
This map is a bijection because frof@d), we have (66)
0 By the symmetncal property of random codmg, it suffices to
a=1-0n=6, f=—. (65) evaluateE[ey”) (1/¢n(ti1),1,1)] and L") (1]gn(ti1))).

Combining [G8){(@D),[[62) [(63), anf (65), we hale]l(56m

IX. CONCLUSION

We have considered the coding problem of the RCC, where
the relay acts as both a helper and a wire-tapper. We have
derived the inner and outer bounds of the deterministic and
stochastic rate-equivocation regions of the RCC and have
established the deterministic rate region in the case where —
the relay channel is reversely degraded. Furthermore, we ha

Note that
E |:€2 i (1|¢n( i— 1)7 11 1)j|

w; EWn,

E [eénl)(nfbn(tifl))}

> E el (the)

w; EWn

= 3 E [ 1, )] o) = wi]

On(tic1) =w

1
[Wal®

i

, (67)

(68)

computed the inner and outer bounds of the deterministic apg) Elé e (1|wZ 1,1) |6n(ti_1) = w;], we have the following.
stochastic secrecy capacities and have determined the dete 2, ¥

ministic secrecy capacity for the class of reversely degpglad
relay channels. We have also evaluated the rate-equivocati
region and secrecy capacity in the case of Gaussian relay

channels.

In this paper, we have focused purely on the derivation of
information-theoretic bounds on the RCC. Problem of pcadtti
constructions of codes achieving the derived inner bourids o

D

(s(wi),w(w;,1), z(w;,1,1,1)ex™
zi)g-AUZ\S,e

E [égnz)(“wlv 1, 1)‘ Q/)n(tifl) = w1:|
Z ps(s(wi))pus(u(w;, 1)[s(w;))

XpX|US(w(wi7 L1, 1)|u(wia 1)7 S(wi))

XpZ|XS(zi|w(wi7 11 17 1)1

s(w;))



= > ps(s(wi))puzs(u(wi, 1), zi|s(w;))
(s(w;),u(w;,1),
zi)g-AUZ\S,s

=Pr{($"U",2") ¢ Avzis.c} -
From [67) and[(69), we have

E [ (1en(t:1). )] = Pr{(s".U",
On E[

E [Aé’,?mwi)

On(ti-1) = wz:|

(69)

Zn) ¢ AUZ\S 5} .
(70)
(1|w1) |pn(ti—1) = w;], we have the following.

Next, we evaluatd&

5(n)
elb i

(t i71|¢n(ti72))}
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. By the symmet-
rical property of random coding, it suffices to evaluate the

above quantity for(t;—1,t;—2) = (1,1) or (1,2). When

(tic1,ti—o) =

(1,1), seto, (1) = w;.

E [el(Lgn(1)] = E [ (1fw)]

<2 2

fioat1 WiEWn

E | e (thw)

% Pr {¢n(1) = Gn(tin1) = wi}

Then, we have

én(1) = pultir) = wi)

n 1 i n(l) = on %if = W;
<Y Y sCstwpurstuluwn ils(w) = T 3 ElaR e on) = onfi) =
fi#1 <s<z;i>,;‘z<wi,&>, 171 11 !
zi)€AUZ|S,e
X —. 76
xpz|s(zils(wi)) W |? (79)
(a)
< Z Z ps(s(wi))puzis(w(wi, ti), zi|s(w;)) On upper bound of
i (S()G);\szzste) E [elbz(”wl) Pn(1) = ¢n(fi—1) sz} )
x 2 lfoke] we have the following chain of inequalities:
_ Z 2—n[R0+€] Z pSUZ(S(wi)au(wiuti)vzi) (n X
ti#1 (s(ws),w(wi,ts), E [elb (Lwi)| n(1) = dn(ti-1) = wi}
2;)€EAUZ|s,
< .
< 27n[R0+E](2nRo —1) <27, (71) = Z R ps(s(wi))
L (s(wi),u(witi—1),
Step (a) follows from the definition ofd; s .. From [68) Yi_1)E€AUY |5,
) we have | xpjs (s, Fi-) s (we))py s (wi](w:)
E |65 (1o (tio1))| <277 (72) (a)
g V) < Y ps(s(w)
Hence, form[(€66),[(70), and (72) we have (s(w) u(wn Fi 1)
n _ i—1)EA e
E[ 2! )} < Pr{(S" ur,zm) ¢AU2|S5} 427, Yi-)€Auy s N
. XPUY|S(U(U%,tifl),yi71|3(wi))27"[R07H€]
In a manner quite similar to the above argument, we can derive o-nlRo—1-+]
the upper bounds of [eg’;)} andE [egzﬁ] stated in Lemma - N
X Z psuy (s(wi), w(wi,ti—1),Y;-1)
Next we derive the upper bound Ef[ e Z} By definition (s(wi),u(wi i),
yi—l)EAUY\S,e
of e , ande elb , we have < g-nlRo—1+4 77)
(n) () ~(n) B '
E {e } = E{ 1 } + E[ €1p Z} Step (a) follows from the definition ofd;y|s.. It follows
E { gz)z} _ vABT from (Z8) and[(7I7) that wheft;_1,t;—2) = (1, ]1%), we]have
n " 2 n o—Tr-+e
x Z E [ gb)z( i71|¢n(ti72),li71)} §b>z (1|én (1 } Z Z TN
(tifl,tifz, #1’UJ¢€W | |
li—1)ETZX L, i +1]*1
1 2771 0—TT€
E A(’ﬂ) — E (n) i ” ti* . < 2nRo _ 1 < 2 . 2777,6 . 78
e = . tZW[ (0 (11| n(ti2))] < T < (78)
i—1,li—2

o (73) When (t;—1,ti—2) = (1,2), set¢,(1) = w; and ¢,(2) =
By the same argument as that of the derivation[of (70), WE .. Then, we have

have
e[

5(n)

Eqpalt i—1|¢n(ti—2)7li—1)} { gﬁ)z(”%( ))} = E[ §b1(1|wz 1)}

=Pr{(8".U".Y") ¢ Apyis.) 7 < Y Y E[e )| en) = dulhi)
for any (ti_1,ti—2,li—1) € T2 x L,. Then, from [ZB) and R = Wi,
(74), we have bn(2) = wifl}

E[efh] = Pr{(s".U"Y") ¢ Auyis} . (79) <Pr{u(1) = u(ticr) = wi,6u(2) = i }



= > Y e[| ea(1) = dulii)
1—1751,2 (wi,w;—1)EW32 = w;,
$n(2) = wH]
1
RN
+ Y E[el )| 6n(1) = 60(2) = w;
wi—1EWy, ¢n(2) _ wz—l]
1
T (79)

On upper bound of
E [ (thwi1)] 6n(1) = dn(fi1) = wi,00(2) = wia]
we have the following chain of inequalities:

E [ e (1|wi—1)‘ (1) = bu(fio1) = wi, 6n(2) = wz‘—l}

elb i

< > ps(s(wi-1))
(s(wi—1)u(wio1,ii—1),
Y; 1)€EAUY|S,e
xpus(w(wi—1, ti1)|s(wi—1))py s (Ys]s(wi-1))
(a)
< > ps(s(wi-1))

(s(wi—1),u(wi-1,8-1),
Y; 1)E€EAUY|S,e

XpUY|S(u(wi717fifl)vyi71|s(wi71))2_n[R0_T+e]
_ 27n[Rofr+e]
X Z pSUY(S(wi—l)u (wz 1, )yz 1)
(s(wim1),u(wio1,dio1),
y171)€AUY\S,e
< 27n[Rofr+e] ) (80)

Step (a) follows from the definition ofd;y|s.. On upper
bound of

ak

we have the following chain of inequalities:

~(n)
elb i

(i) @0(1) = 6n(2) = wi, 60(2) = wica | |

E [l (i) 60 (1) = 60(2) = wi, 60(2) = wis

>

(s(wi—1),u(w;—1,2),
Y;_1)€EAUY|s,c

xpu|s(w(wi-1,2)|s(wi—1))py s (y;|s(wi-1))

>

(s(wi—1),u(w;—1,2),
Yi—1)€EAUY|s,c

XpUY\S(u(wi—l 12),Yi—1|s(wi—1))
2—n[R0—r+e]
Z psuy (8(wi—1), w(wi-1,2),y,;_1)

(s(wi—1)u(w;i-1,2),
Y;—1)E€EAUY|s,e

ps(s(wi-1))

(a)
<

ps(s(wi-1))
2—n[R0—r+e]
X

< 2—n[R0—r+e] . (81)
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Step (a) follows from the definition ofdyy|s... It follows
from (79)-[81) that wherit; 1,t;_2) = (1,2), we have

2777.[R077’+E]
e S D
ti1#1,2 (Wiwi—)EWE "
27n[Ro r+e]
+ -
wi:w§€Wn |Wn|2
2—n[R0—r+e]
— ("o _ D S22 (82)

From [73), [75),[(7B), and_(82), we have

E [egrg)z} <Pr {(Snu Una Yn) ¢ AUy|57€} +2.27",

To derive the upper bound & [e§”>] in Lemmal2, set

~(") PI‘{E } A(")

N(n (Jildn (tiz1), tiuli)
Pr{&| T =ti,Tni1 = ti—1,Jni = ji, Lni =L},
e Gilon (ti), ti, 1)
2 Pr{5i| Tni=1iTni—1="1ti—1,Jni=7JisLni=1}.

S pPr{&}),

IID

(n) 5(n)

By definition of &, andé; ", we have

E[(")} <E[(")]+E[ (n)}

E {ez(n)} I I A
[T 2| T | Lo

> Efe
(ti,ti—1,7i,li)
ETIXTn XL

) Gl (ti-1), 3, 10)]

X

e 6] = ppren

> el
(tisti—1,Jisli)
ETZXTn XL,

" (ildn(tior) i, 13)]

X

(83)
By the symmetrlcal property of random coding it suffices

to evaluateE[ ) (Un( tii1),1,1)] and E[e™ (1]¢n(
~1),1,1)]. In a manner qwte similar to that of the derivation

of the upper bound oE[e% (1]¢n(ti—1) ,1,1)] and E[éénl)
(1]¢n(ti—1))], we obtain

E[E™ (1|gn(ti_1),1,1)]
= Pr{(5",U", X", 2") ¢ Axzvs.c)
Ee™ (1] (tio1), 1,1)] < 277

Hence we have
E[ W} <Pr{(S",U", X", Z") ¢ Axzus.t+27".

By an argument quite similar to that of the derivation[of] (70)

we can prove the formulas d [egl))cwz} and E {ez’z‘sl}

stated in Lemmal2. We omit the proofs.



B. Proofs of Lemmas[3 and [I1]

Proof of Lemma[3 On a lower bound off (L, ;|L{ "
ZnB), we have the following chain of inequalities:

H(Ly LG~ Z5)
> H(Ly;|LS Y Z2"BW,, T, )
= H(JpiLn | LS~V Z"BW,, T, )
_]{(Jn,i|Ln,iL$zZ 1)ZnBWn,iTn,i)
> H(Jy Ly | LS~ Z27"BW,, /T, ;)

—H (T i 28 OW, T i L ). (84)
By Fano’s inequality, we have
1
EH(JM|ZZS:§1)W TiLni) < rael™ + (85)

From [84) and[(85), we have
H(L, ;| L=V z"B)

> H(JpiLns| LG D Z"BW, T, i) — nreel™ — 1.(86)
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Then, we have

H(Z:zl(ii—l)-i-l Wi T idniLn,i)
>n[H(Z|XS) — €
X Pr{(Wn,iv Tn K Jn KR Ln K2 Zggi,1)+1) S BT}

n[H(Z|XS) — (1 - ef)ys.)

n[H (Z|XS)—e]—nH(Z|XS) Z‘XS (88)
To derive an upper bound df(Z% 1)+1|WM-TM-), set

B*_ {(w,t,2): (s(w),

By definition of B3, if (w,t,z) € B3, we have

u(wvt)az) € BZ\US,E} .

——logpzjus(zlu(w,t), s(w)) < H(Z|US) + ¢

(n)

Zus,ir We have

By definition of e

Pr{(WnuTnzaZg(Zz 1) E B3}t = Z|USz'

On the first quantity in the right members ¢f186), we havg .
e

the following chain of inequalities:

H (i Ln o LD Z7PW,, 0T )

= H(JniLni|LY D Z0PW, 0T )
~H(Z3 1y i1 I Ll LYV 2P Wi i)

— H(J,HL,”|L(Z Dz W T i)
+H(Z3 1| 23 Wi T i i LY)
—H(Z} 1y | 2P W i T i T i L)

= log (|Tnl |Lnl) + H(anl 1)+1|Z Wn,iTn,iJn,iLg))
_H(Zn(z 1)-1—1|L(Z 1)Z[z] Wn,iTn,iJn,i)

> n(ry+r2) = 24 H(ZN 1y 3| Z0P Wi iTnidn i L))
—H(Z}; 1)1\ WniTn.i)

@ n(ry + o) + H( )11 Wi T i iLn i)

—H(Z}, 1y 1| Wi Thi) — 2. (87)

Equality (a) follows from the following Markov chain:
Z0 s = WaiTidn il — ZIP LY.

To derive a lower bound OH(Z”Z
set

i—1)+1 |Wn,iTn,iJn,i7 Ln,i)i

B: £ {(w,t,5,1,2):

(S(w)aw(wvtajvl)vz) € BZ|XS,E} .

By definition of B, if (w,t,4,1,z) € Bf, we have

1 .
- logpzixs(zlz(w,t, j,1),s(w)) > H(Z|XS) —¢.
By definition of 62|st' we have

PI‘{(Wn“Tn z,r]n 17Ln17Zn21 1)+1) ¢ Bl} = Z\XSZ

pa

{(w, ) :

and for(w,t) € D, set

(w,t,z) € (B3)¢ for somez}

D(w,t) 2 {z: (w,t,2) € (B} .

Then, we have
H(Zﬁfi71)+1|Wn,iTn,i)
n[HZIUS) +d— Y. Y pzw.r.(zw,t)

(w,t)eD z€D(w,t)

x logpzniw, 1, (2|w, ). (89)

We derive an upper bound of the second term in the right
member of [8P). LetZ be a random variable uniformly dis-
tributed onZ. Let 2" = (Z1, Z, -+, Z») ben independent
copies of Z. We assume thaZ” is independent of¥,, and

T,. We first observe that

pzrw, T, (2w, 1)
Z ZPZ"WnTn(z w, t)log Bl
(w,t)€D zED(w,t) pzn (%
pzn(2)

= Z Z pznw, T, (2, w,t)log

(w,t)eD zeD(w,t)

Z ZpZanTn(z,w,t)

(w,t)eD zeD(w,t)
pzrw, T, (2|w,t)
Y. D bz
(w,t)eD zeD(w,t)
—pzrw, T, (2, w,t)]
= (10ge) [PZanTn (B )

pzryw, T, (2|w,t)

(a)
< (loge) -

= (loge) - w1, (W, t)

pzew, 1, (B3)] <loge. (90)
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Step (a) follows from the inequalitioga < (loge)(a — 1). function denoted by ;(z) is

From [90), we have 1.
pz(2) = 3¢
- Z Z pzrw, 1, (2, w,t) log pznw, 1, (2w, 1) _ L _ _ o
(w,)€D 2D (w,1) LetZ™ = (Z1, Zs, - - -, Zy,) ben independent copies ¢f. We
Y. D pzew.r(zw,t)logpza(2) + loge assume thaZ” is independent ofV,, andT;,. For z 2 (z,
(DD o 29, -, 2n), the density functiom ;. (z) of Z" is

=n Z Z pzrw, T, (2,w,1)log|Z| + loge pgn(z) = <l)n ﬁe"zi‘ .
(w,t)eD zeD(w,t) 2 i=1
= ne(Zn‘)Us,i log |Z] +loge. (91) In a manner quite similar to the derivation Bf190) in the droo
Combining [86){(8R) and (91), we have of Lemmal3, we have (2. t)
H(L, L 2) _<w%:ep/p<w€?”w"“(z’w’” e R
> r e — I(X; Z|US) — 2 — S108¢ +:L°ge < loge. (%6)

From [96), we have

~ [os12Dely s, + HZIX8)eSks ] |
3+ loge - Z / pzrw, T, (2, W, t)10g pzniw, T, (2w, 1)d2
ZT1+T2—I(X;Z|US)—2€—T (w,t)eD ’ Pw:t)
—reel™ — (log |2 (n) )1 dz +1
roe;  — (log|Z|) eZIUSZ—i—eZ‘XS)i , p?nw 7, (z,w,t)logpzn(z)dz + loge
(w,t)eD (w,t
completing the proof. [ |
Proof of Lemma 01 In a manner quite similar to the /
. . . = n 5 ,t d +1
derivation of [86) and (87) in the proof of Lemrh 3, we have D(wﬁ? Wy (2,0, t)dz 08¢

(w,t)eD
H(Ly ;|LG~Y znB)

’ , . T " (z,w,1) | b dz. 97
> H(JiLn i LG~ D Z0BW,, T i) — nrael™ — 1, (92) Z / gy I Z|Z| @7

w,t)eD
. |, (i=1) 7nB T
H (i i Ly ™2 2" W i) On the last term in[{97), we have the following chain of

> n(r1 +72) + MZy 1) 11| WaiTnidniLn.i) inequalities:
—M(Z 1)1 Wh,iTh i) — 2. (93) n
/ pzrw, T, (2w, t) § Y |z p dz

On a lower bound OJEL(ZZZZ 1)+1|Wn7iTn7iJn7iLnyi), we have (wnep /P —
. 1
hZzm. (Wi iTn.idn.iLlni) (a) 3

n(z 1)+1 n,otn,iYn,id4ni < /
= pzrw, T, (2, W, t)dz
n[h(Z|XS) — ¢ Watn e

x Pr{(Wn,ia Toiy Inis Lnis ngi,1)+1) € BT}

[ (Z|XS) - 6]( e(Zn|?XS1) X / pZ"WnTn zZ, W, t {Z|21 }
nlh(Z|XS) - e] —nh(Z|XS)e D(w,t)

(SIS

Z|XS % 1
2
= n[h(Z|XS) — €] —n{slog(2meNs)} e ;- (94) (b)
{2 } ZIXS = / pzrw, T, (szvt)dz
Next, we derive an upper bound m(zngz 1)+1|Wn7iTn7i). (w,t)ep’ Pw:t)
By definition of B3, if (w,t,z) € Bj, we have 3
1 X n t i
_E1ong|U5(z|u(w,t),s(w)) < h(Z|US) +e. (w;mp/(wﬁf w,, (2,0, {Z|z }

1

Ihen we have N 1
Zni ”y < 8(n) /p . . dz

h( n(i—1)+1| nzjnz) - \/ Z\USz Z (Z) § | |

=1
n[h(Z|US) +¢e - > / pzew, T, (%, w,t)
D

©
(w,t)ep” P(w:t) < \/e(Z‘)USl /pzn {Z|zz|2}dz}

x logpznw, 1, (2|w, t)dz. (95)

We derive an upper bound of the second term in the right_ e(n) ”Z/Z vz (zi)dzi b (98)
member of [Ob). LetZ be a random variable whose density 21U
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Steps (a)-(c) follow from the Cauchy-Schwarz inequalitp OFrom [100){(105b), we have
the other hand, we have

1 ~log M| < min{I(Mn,Y”),I(Mn; Z"M}+ Tip
n n —1og|IC | < I(Kn Y™ M,) + 1o,
2 _ ) 2 ’ s
Z/zipzi(zi)dzi = ZE DXl +§2,z| } %H(K |Zn) < }lloglic | _ %I(KnQanMn)
1=1 1=1
n +7_1,n + T2,n
-3 E [|X | } + ZE [|521 } LH(K,|2") < 21(K; Y| M,) — 21(K,,; 27| M)
i=1 +7_1,n + T2,n-
Set
Combining [@2){(9b) and_(97)=(99), we have
51,71 é Tin + [RO - %1Og |~/\/ln|]Jr
A
lH(LM-|1:§;>1>an) d2.n ~ 7 +[Ri — Llog|K,|]"
3+ loge 03;n = Tin + T2 + [ e %H(KnIZ")V (107)
> 1ty — [(X; Z|US) = 26 = == + [Llog |K,| — Ri] ™
4 1 +
(n) (n (n) 54,11 = Ti,n + T2,n + e EH(Knlzn)
261- |: ZIUSZ+\/P1+N2) ZIUSZ [ }
1 (n) It is obvious that wheriRy, Ry, Re) € R:(T"), the above, ,,,
— {3 log(2meNy) } €Z|x5,i" i=1,2,3,4 tend to zero as — oo. From [106) and[{107),
. we have[(2I1) for( Ry, R1, R.) € R:(T). |
completing the proof. |

D. Proof of Lemmal[@

Proof of Lemma@ We first prove [ZB) and_(24). We have
Proof of Lemma @ We first observe that we have thethe following chains of inequalities:
following chains of inequalities:

C. Proof of Lemmad

I(M,;Y™) = H(Y™) — H(Y"|M,)

—~

log M| = H(M,)
=I(Mp;Y") + H(M,|Y"™) (100)
=I(M,;Z")+ H(M,|Z"), (101)
log |KCu| = H(K,) = H(K,|M,)

{HY:Y'™h) = HY; |y M,,)}

I

N
Il
-

-

N
Il
-

{H(Y:) - HY: Y™ 271 SiM,) }

= I[(K,;Y"|M,) + H(K,|Y"M,), (102) n
H(K,|Z") = H(Kn|Z"M,) + I(Ky; M| Z™) = > I(U:S;Yi),
i=1

+I(K,; M, |Z™)

= I(Kn; Yn|Mn) - I(Kn; anMn)
+H(K,|Y"M,,) + I(Kp; M, |Z™)

< (K Y My) — I(Kn; 27| M)
+H(K,|Y"M,)+ H(M,|Z"), (103)

< log [KCn| = I(Kn; 2| My)
+H(K,|Y"M,)+ H(M,|Z"). (104)

{H(M,|2'™") — H(M,|Z")}

I

N
Il
-

{H(M,|Z""S;) — H(M,|Z")}

Iz
INgE

@
I
A

-

@
I
A

{H(M,|Z''S;) — H(M,|ZS)}

I(M,; Z;| Z*71S;)

|

@
I
A

Here, we suppose thdiRo, Ry, R.) € R:(T). SetA( £
max{A§”>, Aé")}. Then, by Fano’s inequality we have

I

@
I
A

{H(2:|2"7'S;) — H(Z| 2"~ SiM.,,)}  (108)

H(M, | Z") < log |My] A0 +1

H(M,|Y™) <log| My A +1
(105)
H(K,|Y"M,) <log || A 4 1.

-

N
Il
-

{H(Zi|S;) — H(Z|Y" ' 271 SiM,) }

Set _
%log |Mop| A 4 %
%log |KCon A 4 1

|

N
Il
-

T1,n

> >

Ton Step (a) follows fromS; — M, — Zi~!. Next, we prove



(25). We have the following chain of inequalities:
(a) i .
I(K, My Y™) < I(X™Y™) =) I(Yi XMy

=1

|

N
Il
-

{HY|Y'™!) - HY;[y"™'X™)}

{H(Y:) - HYi|Y'"'X"S))}

-

A
N
o
Il
-

M=

=Y {HY) - HYI|X:S)} = > I(X,8;Y))

1 i=1

Step (a) follows from¥”™ — X" — K, M,. Step (b) follows
fromY; — X;S; — Y"1 X}, . Thirdly, we prove [2b). We
have the following chain of inequalities:

I(Kn: Y™\ M,) < I(K,; Y™ Z"|M,)

%

(a)
= I(K,M,;Y"Z"|M,) < I(X™;Y"Z"|M,)
= H(X"|M,) - H(X"[Y"Z"M,)

— Z {H(X"Y"™'Z""'M,) — H(X"|Y'Z'M,)}

=1

>

—
=

{HX"|Y'"'Z"""M,S;) — H(X"|Y'Z'M,)}

s
Il
-

{HX"|Y'"'Z"""M,S;) — H(X"|Y'Z'M,S;)}

11

N
Il
-

I(X™;Y;Z;|U;S;)

{H(Y;Z;|U;S;) — H(Y; Z;|U;S; X™)}

I

i=1

3

Z {H(Y;Z;|UiS;) — H(Y:Z;| X35:)}
i=1

> I(Xi;YiZi|UiSs) .
1=1
Step (a) follows from the Markov chaiw"zZ" — X" —
K,M,. Step (b) follows fromS; — Z~1 — X"Yi~1M,,.
Step (c) follows fromY;Z; — X;S; — U; X|; . Fourthly, we
prove [2T). We have the following chain of inequalities:
I(K,; Y™\ M) — I(Kn; Z"|M,,)
< I(Kp: Y Z"\My,) — 1(Kp; 27| M)
= I[(Kn; Y™ Z"M,) = I(K,M,; Y"|Z"M,,)
)

(a)

< I(X™ Y™ Z, M,

= H(Y"|Z"M,)) — H(Y"|Z"X"K,M,)

—= Z {H(Y;|Y"™'Z"M,) - HY;|Y"'Z"X™)}

1=1
<> A{HW|Y"'Z'M,) - HYi[Y' ™' 278, X™)}
1=1

< Y AHMY ' Z'8M,) - HY;|Y' 275, X™) }

=1

26

= > {HY|UiS:Zi) — H(Y;|U;S: 2" S; X ")}
1=1

Z {H(Y;|UsS:Z;) — H(Y;|UsS: Z: X4) }

%

—~

C

\_/
Il
-

I

Il
-

K2

Step (a) follows from the Markov chaiw" 2" — X" —
K,M,. Step (b) follows from thatS; = g¢;(Z7!) is a
function of Z'~! in the case wherdg;}" , is restricted to
be deterministic. In the case whefe;}" ; is allowed to be
stochastic, if” belongs to the class NL, we have the following
Markov chain:

S = 77 S Y 'K, M, . (109)
Step (b) follows from the above Markov chain. Step (c) fokow
fromY; — Z;X;S; — Y'"'Z;;X;; . Finally, we prove[(ZB).
We have the following chain of inequalities:

I(K,;Z"|M,) =H(Z"|M,) — H(Z"|K,M,)

@ H(z"\M,) - H(Z"|X")

S {H(Z0Z M) - B2 2 X))

. R
M:H
)

N
Il
-

{H(Z|Z'""S;My) — H(Zi| Z'1S; X™) }

M-

-
Il
-

{H(Z:|U;S;) — H(Z;] X:5:)}

©
-

N
Il
-

{H(Z;|U;S;) — H(Z;| X;5:U;)}

|

@
Il
s

I(Xi; ZZ|UlSZ) .

Step (a) follows from thaff,, is a one-to-one mapping. Step
(b) follows from thatS; = g;(Z*~1) is a function of Z:~! in
the case wherégg; }1* , is restricted to be deterministic. In the
case wherg(g;}_, is allowed to be stochastic, If belongs
to the class NL, we have the following Markov chain:

S; — 77 5 Z,M, X" . (110)
Step (b) follows from the above Markov chain. Step (c) fokow

from Z; — X;S;— U;. Thus, the proof of Lemm&l6 is
completed. |

E. Proofs of Lemmas[8 and [10

In this appendix we prove Lemmas 8 ahdl 10. We first
present a lemma necessary to prove those lemmas.



Lemma 13:
I(My;Y™) <> IV, 2718 M,;Ys),  (111)
i=1
I(My; Z27) <Y IV 2 Mys Zi]Si), - (112)
1=1
I(K, M, Y™) <Y IV Z7 1S KMy Yi), (113)

s
Il
-

I(KoMy; Z™) <Y 1Y) 27 K, My; Z3|S;) , (114)

-
[
I

(Y™ Kn|My) —

n

1(Z" K, | M)

=) {I(KuYilY 3,271 M,.S))
1

—I(Kpn; Zi|Y{, 27 M,S:) }

<.

(115)

Proof: We first prove[(111) and_(112). We have the follow-

ing chains of inequalities:

Z{H (Yi|Y) -

I(M;Y™) H(Y; Y M,)}

{HY:) - HYi|[Y]}, 271 SiM) }

'M:H

s
Il
-

I

s
Il
-

1Y}, 271 8iM,,; Y5),

—
o
N

-

s
Il
-

I(M,; Z™) {H(Z;|Z2"7'S;) — H(Z;| 2"~ S; M) }

NE

{H(Zi|Si) = H(Zi|Y11 2" SiMy) }

<.
—

3l

= > IV, 2" My ZiSs).
i=1

Step (a) follows from[{Z08). Next, we provie (113) abd (114)(.)

We have the following chains of inequalities:
I(K M,;Y"™) = H(Y") — H(Y"| K, M,)

—Z{HYI ) — HYi Y K My }

M= 1

<Y AHM) - HYi|Y1, 271 SiK, M,,) }

=1

<.

|

I( 2N KM Ya),

(K M,; Z")
(KnMp|Z") —

~

H(K,M,|Z")

[
::::

=) {H(K,M,|Z""") -
1

H(K,M,|Z")}

.
Il

M=

{H(K\ M| 277Y) — H(K,M,|Z'S;)}

1

.
Il

Iz
]+

{H(K,M,|Z"""S;) — H(K,M,|Z"'S;)}

1

.
Il

27

I(K,M,; Z;|Z"7'8;)

I

N
Il
-

{H(Z:|Z'7"8;) — H(Zi| Z' ' Si K, M,,) }

I

N
Il
-

Y Z S K My }

I

N
Il
-

{H(Zi|Si) — H(Zi]

1Y Z7 K My Z4]S5)

|

Il
=

3

Step (a) follows fromS; — Z*~! — K,M,,. Finally, we
prove [11I5). We first observe the following two identities:

H(Y"™M,) — H(Z"|M,)

=> {HYi|Y}1, 27 M,,) — H(Zi|Y;}, 2"~ M,)} ,(116)

=1
H(Y"|K,M,) — H(Z"|K,M,)

= Z {H(EWY}AZ%IKﬂMn)
=1

~H(Zi|Y], 27 KM, (117)

Those identities follow from an elementary computationdols
on the chain rule of entropy. Subtractifig (117) frdm (1163, w
have

(Y™ Kn|Myp) = I(Z"; K| My)

> K ViYL 27 M)

.
—

I, Z]Y}, 2 M)}

—H(Ky|Y" 2" My) + H(Kn|Y/, Z'M,,) }

|

N
Il
-

IN
—_

N
Il
-

H(K Y7 217 M, S;) + H(K Y7 2°M,)}

{—H(K,;|Y"Z""'M,S;) + H(K,|Y;", Z'M,S;)}

I
NE

1

.
Il

(1K ViYL, 21 M, 5))

I

s
Il
—

—I(Kp; Zi| Y2 27 M, S;) }

Step (a) follows from tha$; = ¢;(Z*~') is a function ofZ*~*

in the case Wherégl 1 is restricted to be deterministic. In
the case wherég; }1_, is allowed to be stochastic,lif belongs
to the class NL, we have the following Markov chain:

S; = Z7 = Z,Y K, M, (118)

Step (a) follows from the above Markov chain. [ |
Next, we present a lemma necessary to prove Lefima 8.
Lemma 14:  For any sequencéU;}? , of random vari-

ables, we have

I(K,M,;Y") <

I(X;U;S5:;Y;), (119)

M1

N
Il
-
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Proof: We first prove [(119). We have the following chairrespectively. From{Z19)[(1P0) in Lemrhal 14, we obtain
of inequalities: n
I(K, My Y™) <Y I(X,US5Y5),

(a)
(KoM Y™) < I(X™Y") = HY™) — HY"|X") i

= ST{HYY") ~ HY, [y ' X™)} I(K,M,; 27) < I(X3Us; 2] S0),
i=1 i=1

) respectively. It remains to evaluate an upper bound of
(H(Y;) = HOY;[Y™X"S,)} pecivey PP

-

i=1 I(Kn,Y”UZSl) —I(Kn,leUZSl)
(b) Zn: (H(Y;) — H(Y;|X;5,)} We have the following chain of inequalities:
— N I(Kn; YilUiSi) — I1(Kn; Zi|U;S;)
< {H(Y;) - HYI|X;U;S:)} =Y I(XiUiSi; Vi) . = H(Y;|U;S;) — H(Y;| Ky M, U, S;)
i=1 i=1 —H(ZZ|U151) + H(Z1|KnMnUZSl)
Step (a) follows from the Markov chaii”™ — X" — K, M,,. ()

Y H(Y|U:S;) — H(Y;| X"U:S;)

Step (b) follows fromY; — X;S; — Y'~'X};. Next, we
—H(Z;|U;S;) + H(Z;| X"U,;S;)

prove [120). We have the following chain of inequalities:

® = H(Yi|UsS:)
I(KnMp; Z2%) < I(X™27) = H(X™) — H(X"|Z") ~H(Yi|Z:X"U;S;) — I(Ys; Zi| X"U;S;)
= > {H(X"|Z"7Y) - H(X"|Z")} ~H(Z|U:S;)
o +H(Z|Y; X"U;S;) + 1(Y3; Zi| X" U;S;)

— H(Yi|US;) — H(Yi|Z:X"U,S;)
CH(Z|US:) + H(Z|Y, X"U:S;)
(b) i (H(X"|Z7'S,) — H(X"|ZS,))} = H(Y;|U;S;) — H(Y;|Z: X S;)
v CH(Z\USS:) + H(Zi|Y: X"U:S;)
H(Y;|U;S;) — H(Y;| Z: X;U;S;)
H(Z|U:S;) + H(Z|Yi XU, S:)

< zn: {H(X™Z"™") — H(X™Z'S,)}

IN

= > I(X"Z'|Z71S;)
1=1

n - _ = I(Yi; Z: X3|U;iS;) — 1(Z; Yi X |U; Si)
1=1
() & Step (a) follows fromX" = f,(K,, M,) and f, is a one-
= {H(Zi|S:) — H(Zi|X,S;)} to-one mapping. Step (b) follows fro; — Z;X;S; —
i=1 Ui X[;) . Finally, we prove[(3B). We have the following chain
< Z{H(ZASZ-) H(Z|X,US)} = ZI(XiUiQZi|Si)- of inequalities:
i=1 i=1 I(K,;Z"|M,) = H(Z"|M,) — H(Z"|K,M,)
Step (a) follows from the Markov chaid” — X" — K, M,,. @) H(Z"|M,) — H(Z"|X™)
Step (b) follows fromS; — Zi~* — X". Step (c) follows n
from Z; — X;S; — Z'"~'X}; . Thus, the proof of Lemma14 — Z {H(Z:|2'"'M,) — H(Z:|Z'7'X™)}
is completed. [ | =1

Proof of Lemma 8 SetU; = Y1, Z""'M,,. It can easily
be verified thatU;, X;S;Z;, Y; form a Markov chainU; — =
X;S;Z; — Y; in this order. From[{111)[(112), an@(115) in
Lemmal[IB, we obtain

—~
=

- 11

{H(Z;|Z"'S;M,) — H(Z;|Z" ' $; X™)}

n 2 {H(Z:|U;S;) — H(Zi| X:S:)}
I(My;Y™) < 3 1(UiS3: V), o
=1 = > {I(Xs; Zi|U:S;) — I(Us; Zi| X S3)} .
I(My; 2™ < I(U;; Zi|S)), 1?1" e ,
P Step (a) follows from thaff,, is a one-to-one mapping. Step

(b) follows from thatS; = g;(Z*~1) is a function of Z:~! in

the case wherég; }_, is restricted to be deterministic. In the
I(Y"™ K| My) — 1(Z"; Ky | M) case wherg(g;}"_, is allowed to be stochastic, If belongs
to the class NL, we have the following Markov chain:

and

< I(K,;Y;|U;S;) — I(K,; Z;|\U;S;) 121 )
< ;{ ( Ui Si) — 1( \UiSi)}, (121) S, Zi1 - ZMLX". (122)



Step (b) follows from the above Markov chain. |
Proof of Lemma[IQ This lemma immediately follows from
LemmalI3B. [

F. Proof of Lemma[Q

In this appendix we prove Lemnha 9.
Proof of Lemma[@ SetU; Lyi- 17 M,. It can easily
be verified thatU;, X;S;Z;, Y; form a Markov chainU; —

X;S;Z; — Y; in this order. In a manner similar to the proo

NE

1M Y™) = S {HYIY™) = HYGY'™ M)}

<.
—

IN

M=

{H(Y,) ~ HY[Y*™ 23y, M)}

<.
—

I(Y"™ Z0 My Ys),

@.
I M:
)

v
N
3

H(Z"| My )

H(Z|Z'™1) ZHZ|Z+1M)

—
<.
—

INe

M:

{H(Zi|S;) — H(Zi| 2]\, M) }

<.
=

IN

M:

{H(Z|S;) — H(Z;|Y" ' Z]' 1 SiM,,) }

<.
=

1—1rn
Y ZH—l

M=

<.
=

Step (a) follows from tha$; = g;(Z*~!) is a function ofZ~*

in the case wheré¢g;}?_, is restricted to be deterministic. In
the case wherég; }7-, is allowed to be stochastic,If belongs
to the class NL, we have the following Markov chain:

S; — 7t 5 Z, M, X" (123)

Step (a) follows from the above Markov chain. Hence, we

have

I(My;Y™) < ) 1(UssYi),

-
(1
i

-

1

be constant i {Z19)[(1R0) in

K2

Furthermore, by takingU; }_,
LemmalI#%, we obtain

I(KnMp;Y™) < Y I(X3545Y5),

)<Y I

i=1

I(K, My; Z7) <> 1(X35 Z4|S)),
i=1

respectively. It remains to evaluate an upper bound of

I(Kp; Y™ |M,) = I(Ky; 27| My,) -

29

Since f,, is deterministic, we have
I(K,;Y"|M,)
=H(Y"|M,) -
+H(Z™X").

—I(K,; Z"|M,)
H(Z"|M,)— H(Y"|X")
(124)

We separately evaluate the following two quantities:

H(Y"M,) — H(Z"|M,), HY™X") — H(Z"|X"™).

) . . ) I f\Ne observe the following two identities:
of Lemmal[IB, we obtain the following chains of inequalities: g

(Y"IM)
= Z{H Y,|Yitze M) -
—H(Y"|X") +H(Z"X™)

= Z{—H(Y|

Those identities follow from an elementary computationgoias
on the chain rule of entropy. Froi (125), we have

H(Z"|Mp)

H(Z|Y""'Z!'\\M,)}, (125)

yn ZZ lX’n.

ynr Z’L 1Xn o

i1 )+ H(Z;] } .(126)

(Yn|Mn) -
= Z {H

Next, we evaluate an upper bound of

H(Z"|Mp)

(Y3|U;) — H(Z;|U;)} . (127)

HY|Y7 L Z7 X™) + H(Z| Y, 27 X™).

SetU; 2 Y/, Z""'X;. We have the following chain of
inequalities:

SH(YVIYE, 27 X") + H(ZY L 277X
—H(Y;|X,U;) + H(Z;| X;U;)
~H(Y;|X;S:U;) + H(Z;| X;U;)
—H(Yi|X:S:U:) + H(Z;| X:S:Us)
H(Zi|YiX;S:U;) — 1(Ys; Zi| X;S:U5)

(
(
< —H(
(
(Yi
( ~ ~
—H(Y;|Z:;X;:S:U;) + H(Z;|Y; X;S:U;)
(
(
(
(
(

(a

(128)

Nad

+

o

—
=

—H(Y;|Z:X:S;) + H(Zi|Y; X,:S:U;)
—~H(Y:|Z:X;S;) + H(Z;|Y: X;S;)
—H(Yi|X:S:) + 1(Ys; Zi| X:S;)

+H(Zi|X:S;) — 1(Y; Zi| X S;)
—H (Y| X:S:) + H(Zi| X:S;) .

| /\

(129)

Step (a) follows from tha$; = g;(Z*~!) is a function ofZ~1
in the case wherég;}"_, is restricted to be deterministic. In
the case wherég; }?_, is allowed to be stochastic,If belongs
to the class NL, we have the following Markov chain:

S; = 27N = ZY X (130)

Step (a) follows from the above Markov chain. Step (b) fobow
fromY; — Z; X;S; — U, . Combining [124),[(126)[(127), and
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(I29), we obtain We derive an upper bound d@f(Y). We have the following
chain of inequalities:

T(E: Y™ | M) = 1Ky 27 My) h(Y) = h(X +5+6)
( = 1

< Z{H(YiWi) — H(Z;|U;) < 1log {(2me) (Exs|X + S|* + V1) }
~H(Y;|X:S;) + H(Zi|X,S:)} = 3log {(2me) (Bx X” + 2Exs XS + EsS” + M)}
n < %10g{(27re) (Pl +P2+2ExsXS+N1)} . (132)
= ;{H(m[]i) - H(Z|U:) By the Cauchy-Schwarz inequality we have
—H(Yi|X:S:Ui) + H(Zi| X;:5:)} ExsXS = Es [SEx(5X(5)]
= Z{I(Xisi§ Yi|Ui) — 1(X3Si; Zi|Us) < ESSQ\/ES (EX(S)X(S))2 =/ Py/aP; . (133)
=1
+1(Us; Zi| X;:8:)} From [132) and[{133), we have
n 1 =
= Z{I(Xz‘; Yi|UiSi) — I(Xi; Zi|UiS;) MY) < glog {(2me) (P + P2+ VaPiPe + i)}
i=1 Next, we estimate an upper bound iofY'|S). We have the
+C(83:Yi, ZilUs) + 1(Uis Zi| X;.5:) } - following chain of inequalities:
Finally, we prove [(46). We have the following chain of hMY|S) = Eg [R(X(S) + &)]
inequalities: < Es [$1log {(2me) (Vx(s) [X ()] + N1) }]
(K, Z"|M,) = H(Z"|M,) — H(Z"|K, M,) =Eg {%1 { (2me (Ex<s> [X2(9)]
(d) n n n
H(Z"|My) ~ H(Z"X") ~ (Bx(s)X(8)" + N1 ) }]
= Z (H(Z)|Z}, M,) - H(Z|Z7'X™)} < $1og{(27¢) (EsEx (5)[X(S)

~Es (Ex(s)X(8)"+ N1 ) }

{H(Z|Z} \My) — H(Z;| 2" S, X™)} 3 log {(2me) (aPy + N1)} .

'M:

I
IN

Similarly, we obtain

h(Z|S) < 5log{(2me) (aPr + Na)}

M-

N
Il
-

{H(Z:|U;S;) — H(Z;] X:5:)}

= S {I(X4: Z|US:) — I(U 241 X,S0)} - B(Y1S) < Slog {(2me) (el + M)} (139)
= Since
Step (a) follows from thaff,, is a one-to-one mapping. Step - . . .
(b) follows from thatS; = g;(Z*~!) is a function ofZ'~! in h(Y[S) = h(Y]XS) = 5log {(QWG)Nl}

the case wherég; }_, is restricted to be deterministic. In the .
case wherdg;} , is allowed to be stochastic, I belongs and [I3H), there exists € [0, 1] such that
to the class NL, we have the following Markov chain: h(Y|US) = %1Og{(27re) (ﬂapl i ]\71)} '

Si—= 271 = ZiX™. (131) Finally, we derive lower bounds df(Y|US) and h(Z|US).
t Y (u,s) be a random variable with a conditional distribu-

Step (b) follows from the above Markov chain. Thus, the Progts 1 of v for given (U, S)= (u, s). Similar notations are used

of Lemma[® is completed. " for Y and Z. From the relation[(37) betweel, S, Y, Z, and
Y, we have
G. Proof of Lemma 12 Y (uys) = Y (u,s) +als + &), (135)
We first observe that by the Cauchy-Schwarz inequality we Z(u,s) =Y (u,s) — a(s + &) . (136)
have

Note thatY (u,s) is independent of,. Applying entropy

2 2 ower inequality to 5) an 6), we have
Es (Ex(5X(5))” < Es [(\/EX(S)XQ(S)\/EX(S)l) p quality to[(I135) and (IB6)
) 1 92h(Y(u,s)) > 1 22h(Y(u s)) + 5L 1 22h( a(s+€2))
=EsEx X () < Py 2me = 2me
_ 2L22h(Y(u,s)) + CLQNQ,
Then, there exitev € [0, 1] such that L 92h(Z(us) L gan(F () 4 %22}1(&(“52))

Es (EX(S)X(S))2 =aP;. = L 22h(V(ws) 4 o2,



from which we have

h(Y (u, ) > Fy (h(f/(u,s))) , (137)
h(Z(u, ) > Fy (h(f/(u,s))) , (138)
where
Fi(v) 2 %1og (227 + (27TG)C_L2N2) ,
Fy () 2 %1og (227 + (27T6)CL2N2) .

By a simple computation we can show that~),i = 1,2 are
monotone increasing and convex functionsyofTaking the
expectation of both sides df (137) with respect(tg S), we
have

WY |US)
Eus [h(Y (U, 9))] = Eus [F (h(V (U, )]

Y p (EUS [h(Y(U, S))D - F (h(YIUS))
% log {(27re) (ﬂaPl + N1+ C_lQNQ) }

1 (1—p®)N1 Ny
7 log {(2776) (50‘]31 T NN 2/
Ni+4p®>NiN>—2pNi /N1 N3

+ N1+N2—2py/N1 N> )}
1log{(2me) (BaP + N1)} .

Step (a) follows from the convexity ofi(v) and Jensen’s

(7]
(8]

El

] __

[11]

[12]

(23]

[14]
[15]

[16]

[17]

(18]

[19]

[20]

inequality. Taking the expectation of both sides[of {138jwi (1]

respect to(U, S), we have

h(Z|US)

Eus (MZ(U,S))] > Bus [F (h(V(U,S)))]
Py (Bus [V (U,8))] ) = P2 ((V|US9))

% log {(27re) (BaPl + Ny + a2]\72) }

1 (1—p*)N1 N>
5 log {(27re) (BaPl t N2 N
N2+p>N1N2—2pN2/N1iNo

+ Ni1+N2—2pv/N1 N> )}
3 log {(2me) (BaPy 4+ N2)} .

Step (a) follows from the convexity of:(vy) and Jensen’s
inequality. Thus, the proof of Lemniall2 is completed. m
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