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C-O Diagrams have been introduced as a means to have a moat ngpresentation of electronic
contracts, where it is possible to represent the obligatipermissions and prohibitions of the dif-
ferent signatories, as well as what are the penalties inafaset fulfilment of their obligations and
prohibitions. In such diagrams we are also able to repreg®sulute and relative timing constraints.
In this paper we present a formal semantics for C-O Diagraassdb on timed automata extended
with an ordering of states and edges in order to represdptelift deontic modalities.

1 Introduction

In the software context, the teraontracthas traditionally been used as a metaphor to represenedmit
kinds of “agreements” between software elements at diftelevels of abstraction. The first use of
the term in connection with software programming and desigs done by Meyer in the context of
the language Eiffeldrogramming-by-contractsor design-by-contragt[10]. This notion of contracts
basically relies on the Hoare’s notion of pre and post-dimas and invariants. Though this paradigm
has proved to be useful for developing object oriented aystét seems to have shortcomings for novel
development paradigms such as service-oriented compaidggcomponent-based development. These
new applications have a more involved interaction and fbeserequire a more sophisticated notion of
contracts.

As a response, behavioural interfaces have been proposexptiare richer properties than simple
pre and post-conditions [5]. Here it is possible to expresdracts on the history of events, including
causality properties. However, the approach is limitedmiheomes to contracts containing exceptional
behaviour, since the focus is mainly on the interaction eamag expected (and prohibited) behaviour.

In the context of SOA, there are different service contraecffication languages, like ebXMLI[4],
WSLA [14], and WS-Agreement [13]. These standards and Spation languages suffer from one or
more of the following problems: They are restricted to leitat contracts, lack formal semantics (so
it is difficult to reason about them), their treatment of ftimeal behaviour is rather limited and the
sub-languages used to specify, for instance, securityti@nis are usually limited to small application-
specific domains. The lack of suitable languages for cotstiadhe context of SOA is a clear conclusion
of the survey([111] where a taxonomy is presented.
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Figure 2: AND/OR/SEQ refinements and repetitiorCkO Diagrams

More recently, some researchers have investigated howapt atbontic logic([9] to define (con-
sistent) contracts targeted to software systems whereothes fis on the normative notions of obliga-
tion, permission and prohibition, including sometimeseaptonal cases (e.gl, [12]). Independently of
the application domain, there still is need to better fill @ between a contract understood by non-
experts in formal methods (for its use), its logical repngéation (for reasoning), and its internal machine-
representation (for runtime monitoring, and to be manig@aday programmers). We see two possible
ways to bridge this gap: i) to develop suitable techniquegetoa good translation from contracts writ-
ten in natural language into formal languages, and ii) toigea graphical representation (and tools)
to manipulate contracts at a high level, with formal sentgndupporting automatic translation into the
formal language. We take in this paper the second approach.

In [8] we have introducedC-O Diagrams a graphical representation for contracts allowing the rep
resentation of complex clauses describing the obligatipesmissions, and prohibitions of different
signatories (as defined in deontic lodic [9]), as weltggarationsdescribing contractual clauses in case
of not fulfillment of obligations and prohibitions. Besigds-O Diagramspermit to define real-time
constraints. In[[[7] some of the satisfaction rules needechezk if a timed automaton satisfies<CaO
Diagramspecification were defined. These rules were originally atlied “formal semantics”. The goal
of this paper is to further develop our previous work, in jgaitr we present here a formal semantics for
C-O Diagramsbased on timed automata, extended with an ordering of siatkedges.

The rest of the work is structured as follows: Secfibn 2 pres€-O Diagramsand their syntax,
Sectior B develops the formal semantic€e® Diagrams including its implementation in UPPAAL]6]
and a small example. The work is concluded in Sedtion 4.

2 C-O Diagrams Description and Syntax

In Fig.[d we show the basic element 6fO Diagrams It is called abox and it is divided into four
fields. On the left-hand side of the box we specify the coadgiand restrictions. Thguard g specifies
the conditions under which the contract clause must be takeraccount (boolean expression). The
time restrictiontr specifies the time frame during which the contract clausd brisatisfied (deadlines,
timeouts, etc.). Theropositional contenP, on the center, is the main field of the box, and it is used
to specify normative aspects (obligations, permissiort @ohibitions) that are applied over actions,
and/or the specification of the actions themselves. Thditddtof these boxes, on the right-hand side,
is thereparationR. This reparation, if specified by the contract clause, idereace to another contract
that must be satisfied in case the main norm is not satisfigaofabition is violated or arobligation

is not fulfilled, there is no reparation f@ermissiof, considering the clause eventually satisfied if this
reparation is satisfied. Each box has also a hame and an ddetameis useful both to describe the
clause and to reference the box from other clauses, so itlmeustique. Thegentindicates who is the
performer of the action.
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These basic elements GfO Diagramscan be refined by using AND/OR/SEQ refinements, as shown
in Fig.[2. The aim of these refinements is to capture the hibieal clause structure followed by most
contracts. AnAND-refinement means that all the subclauses must be satisfied in order itfiesht
the parent clause. A@R-refinement means that it is only necessary to satisfy one of the subetaus
in order to satisfy the parent clause, so as soon as one aftitdagises is fulfilled, we conclude that
the parent clause is fulfilled as well. BEQ-refinementmeans that the norm specified in the target box
(SubClause Fig.[2) must be fulfilled after satisfying the norm spedifie the source boxQubClausel
in Fig.[2). By using these structures we can build a hieraattiiee with the clauses defined by a contract,
where the leaf clauses correspond to the atomic clausess thathe clauses that cannot be divided into
subclauses. There is another structure that can be usedi& rapetition. This structure is represented
as an arrow going from a subclause to one of its ancestoredaias to itself), meaning the repetitive
application of all the subclauses of the target clause afiBsfying the source subclause. For example,
in the right-hand side of Fid.] 2, we have @R-refinement with an arrow going fromSubClausel
to Clause It means that after satisfyingubClauselve apply Clauseagain, but not after satisfying
SubClause2

It is only considered the specification afomic actionsn the P field of the leaf boxes of our dia-
grams. The composition of actions can be achieved by meahe different kinds of refinement. In this
way, an AND-refinement can be used to moctahcurrency'&” between actions, an OR-refinement can
be used to model ehoice“+” between actions, and a SEQ-refinement can be used to nsedelence
“ of actions. In Fig.[3 we can see an example about how to mthdse compound actions through
refinements, given two atomic actioagndb.

The deontic normgobligations, permissions and prohibitions) that are igdpbver these actions
can be specified in any box of o@-O Diagrams affecting all the actions in the leaf boxes that are
descendants of this box. If it is the case that the box wherepeeify the deontic norm is a leaf, the
norm only affects the atomic action we have in this box. It$gdian upper casd€)” to denote an
obligation, an upper casdé”” to denote a permission, and an upper caSéto denote a prohibition
(forbidden). These letters are written in the top left comfdield P.

The composition of deontic norms is also achieved by meariseoélifferent refinements we have
in C-O Diagrams Thus, an AND-refinement corresponds to ganjunctionoperator ‘A" between
norms, an OR-refinement corresponds todheiceoperator “” between norms, and a SEQ-refinement
corresponds to theequenceperator “;” between norms. For example, we can imaginenggsi leaf
box specifying the obligation of performing an actianwritten asO(a), and another leaf box specifying
the obligation of performing an actidm written asO(b). These two norms can be combined in the
three different ways mentioned before through the diffekémds of refinement (Fid.]4). However, the
specification of deontic norms in our diagrams must fulfié following rule: exactly one deontic norm
must be specified in each one of the branches of our hierafctiae, i.e., we cannot have an action
without a deontic norm applied over it and we cannot have tiemorms applied over other deontic
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norms. We have also thagentsare only specified in the boxes where a deontic norm is deflyeidg
each agent associated to a concrete deontic norm. Finadlygpetition of both, actions and deontic
norms, can be achieved by means of the repetition structereawe inC-O Diagrams

We have given here an abridged descriptiorCe© Diagrams A more detail description can be
found in [E], including a qualitative and quantitative avation, and a discussion on related work.

Definition 1 (C-O Diagrams Syntax) We consider a finite set of real-valumiables% standing for
clocks, a finite set of non-negative integer-valued vagalf, a finite alphabe& for atomic actions, a
finite set of identifiersy for agents, and another finite set of identifiess for names. The greek letter
means that and expression is not given, i.e., it is empty.

We use C to denote the contract modelled by a C-O Diagram. ikyeaain is defined by the following
EBNF grammar:

(agentnameg,tr,O(C,),R) |
(agent name%tﬂ P(C2)7 E) |
(agentnameg,tr,F (C;),R) |
(g,nameg,tr,Cy,€)

C, = C(AndQO"|C(OrC)"|C(SeqQ™

C2 = a‘Cg (And Q,)+ ‘Cg (OI’ Cg)+ ’Cg (Seq Q)Jr
GCs = (E,nameE,E,Cz,E)
R = Cle

where ac %, agente &7 and namec 4. Guard g is¢ or a conjunctive formula of atomic constraints of
the form: v~ norv—w~n, foryw e ¥, ~c {<,<,=,>,>} and ne IN, whereas timed restriction
tr is € or a conjunctive formula of atomic constraints of the forms>n or Xx—y ~ n, for Xy € €,
~e {<,<,=,>,>}and ne IN. O, P and F are the deontic operators corresponding to olitga
permission and prohibition, respectively, wher¢3p) states the obligation of performing,CF(C,)
states prohibition of performing C and RC,) states the permission of performing.CAnd, Or and
Seq are the operators corresponding to the refinements we imaZ-O Diagrams, AND-refinement,
OR-refinement and SEQ-refinement, respectively.

The simplest contract we can have@O Diagramsis that composed of only one box including
the elementagentandname Optionally, we can specify a guagdand a time restrictiotr. We also
have a deontic operato®©( P or F) applied over an atomic actica and in the case of obligations and
prohibitions it is possible to specify another contr@as a reparation.

We useC; to define a more complex contract where we combine differenntic norms by means
of any of the different refinements we haveGrO Diagrams In the box where we have the refinement
into C; we cannot specify an agent nor a reparation because thesergeare always related to a single
deontic norm, but we still can specify a guaydnd a time restrictiotr that affect all the deontic norms
we combine.

Once we write a deontic operator in a box of our diagram, we e possibilities as we can see in
the specification of,: we can just write a simple actianin the box, being the deontic operator applied
only over it, or we can refine this box in order to apply the dmoaperator over a compound action.

In this case we have that the subbox@s) cannot define a new deontic operator as it has already been
defined in the parent box (affecting all the subboxes).
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3 C-O DiagramsSemantics

TheC-O Diagramssemantics is defined by means of a transformation iNetsvork of Timed Automata
(NTA), that is defined as a set of timed automata [1, 2] thatsiomultaneously, using the same set of
clocks and variables, and synchronizing on the commonrastio

In what follows we consider a finite set of real-valued vdeal¥’ ranged over by, y,... standing
for clocks, a finite set of non-negative integer-valuedakales?’, ranged over by,w,... and a finite
alphabetz ranged over bya,b,... standing for actions. We will use letterg’,... to denote sets of
clocks. We will denote byAssignghe set of possible assignmemssigns= {v := expr|v e ¥}, where
exprare arithmetic expressions using naturals and variabletteliss,s ... will be used to represent a
set of assignments.

A guard or invariant conditionis a conjunctive formula of atomic constraints of the forrx- n,
X—y~nv~norv—w~n,forxyee,vywe ¥, ~c{<,<,=>,>}andnc IN. The set of guard
or invariant conditions will be denoted 8§, ranged over byg.d ,....

Definition 2 (Timed Automaton)

Atimed automators a tuple(N, ng,E, 1), where N is a finite set of locations (nodeg)aN is the initial
location, EC N x ¢ x X x 2(Assign$ x 2% x N is the set of edges, where the subseirgént edgess
called E, C E, and they will graphically be distinguished as they wilvbeaheir arrowhead painted in
white. | : N — ¢ is a function that assigns invariant conditions (which abbe empty) to locations.

From now on, we will writen g—zr> n to denote(n,g,a,s,r,n) € E, and n g%ru n when
(n,g,a,s,r,n) € Ey.

In an NTA we distinguish two types of actions: internal and@yonization actions. Internal actions
can be executed by the corresponding automata independand they will be ranged over the letters
a,b.... Synchronization actions, however, must be executed @amebusly by two automata, and they
will be ranged over letters), 7, ... and come from the synchronization of two actionsand m?, exe-
cuted from two different automata. Due to the lack of spaarefer the reader t6][3] for the definition
of the semantics of timed automaton and NTA.

To specify theC-O Diagramssemantics, we add the definition of two orderings, and<g, where:

e <y is a (strict, partial) ordering on N where<y n’ means that node is betterthan node'.

e <g is a(strict, partial) ordering on E wheee<y € means that edgeis betterthan edgee’.

We also add aiolation setV (n) associated to each nodén N, that is the set of contractual obliga-
tions and prohibitions that are violatednn

Definition 3 (Violation Set) Let us consider the set of contractual ddiligns and prohibitions CN
ranged over cn, cn.. standing for identifiers of obligations and prohibit We write r~ cn to
express that obligation or prohibition cn is violated in mod. Therefore, theiolation setis defined as
V(n) = {cnjcne CN and n cn}.

Another set calledatisfaction setS(n) is also associated to each nadm N. This set is composed
by the contractual obligations and prohibitions that hdvesaly been satisfied im

Definition 4 (Satisfaction Set) Let us consider the set of contractuigations and prohibitions COF
ranged over cof, cdf... standing for identifiers of obligations and prohibite We write rj= cof to
express that obligation or prohibition cof has been satikfienode n (we consider a prohibition satisfied
in node n if it has not been violated and cannot be violatechamg because the time frame specified
for the prohibition has expired). Hence, thatisfaction seis defined as &) = {cof|cof € COF and

n = cof}.
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Once these two sets have been defined, we can formally defnerdiering on nodes <y, by
comparing the violation sets and the satisfaction setsehtides, and therdering on edges<g, by
comparing the violation sets and the satisfaction setseofdiget nodes of the edges.

Definition 5 (Ordering on Nodes) Aoden; is better than another node if the violation set of nis
a proper subset of the violation set of ar, if the violation sets are the same, a nodeisibetter than
another node nif the satisfaction set ofinis a proper superset of the satisfaction set gf that is,
m <n N2 iff (V(n1) CV(np)) or (V(n1) =V(n2) and §np) D S(ny)).

Definition 6 (Ordering on Edges) Ardgee; is better than another edgg if the source node is the
same in both cases but the violation set of the target node isfa&proper subset of the violation set of
the target node of gor, if the violation sets are the same, an edgdsebetter than another edge €
the satisfaction set of the target node ¢fi®a proper superset of the satisfaction set of the targeenod
of &. Considering ¢ = (ny,01,a1,51,r1,M’) and & = (Nz, 02,82, %,r2,N2’), € <g & iff (N =ny) and
(V(n)cV(n)or (V(n)=V(ny)and §n;') D S(ny'))).

Finally, another set callegermission setP(n) is associated to each nodén N. This set influences
neither the ordering on nodes nor the ordering on edgespged just to record the permissions in the
contract that have been made effective.

Definition 7 (Permission Set) Let us consider the set of contractual @sfons CP ranged over cp,
cp,... standing for identifiers of permissions. We write-gp to express that permission cp has already
been made effective in node n. Then,gbemission seit defined as fh) = {cp|cp e CP and n= cp}.

Graphically, when we draw a timed automaton extended wihkdthree sets, we write under each
noden between braces its violation sé{n) on the left, its satisfaction s&n) on the centre and its
permission seP(n) on the right. In the initial node of the automata we build esponding taC-O
Diagramsthese three sets are empty. By default, a node keeps in thes¢he same content of the
previous node when we compose the automata. Only in a fevg taseontent of these sets is modified
(when an obligation or a prohibition is violated, an obligator a prohibition is satisfied or a permission
is made effective).

Concerning theeal-time restrictions tr specified in the contract, the two types of time restrictions
we can have irC-O Diagramsmust be translated in a different way for their inclusioroiat timed
automaton construction:

e Atime restriction specified usingbsolute timemust be specified in timed automata by rewriting
the terms in which absolute time references occur. For tingtgse we define a global clodke %
that is never reset during the execution of the automata takihg into account the moment at
which the contract is enacted, we rewrite the absolute taferences as deadlines involving clock
T and considering the smallest time unit needed in the cdntfear example, let us consider a
clause that must be satisfied between Gt of Novembeand thelOth of Novemberand that
the contract containing this clause is enacted 3hst of October If we suppose thatlaysis
the smallest time unit used in the contract for the specifinadf real-time restrictions, the time
restriction of this clause is written &% > 5)and(T < 10).

e Atime restriction specified usirglative time must be specified in timed automata by introducing
an additional clock to register the amount of time that hapsdd since another clause has been
satisfied, resetting the additional clock value when thggpleas and specifying the deadline using
it. We call this clockt,ame Wherenameis the clause used as reference for the specification of the
time restriction. Therefore, we define a set of additionatk$Cagq = {thame| thame€ €'} including
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Figure 5: Automata corresponding t@ianple actiona and tocompound actions

a clock for every clause that is used as reference in the tsteiction of at least another clause.
For example, let us consider a contract with a clause that beusatisfied betweenand10 days
after another clauseamel has been satisfied. In this case we define an additional tlggk that

is reset to zero when clausamé. is satisfied thama := 0) and the time restriction of the other
clause is written afinama > 5) and(thama < 10).

As a result, the set of clocks of the timed automata woul@’be {T } UC,qq. When we construct the
timed automata corresponding@0O Diagrams we always considgix > t1) and(x < t2) as the interval
corresponding to the time restrictionof the clause, where e % is the clock used for its specification
(x=T in the case of absolute time ard- t,amein the case of relative time, beinmgmethe clause used
as reference}1 € IN is the beginning of the interval ari@ € IN is the end of the intervat{ <t2). If tr
does not define the lower bound of the interval we ttlke: O, if tr does not define the upper bound of
the interval we také2 = oo, and iftr = £ we taketl = 0,t2 = andx=T.

Once we have given these extensions of the definition of tiaudmata and we have explained how
the different kinds of time restriction can be expressedsitering all the different elements we can
specify in aC-O Diagram we can define the transformation of the diagrams into timgdraata by
induction using several transformation rules.

Definition 8 (C-O Diagrams Transformation Rules: Part I)

(1) Anatomic actionin a C-O Diagram, that is(¢,namee¢, €,a, ) corresponds to the timed automa-
ton A= (Na, g, Ea,la), Where:

e Na = {@init, @end}-

L4 nOA = ainit .

a
o Ea={ant — @end}
(] |A:0.

The violation ¥), satisfaction §) and permissionR) sets are not modified, so(¥nit) =V (aend),
S(apnit ) = S(aend) and Rainit) = P(aend). This timed automaton can be seen in EigAJ.

(2) A compound actionin a C-O Diagram where amAND-refinementis used to compose actions,
that is, (¢,namee,e,C; AndGANd... AndG,, ) corresponds to the cartesian product of the au-
tomata corresponding to each one of the subcontracts. Lebnosider AB,...,Z the automata
corresponding to the subcontractg,Cy,...,C, (the actions specified in these subcontracts can
be atomic actions or other compound actions). The resubiimgmaton AND corresponds to the
cartesian product of these automata, that is, ANIA x Bx ... x Z. Again, the violation V),
satisfaction §) and permissionF) sets are not modified, so they are the same in all the nodes.
This composition of timed automata is shown graphicallyign [B (B).
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A compound actiorin a C-O Diagram where a®R-refinements used to compose actions, that
is, (€,nameeg,g,C,OrC,0r ... OrCy, €) corresponds to a new automaton in which the automata
corresponding to each one of the subcontracts is considasedn alternative. Let us consider
A,B,...,Z the automata corresponding to the subcontracis3g,...,C, (the actions specified
in these subcontracts can be atomic actions or other congh@ations). The resulting automa-
ton OR preserves the structure of the automata we are comgpasit adding a new initial node
ORit and connecting this node by means of urgent edges performaiagtion to the initial nodes
of AB,...,Z (Anit,Binit,-.-,Znit). It is also added a new ending node QRand urgent edges
performing no action from the ending nodes oBA..,Z (Aend, Bend; - - - ; Zend) tO this new end-
ing node. Let A= (NA, No, Ea, |A), B= (N@, Nog Eg, ||3), L= (Nz, No; , Ez, |z). The resulting
automaton is therefore OR (Nog, Noog, Eor, lor), Where:

e Nor=NaUNgU...UNzU {ORnitao&nd}-

® Noor = ORyit.

e Eor=EaUERU...UEzU{ORnt —u Ainit;ORnit —>u Binit,---,ORnit —>u Zinit }U

{Aend —u ORend, Bend —*u ORend,- - -,Zend —u ORend}.
e lor=IlaUlgU...Ulz.
The violation V), satisfaction §) and permissionF) sets are not modified, so they are the same
in all the nodes. This composition of timed automata is shgraphically in Fig.[5(C).

A compound actionin a C-O Diagram where &8EQ-refinementis used to compose actions,
that is, (¢,namee,€,C;SeqGSeq..SeqG, ) corresponds to a new automaton in which the
automata corresponding to each one of the subcontracts ammexted in sequence. Let us
consider AB,...,Z the automata corresponding to the subcontracts(, ...,C, (the actions
specified in these subcontracts can be atomic actions or atapound actions). The result-
ing automaton SEQ preserves the structure of the automatareveomposing, adding no extra
nodes. We only connect with an urgent edge performing noradtie ending node of each au-
tomaton in the sequence df, Beng, - - - , Yend) With the initial node of the next automaton in the
sequence (B¢,Cini,---,Zinit). This rule is not applied in the cases of;A(as there is not pre-
vious ending node to connect) and,&(as there is not following initial node to connect). Let
A = (Na,ng,,Ea,la), Z = (NB,Nog, Eg, ), ...,Z = (Nz,ng,,Ez,lz). The resulting automaton is
therefore SEQ: (NSEQ nOSEQ, ESEQ ISEQ>1 where:

] NSEQ: NaUNgU...UNz.

® Nogeo = Ainit -

e Eseg=EAUERU...UEzU {Aend —u Binit,Bend —>u Cinit;---,Yend —u Zinit}-

° ISEQ: IaUlgU...Ulz.
Again, the violation Y), satisfaction §) and permissionK) sets are not modified, so they are the
same in all the nodes. This composition of timed automathae/s graphically in FigCHED).

Until now, we have seen how the automata corresponding tdiffezent actions (atomic or com-
pound) specified in €-O Diagramare constructed and we have seen that these translations chodify
the content of any of the sets (violation, satisfaction anpssion). Next, we define the transformation
rules specifying how these “action” automata are modifieénvive apply a deontic norm (obligation,
permission or prohibition) over the actions in €O Diagram

Definition 7 (C-O Diagrams Transformation Rules: Part II)
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(5) The application of arobligation, a permissionor a prohibition over an action in a C-O Di-
agram, i.e.,(agentnameg,tr,O/P/F (C),R) corresponds to an automaton where the obliga-
tion/prohibition of performing the action specified in thébsontract C can be skipped, fulfilled or
violated, whereas the permission of performing the actiam loe skipped, made effective or not
made effective. Let us consider=ANa, No,, Ea, la) the automaton corresponding to C, beingiA
the initial node and A,q the ending node. The resulting automatofA} where De {O,P,F},
preserves the structure of the automaton A but adding a neimgmode Ame including the obli-
gation over the action in its violation set, the prohibitiomer the action in its satisfaction set or
nothing if a permission over the action is considered. Ifrgueondition g+ &, we add another
ending node Aqip where the violation, satisfaction and permission sets atenmodified. We also
include the obligation over the action in the satisfactieh af A.ng, the prohibition over the action
in the violation set of Ay, or the permission over the action in the permission setgf.AANn
invariant x< t24 1is added to each node of A excepth#fand each edge performing one of the
actions in this automaton is guarded with > t1)and(x < t2) and action performed by agent.
New edges guarded with=xt2+ 1 and no action performed are added from each node of A except
Aeng to the new node e and, if guard condition g €, an urgent edge from;f to Asyip is also
added guarded with the guard condition of the clause negétel. Finally, if t.ame€ €, all the
edges reaching &g reset tamein the cases of obligation and permission, whereas all thgesd
reaching Aime reset hamein the case of prohibition. Considering the more complexecaghere
g # € and hame€ %, and having that g= (x > tl)and(x <t2) and g = x =12+ 1, the resulting
automaton is therefore @) = (Npa), No,, : Ep(a): Ip(a)), Where:

i ND(A) = NaU {Atime, Askip}-
® Moy, = Ainit -

,agen(a
nw)n/m 2 n € Ea and M # Agng,

,agenia),t a
p Gu20en@dane 1y 2 1y ¢ Ex and 1 = Aeng,

n -2 Aime|n € Na— {Aeng} if D=0

,agenia a
nMn"n — n € Exand d # Acng,

g1,agen(a) thame
—_—

* Epp = {Ainit ;g?u Askip} U a
n|n — n € Eaand d = Agng,

n %5 Aime|n € Na— {Acnd} if D=P
n Qp2genta), In -5 1 € Ea,
nwﬂA{ime‘nENA_{Aend} fD=F

° ID(A) =laU {| (n) =x<t2+ 1| NneNy— {Aend}}
The resulting timed automata are shown graphically in EigvBere(A) corresponds to obligation,
(B) corresponds to permission af@) corresponds to prohibition. We consider a one of the atomic
actions included in the subcontract C.

We can see that the above constructions can include a repacantractR in the cases of obligation
and prohibition. If this reparation is defined, we have tostnrct the automaton corresponding to the
reparation contract and integrate this automaton as patieohutomaton we have generated for the
obligation or prohibition. This reparation contract reras\the obliged or prohibited clausamefrom
the violation set of the corresponding automaton, as we earnsFig[6(D).

Definition 7 (C-O Diagrams Transformation Rules: Part III)



16

Timed Automata Semantics for Visual e-Contracts

X <=12+1 X <= t2+1
(x>=t1) and (x<=t2) N (x>=t1) and (x<=t2)
agent agent
{VHSHP} a {VHS,name}{P} {VHSHP} a {VH{SHP,name}

X =12+1

N X = 12+1

{VHSHP} {V.name}{SHP} {VH{SHP} {VHSKP}
(A) (B)
X <= t2+1
@ (x>=t1) and (x<=t2)
agent
{VHSKP} a {V.nameH{SKP}
X =t2+1
{V.name}{{SKP} {VHS'HP?}
@ (D)

{VHSKP} {VHS,name}P}

(©

Figure 6: Automata correspondingdeontic normsand automaton corresponding toegparation

(6) Anobligation or prohibition in a C-O Diagram specifying a contraceparation R # ¢ corre-

sponds to the obligation automaton(&) or the prohibition automaton FA) together with the
reparation automaton R, considering the node with namesdrviblation (Aij,) set as the ini-
tial node of the reparation automaton j{R. In the ending node of the reparation automa-
ton (Reng) Nname is removed from the violation set, as the violation l@sn repaired. In this
node we also have that the satisfaction set and the permisabare different from the ones we
have in the initial node of the reparation because we haventtude in the satisfaction set all
the obligations and prohibitions satisfied in the reparatiocontract, and in the permission set
all the permissions that have been made effective in theraipa contract. Let us consider
D(A) = (ND(A),n0D<A),ED(A),ID(A)), where De {O,F}, and R= (NR, noR,ER,|R). The resulting
automaton is therefore B\)r = (Np(a); NOp - ED(A)Rs Ip(a)g), Where:

° ND(A)R = ND(A) U NR_ {Rinit}-
® oy, = Ainit-
g,ar i g.ar /
* Epar =EpwU{n =5> n'[n = n’ € Erand n# Rt U
{Aio 53 1| 55+ ¥ € Erand n=Rig }.
o I = o — {1 (Avio) U {1 (n) [n € Ne— {Rit }} U {1 (Avio) = 1 (R )}

Finally, we have to define the rules about how the automatasponding to different deontic norms

are composed when we have a composition of deontic normg i@ Diagram To make this compo-
sition possible, first we need to have only one ending nodearmtitomata corresponding to the different
deontic norms. Therefore, we add a new ending node in thésenata and urgent edges from the old
ending nodes to this new node. Notice that in the case ofatiig and prohibition, if there is no repara-
tion defined, the node violating the norm is a final node of thele automaton construction where the
contract is breached. In the case of permission, as no teparsdefined, we have th&®(A)r = P(A).

Definition 7 (C-O Diagrams Transformation Rules: Part IV)

(7) LetD(A)r= (Np(a)x» N0 ED(A)R: ID(A)R ), Where De {O,P,F}, be the automaton corresponding

to anobligation, a prohibition or a permissionin a C-O Diagram, specifying eeparationR=# ¢
in the two first cases. The corresponding automaton with ong/ending node, that we calkify
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and preserves the violation, satisfaction and permissiets sf the previous node, is(B)g =
(No(ay, Moy, > ED (AR Ip(ay,), where:

® Np(ay, = Npa)r U {Afinal }-
° noD(A)’R - nOD<A>R'
Aend —u Atinal,Rend —u Afinas if D=0
® Epay, =EpnarU{Askip —u Afinal}US Aend —u Afinal, Aime —u Afinal  if D=P
Aime —>u Atinal;Rend —u Afina ifD=F
* loay, = oAy

Therefore, the composition of the automata correspondirgjfterent deontic norms is defined by
three additional transformation rules.

Definition 7 (C-O Diagrams Transformation Rules: Part V)

(8) If several norms are composed by AND-refinement that is, we have specified the diagram
(¢,nameg,tr,C; AndGAnNd...AndG,, ), their composition corresponds to a network of automata
in which we consider all the norms we are composing in pakallet us considefsy, %>, ..., %n
the automata corresponding to the norms we are composing.rdsulting network of automata
preserves the structure of the automata we are composirdjngdo each one of them the ad-
ditional nodes and edges necessary for synchronizatioesétmodes are called;f and Ginal
in the first automaton, g and Gsyy,i = 1,...,n— 1 in the other automata). Before its initial
node, each automaton synchronizes with the other automadatssynchronizes again after its
final node by means of urgent channelg (mp, ..., m,_1). In the first automaton we add another
node Gyip if guard condition of the parent clausez ¢ and an urgent edge from;g to this new
node guarded with the guard condition negated)). In the final node of the first automaton the
violation, satisfaction and permission sets are the unibthe sets resulting in each one of the au-
tomata running in parallel, so we have that Vfinal AVV2U...uVn, Sfinal =3USU...USn
and Pfinal = PLUP2U...UPn. If time restriction of the parent clause # €, we consider this
additional time restriction in all the composed automatgdther with their own time restrictions.
Lets: = (Ncgl, n%, Ecgl, |<g1),(52 = (Ncgz, n%, Ecgz, |<g2), e, bn = (Ncgn, n%, Ecgn, |<gn). Consider-
ing the case where ¢ € and tr# &, and having that i x,E¢,*,... ,E« x are the sets of edges
considering time restriction tr together with their own @mestriction, the resulting network of
automata is therefor&’s; = (Ng,, No,. » Esssles ), i=1,...,n where:

Cinit , Ctinal; Cskip ifi=1
® Ny, =Ng UQ Cisyn,Cisyr,Ci—1syn Ci—1sy ifi=2,...,n—1
Ci—1syn, Ci—1syn ifi=n
o _f G if i =1
Ocs — Ci—1synyCiflsyr1 ifi=2,...,n
5 !
Cinit —2 Cskip, Cinit s Cinit,
! .
Cifinal — Cfinal ifi=1
_e. . ma? - M s
1 E‘K*i - E?a”i U C|—1syn C|syn, C|syrf Cl—lsym
! ! .
Cisyn ™ Ginit,Cifinal — Cisyrt ifi=2..,n-1

? ) .
Ci_1syn 2" Cinit,Cifinal > Cfinal  if i =n
o lg, =l U{l(n)=x<t2+1|ne Ng — {Cifinal } }.
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VHSHP} (VHSHP}  (VINSLHPY) | {Vfinal){Sfinal}{Pfinal}
g=false
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oD O] s sy
000 000 00 voausaea |y vansawny wexsaws | N T Vinal){Sfinal}{Pfinall}

{HX} {HH} {vn}{Sn{Pn} tr {VnHSn}{Pn}
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g=false

WY

©)
{VKSKP}

Figure 7: Automata corresponding to tbempositions of deontic norms
This composition of timed automata is shown graphicallyig[@ (A).

(9) If several norms are composed by @iR-refinement that is, we have specified the diagram
(¢,nameg,tr,C; OrC,Or...OrCy, €), their composition corresponds to an automaton in which
the automata corresponding to each one of the norms is cergidas an alternative. Let us
consideré, %>, . .., %n the automata corresponding to the norms we are composing.rdsult-
ing automaton OR preserves the structure of the automata we are composirtingdwo nodes
called G, and Gina. We define an urgent edge performing no action for each onleeofiorms
we are composing connecting,E with the initial node of the automaton corresponding to the
norm and we also define an urgent edge performing no actiordch one of the norm we are
composing connecting the final node of its automaton witheC We add another nodesf;, if
guard condition of the parent clausefe and an urgent edge fromyf; to this new node guarded
with the guard condition negateeh§). In the final node of this new structure we keep the viatatio
satisfaction and permission sets of the previous final nsaleje have that Vfinal =YV2|...|Vn,
Sfinal = 81|=2|... |Sn and Pfinal = R|P2| ... |Pn. If time restriction of the parent clausetre, we
consider this additional time restriction in all the compdsautomata together with their own time
restrictions. Lets; = (Ncgl, n%l , Ecgl, |<g1), G2 = (Ncgz, n% , Ecgz, I‘ﬁz)v o Bh= (Ncgn, Mo, » Ecgn, |<gn).
Considering the case wheres¢ and tr# ¢, and having that & *, E¢,*,...,E¢ * are the sets
of edges considering time restriction tr together with tha@i/n time restriction, the resulting au-
tomaton is therefore OR= (Nor:, Nogg. , EOR:, lor:), Where:

e Nor. = Ng UNg, U...UNg, U {Cinit,Crinal , Cskip} -

L nOom = Clil’]it'

o Eor. = Eg *UEg, xU...UEg * U{Cint —>u Cuinit,Cint —u Coinit, - - -,

Cinit —>u Chinit } U{C1fina —u Cftinal,Cofina —u Ctinal,-- -,

Cnfinal —u Crinal} U{Cint —2u Cskip}-

lors = |<g1U{| (n) =x<t2+ l|n € Ncgl — {leinal}}u |<g2 U{| (n) =x<t2+ 1| ne N<g2 —
{Cofinat }}U... U l4 U {I(n)=x<t2+1|ne Ny, — {Cnftinal } }-
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This composition of timed automata is shown graphicallyig [@ (B).

(10) If several norms are composed byS&Q-refinement that is, we have specified the diagram

3.1

(e,nameg,tr,C; SeqG Seq..SeqG, €), their composition corresponds to an automaton in which
the automata corresponding to each one of the norms are ctexhén sequence. Let us con-
sider ¢1,%5, . ..,%n the automata corresponding to the norms we are composing. rdsulting
automaton SE®preserves the structure of the automata we are composiminaglist one extra
node Gyip if guard condition of the parent clause# ¢ and an urgent edge fromyfg;; to this new
node guarded with the guard condition negated)). We connect with an urgent edge perform-
ing no action the ending node of each automaton in the se@uéM¢inal, Cofinal, - - - ,Cn_1final)
with the initial node of the next automaton(G,Csinit - - - ,Cninit). This rule is not applied in
the cases of Gt (as there is not previous ending node to connect) apgh& (as there is not
following initial node to connect). In the initial node of daone of the composed automata
we preserve the violation, satisfaction and permissios sétthe previous final node. If time
restriction of the parent clause t €, we consider this additional time restriction in all the com
posed automata together with their own time restrictionset €; = (Ncgl,n%,Ecgl,lcgl),% =
(Ncgz,n(}ﬁz,Ecgz, l%,),---,%n = (Ng,, o, ,Ex, s ). Considering the case wherege and tr # &,
and having that i x,E¢, *,...,E4 * are the sets of edges considering time restriction tr togeth
with their own time restriction, the resulting automatonSE Q< = (Nsgq., Nogeq s EsEQ IsEQ),
where:

] NSEQ = Ncgl @] N(g‘z U...u Ncgn U {Cskip}-
L4 nOSEQ = Clinit .
e Esgq = Eg *UEg, xU... UEg * U{Cuint 3, CskipsCafinal —u Cainit,
Catinal —u Cainit, - - -,Cn—1final —>u Chinit }-
° ISEQ< = |<51U{|(n) =x< t2+l|n € N<g1 _{leinal}}U |<g2 U{| (n) =x< t2—|—l|n S Ncgz —
{Cotinal } }U...Ulg U{l(n) =x<t2+41|n € Ng, — {Cntinal } }-
This composition of timed automata is shown graphicallyig [# (C).

Implementation in UPPAAL

The implementation of the NTAs we have obtained in UPPAAL ugtey straightforward as both, the
NTA formalism considered by the tool and the NTA formalisratttve have considered, are very similar.
There are only a few implementation points that need a mdeslee explanation:

e First, as there is no way in UPPAAL of directly expressingt thia edge without synchronisation

should be taken without delay, that is, there are no urgegggdve have to find an alternative way
of encoding this behaviour. For this purpose we considemnthdelling pattern proposed inl[3].
The encoding of urgent edges introduces an extra automgianywe callUrgent, with a single
location and a self loop. The self loop synchronises on aanirghannel that we calirg_edge

An edge can now be made urgent by performing the complimgatztion.

The performance of actions by agents is implemented by n&dymolean variables in UPPAAL.
We define a boolean variable calledentaction for each one of the actions considered in the
contract. These variables are initializedfétse and, when one of the actions is performed by an
agent in one of the edges, we update the value of the corrdsgpwariable tdrue.

Finally, the violation, satisfaction and permission setsienplemented in UPPAAL by means of
boolean arrays and constant integers with the names ofdlbised of the contract containing obli-
gations, prohibitions or permissions. We define an avr&yr violation, an arraysfor satisfaction,
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Seller_a2=true,
S[Inadequate_ltem]=true

Figure 8: Online auctioning proce€s0O Diagramand corresponding NTA in UPPAAL

and an arrayP’ for permission, all of them initialized tfalse The size of the arrayg andSis
equal to the number of obligations and prohibitions in thetiarct, whereas the size of the array
P is equal to the number of permissions. We also define constagers with the name of the
clauses containing obligations and prohibitions, initialy each one of them to a different value
(from O to the size of the array¢ and S minus 1), and constant integers with the name of the
clauses containing permissions, initializing each onehefit to a different value (from O to the
size of the array? minus 1). These constants are used as indexes in the arrdysn ¥king a
transition where the target node contains at least one raddiBt (an obligation/prohibition is vi-
olated, an obligation/prohibition is satisfied or a permoisss made effective), we update time

in the proper array the value of the index corresponding éccthuse. In the case of repairing an
obligation/prohibition violation, the index correspondito the proper clause W is set tofalse

3.2 Example: Online Auctioning Process

Let us consider part of a contract aboutaniine auctioning processdt specifies that at the beginning
of the process theeller hasone dayto upload valid information about the item he wants to sading
forbidden the sale of inadequate items such as replicas fjrkrs items or wild animals. We can
identify in this specification an obligation, a prohibitiand a real-time constraint affecting both norms.
In the representation of this contract a€#D Diagram that can be seen in the left-hand side of Elg. 8,
we have a main claus€heckltem including the time restrictiorone day, denoted as;. This main
clause is decomposed by means of AXD-refinementhaving on the one hand the clause with the
prohibition, callednadequateltemand denoting the action @, and on the other hand the clause with
the obligation, called/alid_Informationand denoting the action aS.

By following the C-O Diagramssemantics, we can obtain an NTA corresponding to the cdntitac
implementation in the UPPAAL tool can be seen in the rightehaide of Fig[ B, having two automata
running in parallel, one corresponding to the prohibitiowl #he other one corresponding to the obliga-
tion. Now we can take advantage of all the mechanisms forlaiion and formal verification provided
by the tool to model-check the contract specification. As ihijjust a small part of a contract, the prop-
erties we can verify here are quite obvious. However, thiffigation process can be very useful over
big contracts, verifying properties such as the violatibrclauses when a time constraint expires, the
possibility of satisfying the contract without violatingyclause, etc.

For example, in the current NTA we can check the propertyittihe sellertakes more that one day
(t1> 1) to upload valid information about the item, the claMaéid_Informationis always violated. This
property is written as follows in the UPPAAL verifier:

Alnl and t>1--—>VValid_Informatior] ==true

And we obtain that this property gatisfied
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4 Conclusions

In this work we have developed a formal semantics¥aD Diagramsbhased on timed automata extended
with an ordering of states and edges in order to representliffegent deontic modalities. We have
also seen how these automata can be implemented in UPPAALder t© model-check the contract
specification, and a small example has been provided.

As future work, we are working on several case studies inromlgroove the usefulness of our
approach to model-check the specification of complex cotgraith real-time constraints. With these
case studies we also want to check the complexity of the actistwe can deal with. Finally, we are
working on the improvement of the satisfaction rules defimef] and their relationship with th€-O
Diagramsformal semantics.
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