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Electronic information is increasingly often shared amemgjties without complete mutual trust. To address
related security and privacy issues, a few cryptograplibrigjues have emerged that support privacy-preserving
information sharing and retrieval. One interesting opebjem in this context involves two parties that need to asses
the similarity of their datasets, but are reluctant to disclose their &ctuatent. This paper presents an efficient and
provably-secure construction supporting the privacysereing evaluation of sample set similarity, where sinityar
is measured as thiaccardindex. We present two protocols: the first securely compiltegJaccard) similarity of
two sets, and the second approximates it, using MinHasmigeas, with lower complexities. We show that our
novel protocols are attractive in many compelling appiara, including document/multimedia similarity, biometr
authentication, and genetic tests. In the process, we demnadmthat our constructions are appreciably more efficien
than prior work.

1 Introduction

The availability of electronic information is essentialtte functioning of our communities. Increasingly often,
data needs to be shared between parties without completeahtutst. Naturally, this raises important privacy con-
cerns with respect to the disclosure and the long-termysafiesensitive content. One interesting problem occurs
whenever two or more entities need to evaluate the simjlafitheir datasets, but are reluctant to openly disclose
their data. This task faces three important technical ehghs: (1) how to identify a meaningful metric to estimate
similarity, (2) how to compute a measure thereof such thgimate information is revealed during the process, and
(3) how to do so efficiently. We address such challenges bgdating a cryptographic primitive calldEsPRESSo
— Privacy-Preserving Evaluation of Sample Set SimilaritAmong others, this construction is appealing in a few
relevant applications, presented below.

Document similarity: Two parties need to estimate the similarity of their docutsear collections thereof. In
many settings, documents contain sensitive informatiahparties may be unwilling, or simply forbidden, to reveal
their content. For instance, program chairs of a conferemmgwant to verify that none of submitted papers is also
under review in other conferences or journals, but, ob\Wotisey are not allowed to disclose papers in submission.
Likewise, two law enforcement authorities (e.g., the FBdl &ocal police), or two investigation teams with different
clearance levels, might need to share documents pertansmect terrorists, but they can do so only conditioned upon
a clear indication that content is relevant to the same tigestion.

Iris Matching:  Biometric identification and authentication are incregbiused due to fast and inexpensive devices
that can extract biometric information from a multitude ofisces, e.g., voice, fingerprints, iris, and so on. Clearly,
given its utmost sensitivity, biometric data must be prddrom arbitrary disclosure. Consider, for instance, an
agency that needs to determine whether a given biometrieaappn a government watch-list. As agencies may have
different clearance levels, privacy of biometric’s owneeds to be preserved if no matches are found, but, at the same
time, unrestricted access to the watch-list cannot be gdant
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Multimedia File Similarity:  Digital media, e.g., images, audio, video, are increagingkevant in today’s comput-
ing ecosystems. Consider two parties that wish to evalimitasity of their media files, e.g., for plagiarism detexti
sensitivity of possibly unreleased material (or copyrighties) may prevent parties from revealing actual content.

ESPRESSO does not only appeal to examples above, but anekdgant to a wide spectrum of applications, for
instance, in the context of privacy-preserving sharingnééimation and/or recommender systems, e.g., to privately
assess similarity of genomic informatios][social network profiles4], attackers’ information3(], etc.

1.1 Technical Roadmap & Contributions

Ouir first step is to identify anetricfor effectively evaluating similarity of sample sets. Selsimilarity measures
are available and commonly used in different contexts, sigcosine, Euclidean, Manhattan, Minkowski similar-
ity, or Hamming and Levenshtein distances. In this paperfoges on a well-known metric, namely, tdaccard
Similarity Index[24], which quantifies the similarity oinytwo setsA and B. It is expressed as a rational number
between 0 and 1, and, as showedd it effectively captures the informal notion of “roughlye¢ same”. The Jaccard
Index can be used, e.g., to find near duplicate recdflsdnd similar documents], for web-page clusteringbfl],
data mining 52, and genetic testslp, 18, 44]. Also note that, as sample sets can be relatively largeisinilouted
settings an approximation of the index is oftentimes prefieto its exact calculation. To this endjnHashtech-
nigues P] are often used to estimate the Jaccard index, with remirkalier computation and communication costs
(see SectioR.1).

We define and instantiate a cryptographic primitive for éffit privacy-preserving evaluation of sample set sim-
ilarity (or ESPRESSo, for short). We present two instaiti®, that allow two interacting parties to compute and/or
approximate the Jaccard similarity of their private setshout reciprocally disclosing any information about thei
content (or, at most, their size). Our main cryptographitding block is Private Set Intersection CardinalifPSI-
CA) [21], which we review in Sectior2.2 Specifically, we use PSI-CA to privately compute the magtetof set
intersection and union, and we then derive the value of theald index. As fast (linear-complexity) PSI-CA proto-
cols become available (e.g17]), this can be done efficiently, even on large sets. Nonesiselour work shows that,
using MinHash approximations, one can obtain an estimateeafaccard index with remarkably increased efficiency,
by reducing the size of input sets (thus, the number of ugiheykryptographic operations).

Privacy-preserving evaluation of sample set similaritgppealing in many scenarios. We focus on document and
multimedia similarity as well as iris matching, and showtthevacy is attainable with low overhead. Experiments
demonstrate that our generic technique — while not bouraledyt specific application — is appreciably more efficient
than state-of-the-art protocols that only focus on oneifipestenario, while maintaing comparable accuracy. Bnall
in the process of reviewing related work, we identify limatsd flaws of some prior results.

Organization. The rest of this paper is organized as follows. Next sectitmoduces building blocks, then Secti®n
presents our construction for secure computation of Jddndex and an even more efficient technique to (privately)
approximate it. Then, Sectiords 5, and6 present our constructions for privacy-preserving sintifagvaluation of,
respectively, documents, irises, and multimedia contéfimally, Section7 sketches a very efficient protocol that
privately approximates set intersection cardinality,iaddally hiding input set sizes, while the paper concludes
Section8. AppendixA presents some more details on MinHash, and AppeBdskows a flaw in the protocol for
secure document similarity ir2§].

2 Preliminaries

This section provides some relevant background informatioJaccard index, MinHash techniques, and our main
cryptographic building blocks.

2.1 Jaccard Similarity Index and MinHash Techniques

Jaccard Index. One of the most common metrics for assessing the similafitwo setsA and B (hence, of data
they represent) is the Jaccard ind24][ defined as/(A, B) = |A N B|/|A U B|. Values close to 1 suggest that two
sets are very similar, whereas, those closer to 0 indicatedtland B are almost disjoint. Note that the Jaccard index
of A andB can be rewritten as a mere function of theersection J(A, B) = |AN B|/(|A| + |B| — |A N B|).



MinHash Techniques. Clearly, computing the Jaccard index incurs a complexitgdr in set sizes. Thus, in the
context of a large number of big sets, its computation mightddatively expensive. In fact, for each pair of sets,
the Jaccard index must be computed from scratch, i.e., wontEtion used to calculat®&( A, B) can be re-used for
J(A,C). (That is, similarity is not a transitive measure.) As a tesn approximationof the Jaccard index is often
preferred, as it can be obtained at a significantly lower,@gt, using MinHash9]. Informally, MinHash techniques
extract a small representatidn, (S) of a setS through deterministic (salted) sampling. This repred@niehas a
constant size:, independent fromS|, and can be used to compute an approximation of the Jaccded.inThe
parametet: also defines the expected error with respect to the exacathawdex. Intuitively, larger values df
yield smaller approximation errors. The computatiorhgfS) also incurs a complexity linear in set sizes, however,
it must be performednly onceper set, forany number of comparisons. Thus, with MinHash techniques uatig
the similarity of any two sets requires only a constant nunstbeomparisons. Similarly, the bandwidth used by two
interacting parties to approximate the Jaccard index df teepective sets is also constant (i@(k)).

There are two strategies to realize MinHashes: one emplojtiahe hash functions, while the other is built from
a single hash function. This paper focuses on the formentquk. Thus, we defer the description of the latter to
AppendixA, which also overviews possible MinHash instantiations.

MinHash with many hash functions. Let F be a family of hash functions that map items from&eb distinctr-
bitintegers. Seledt different functions: (M) (), . .., A% (-) from F; for any sets C U, leth'”). () be the items € §

with the smallest valug(¥ (s) . The MinHash representatidn (S) of setS is avectorhk(S) = {hﬁ,i)m(S) k . The

Jaccard inde¥/ (A, B) is estimated by counting the number of indexes such that than'”) (A) = B (B), and

this value is then divided by. Observe that it holds thalffb)m(A) = hffl)m(B) iff the minimum hash value ol U B
liesinAnN B.

This measure can be obtained by computing the cardinalithefntersection oh,(A) andhy(B) as follows.
Each element; of the vectorh(A) is encoded asa;,i). Similarly, (b;,i) represents the-th element of vector
hi(B). An unbiased estimate of the Jaccard indeXafnd B is given by:

sim(A, B) = [{{ai, i)} 2 {{bs, i)}y | W

As discussed in1Q], if F is a family of min-wise independent hash functions, therhesdue of a fixed setl
has the same probability to be the element with the smalkest lialue, for all functions itF. Specifically, for each

min-wise independent hash functibff) (-) and for any ses, we have that, for any;, s, € S, Pr[s; = h? (9)] =

Prs; = hf,?m(S)]. Thus, we also obtain thdtr[hf,?m(A) = hf,?m(B)] = J(A4, B). In other words, ifr is a random

variable that is 1 whehf,?m(A) = hf,?m(B) and 0 otherwise, thenis an unbiased estimator di A, B); however,

in order to reduce its variance, such random variable musabepled several times, i.é.,>> 1 hash values must be
used. In particular, by Chernoff bounds?], the expected error of this estimated1/v/k) [9].

Approximating (Jaccard) Similarity of Vectors without Min Hash. If one needs to approximate the Jaccard index
of two fixed-lengthvectors(rather than sets), one could use other (more efficienthigales similar to MinHash.

Observe that a vecta$ can be represented as a Set {(s;, i)}, wheres; is simply thei-th element ofS'. We now
discuss a new efficient strategy to approximate the Jacodekiof two vectorst = {(a;, )} ,, B = {(b;,#)}_, of
lengthn, without using MinHash. Our approach incurs constéit{)) computational and communication complexity,
i.e., itis independent from the length of the vectors beimigpared.

First, select random value$ri, . . ., r..), for r; uniformly distributed in1, n], and computed, = {(a,,, ) }%_,
and By, = {(b.,,m:)}¥_,, respectively. The valué = |4, N By|/k can then be used to assess the similarityl @nd
B. We argue that is an unbiased estimate df A, B): for eacha € (A, U By) we have thaPrja € (A N By)] =
Pr[a € (AN B)] sincea € (ANB)Aa € (ArUBy) & a € (AN By). We also hav®rja € (ANB)] = J(A, B),
thus,d is indeed an unbiased estimate&fA, B).

The above algorithm implements a perfect min-wise perrartdor this setting: since elements,,...,r;) are
uniformly distributed, for each € [1, k] any element ird and B has the same probability of being selected. As such,
similar to MinHash with many hash functions, the expectedres alsoO(1/v/k).



Alice, on input Bob, on input
A={a,...,av},|B| B ={b1,...,bw},|A|
Rq < Zy4 (b1, ...,byw) < II(B)
Vil<i<w: Vil <j<w:hb; =H(b;)
ha; = H(a;); {ai,...,ap}
a; = (ha;) e Ry + Zq4
Vil<i<w: o= (a;)B
(@, vooevaly ) =TV (ah, ... o)
Vil<j<w: B; = (hbj)™
{og s o} Vil<j<w: th; = H(B;)
Vil<i<w:
Bl = (CV% )1/Ra mod g {tb1,...,thw}
z i
Vil<i<w:
ta; :H/(B;)
Output: [{tb1,...,thw} N{ta1,..., tay}|

Figure 1: PSI-CA protocol from 17], denoted a®GT12, executed on common input of two primgsndq (such thay|p — 1),
a generatoy of a subgroup of size and two hash function$] andH’, modeled as random oracld$(-) andII’(-) denote random
permutationsAll computation is mog.

2.2 Cryptography Background

Private Set Intersection Cardinality (PSI-CA). PSI-CA is a cryptographic protocol involving two partieSlice,
oninputA = {ay,...,ay}, andBob, on inputB = {b4,...,b,}, such thatlice outputs|A N B|, while Bob has no
output. In the last few years, several PSI-CA protocols leeen proposed, includind?, 21, 32, 54].

De Cristofaro et al.’'s PSI-CA [17]. Throughout this paper, we will use the PSI-CA constructicespnted by De
Cristofaro, Gasti, and Tsudik irl}], denoted aPGT12 in the rest of the paper, as it offers the best communication
and computation complexities (linear in set siz&3:T12 is secure, in the presence of semi-honest adversaries, unde
the Decisional Diffie-Hellman assumption (DDH) in the Rand@racle Model (ROM).

The DGT12 protocol is illustrated in Figl. First, Alice hashes and masks its set items-¢) with a random
exponent R,) and sends resulting values;{s) to Bob, which “blindly” exponentiates them with its own random
valueR;,. Bob then shuffles the resulting values;{s) and sends them #lice. Then,Bob sendsAlice the output of a
one-way functionH’(-), computed over the exponentiationdab’s (hashed and shuffled) iterrs;{s) to randomness
Ry,. Finally, Alice tries to match one-way function outputs received fi®ob with one-way function outputs computed
over the shuffledd(;-s) values, stripped of the initial randomnédgs Alice learns the set intersection cardinality (and
nothing else) by counting the number of such matches. Unhesscorrespond to items in the intersection, one-
way function outputs received froBob cannot be used bilice to learn related items iBob’s set (under the DDH
assumption). AlsoAlice does not learnvhichitems are in the intersection as the matching occurs usindfledo;
values.

DGT12 requiresO(|A| + | B|) offlineandO(]A|) onlinemodular exponentiations i, with exponents from sub-
groupZ,. (Offline operations are computed only once, for any numberteractions and any number of interacting
parties). Communication overhead amount®{pA4|) elements irZ, andO(|B|) —in Z,. (Assuming 80-bit security
parameteriq| = 160 bits andp| = 1024 bits.)

Protocol correctness is easily verifiable: for anyeld byAlice andb; held byBob, if a; = b; (henceha; = hb;),
we obtain:

tag, = H(B,) = H'(ar, (/7)) = H (hai"™) = H'(hb; ™) = H(8;) = tb,

Hence Alice learns set intersection cardinality by counting the nunab@natching pairgtay,, tb;).



Adversarial Model. We use standard security models for secure two-party catipat which assume adversaries
to be either semi-honest or maliciolisAs per definitions in 22], protocols secure in the presenceseimi-honest
adversariesassume that parties faithfully follow all protocol speations and do not misrepresent any information
related to their inputs, e.g., size and content. Howevemduwr after protocol execution, any party might (passiyel
attempt to infer additional information about other pastiyiput.

Whereas, security in the presencenodlicious partiesallows arbitrary deviations from the protocol. Security
arguments in this paper are made with respesetni-honesparticipants.

3 Privacy-preserving Sample Set Similarity

This section presents and analyzes our protocols for pripagserving computation of sample set similarity, via
secure computation of the Jaccard Similarity index.

3.1 Protocols Description

We propose two protocols — both based on Private Set Int@meeCardinality (PSI-CA). The first protocol pro-
vides secure and exact computation of the Jaccard indexgakehe other securely approximates it, using MinHash
techniques, incurring significantly lower communicatioaomputation overhead.

Privacy-Preserving Computation of Jaccard Index. Fig. 2 illustrates our first protocol construction for securely
computing the Jaccard index. It involves two partiglice andBob, on input setsA and B, respectively, that wish to
computeJ (A, B) in a privacy-preserving manner, i.e., in such a way thatingtfs revealed about their input sets —
besides their size and joint Jaccard index.

Given|A|, |B| and.J(A, B), the size of the intersection betwedrand B can be easily computed 84 N B| =
J(A,B) - (|A] +|B]|)/(J(4, B) + 1). In other words, knowledge dfA|, |B|, J(A, B)) is equivalent to knowledge
of (JAl],|B|,]A N BJ|). Therefore, in our protocoAlice computeg A N B| and uses it — together with her input —
to derive J(A, B). As it is customary in secure-computation protocols, tize sif parties’ input is available to the
counterpart, thus, it is included as part of the protocoliinfy he protocol does not assume any specific secure PSI-CA
instantiation.

Privacy-preserving computation of J(A, B)
(Run by Alice and Bob, on input, resp., (4,|B|), (B,|A]))

1. Alice andBob execute PSI-CA on input, respectivelyl, | B|) and(B, | A|)
2. Alice learnsc = |A N B

3. Alice computess = |[AU B| = |A| +|B| — ¢

4. Alice outputsJ(A, B) = c/u

Figure 2: Proposed protocol for privacy-preserving computationedbfsimilarity.

Privacy-Preserving Approximation of Jaccard Index using MinHash. The computation of the Jaccard index,
with or without privacy, can be relatively expensive whehgdmple sets are very large, or (2) each set must be com-
pared with a large number of other sets — since for each casgpaall computation must be re-executenin scratch
Thus, MinHash is often used to estimate the Jaccard indeding (bounded) error with appreciably faster computa-
tion. In order to jointly and privately approximat& A, B) assim(A, B), Alice andBob agree ork and select a ran-
dom subset of their sets using the MinHash technique in @e2tlL In particularAlice computes{ (a;, )} ; where

a; = hi,?m(A), andBob computes{ (b;, ) }%_, for b; = hﬁi)m(B). Similarity of two sample sets is then computed as
sim(A, B) = [{{a;,i)}*_, N {(b;,i)}*_,|/k using any secure instantiation of PSI-CA. Therefore, msvpreserving
estimation of the Jaccard index, using multi-hash MinHasim, be reduced to securely computing cardinality of set

intersection. The resulting protocol is presented in Bigelow.

IHereafter, the ternadversaryrefers to protocol participants. Outside adversaries atecansidered, since their actions can be mitigated via
standard network security techniques.



Private Jaccard index estimationsim (A, B)
Run by Alice and Bob, on common inputt and private input{(a:,)}%_, (for Alice) and
{(bs, i) }i=s (for Bob)

1. Alice andBob execute PSI-CA on input, resg{(a:, ) }r_1, k) and({(b;, i) }F_1, k)
2. Alice learnss = |{{ai, )}y N {(bs, ) }Fq]
3. Alice outputssim (A, B) = §/k

Figure 3: Proposed protocol for privacy-preserving approximatibsed similarity.

Itis easy to observe that, compared to the Jaccard indexutatign (Fig 2), the use of MinHash leads to executing
PSI-CA on smaller sets, ds< Min(| 4|, |B|). Communication and computation overhead only depenk, @mce
inputs to PSI-CA are now sets bfitems.

3.2 Security Analysis

Security of Privacy-Preserving Computation of Jaccard Incex. Informally, by running the protocol in Fig,
parties do not reciprocally disclose the content of theivagte sets.Alice learns similarity computed as the Jaccard
index, while both parties learn the size of the other paitygsit.

The security of the protocol in Fi@.relies on the security of the instantiation of the undexyf&I-CA protocol.
In particular we assume that, in the semi- honest model,G?Sbnly reveals|A N B| to Alice, while Bob learns
nothing besidegA|.

Alice andBob do not exchange any information besides messages relateel RS1-CA protocol. For this reason,
a secure implementation of the underlying PSI-CA guarattest neitheAlice nor Bob learn additional information
about the other party’s set. Since knowledgé|df}, | B|, J(A, B)) is equivalent to knowledge ¢fA|, |B|,|A N B|),
the protocol in Fig2 is secure in the semi-honest setting.

Security of Privacy-Preserving Approximation of Jaccard Index. Similar to the protocol in Fig2, the security
of protocol in Fig.3 relies on the security of the underlying PSI-CA construttim particularsim(A, B) is defined
as the size of the intersection betwegla;,i)}*_, and {(b;,i)}*_,, divided by a (public) constarit. Therefore,
any informationAlice andBob learn about the other party’s input can also be used to breakinderlying PSI-CA
protocol. Since the PSI-CA protocol is assumed to be sedlike,andBob do not learn additional information.

k is selected independently frofrl| and |B|, therefore it does not reveal any information about the tets.s
PSI-CA, together with the way input is constructed, core#s relationship betwednand| A|, | B| by not disclosing
how many elements; = a; andb, = b; for i # j on the parties’ inputs. Therefore, the protocol does nafdse the
size ofAlice andBob’s inputs.

Extension of Privacy-Preserving Approximation of Jaccardindex. In the previous protocollice learns some
additional information compared to the protocol in Fy.In particular, rather than computing the similarity — and
therefore the size of the intersection — of sétand B, she determines how many elements from a particular subset o
A (constructed using MinHash) also appear in the subsettedlémm B. We now provide a brief overview of how
this issue can be fixed efficiently.

Alice andBob can construct their input sets (i.€(a;, i) }*_, and{(b;,i)}*_,) using a set of Oblivious Pseudo Ran-
dom Function (OPRF) evaluatiohsather than a set of hash functiomgice andBob engage in a multi-party protocol
whereAlice inputs her sel = {a1,...,a,} and learns a random permutation of ORRF(a1), ..., OPRFR.y, (a.)
for 1 < j < k. Alice constructs her input selecting the smallest value QRRFu;) for each;j. Bob constructs
his input without interacting wittAlice. While the cost of this protocol is linear in the size of theuh sets, it is
significantly higher than that of protocol Fig.

2An Oblivious Pseudo Random Function (OPRF) is a two-partyamol, involving one party, on inputey, and another, on input At the end of
the interaction the former learns nothing, while the lattetainsfy.,, (s), wheref is a pseudo-random function.



3.3 Performance Evaluation
3.3.1 Privacy-Preserving Computation of Jaccard Index.

Cost of protocol in Fig2 is dominated by that incurred by the underlying PSI-CA pcoto While it could
be instantiated usingny PSI-CA construction, we choo$2GT12 in order to maximize efficiency. This protocol,
reviewed in Sectior2.2, incurs linear communication and computational compiegjtthus, overall complexities of
protocolin Fig.2 are also linear in the size of sets. If we were to compute tbeatd index without privacy, asymptotic
complexities would be same as our privacy-preserving patei.e., linear. However, given the lack of cryptographic
operations, constants hidden by the 6iy) notation would be much smaller.

To assess the real-world practicality of resulting corcdtam, protocol in Fig2 has been implemented in C (with
OpenSSL and GMP libraries), using 160-bit random exporemdsl 024-bit moduli to obtain 80-bit security. We run
experiments on sets such thaf = |B| = 1000. Recall that, inDGT12 items are always hasheBGT12 assumes
ROM), so their size is non-influent. We use select SHA-1 ah#sh function, thus, hashed items are 160-bit.

In this setting, protocol in FigR incurs (i) 0.5s total computation time on a single Intel Xeon E5420 core moign
at 2.50GHz and (iie76KB in bandwidth. We omit running times for larger sets simmecomplexities are linear, one
can easily derive a meaningful estimate of time/bandwidtlvirtually any size.

We also implement an optimized prototype that further impsatotal running time by (1) pipelining computation
and transmission and (2) parallelizing computation on ta@s. We test the prototype by runniAtice andBob on
two PCs equipped with 2 quad-core Intel Xeon E5420 processmming at 2.50GHz, however, we always use (at
most) 2 cores. On a conservative stance, we do not allonegddiperform any pre-computation offline. We simulate
a 9Mbps link, since, according td ]}, it represents the current average Internet bandwidthSrabld Canada. In this
setting, and again considerihg| = | B| = 1000, total running time of protocol in Fi®2 amounts td.23s. Whereas,
the computation of Jaccard indaithout privacytakes0.018s. Therefore, we conclude that privacy protection, in
our experiments, only introduces a (roughly-fold slowdown independently from set sizes.

Comparison to prior work. Performance evaluation above does not include any priotisak, since, to the best
of our knowledge, there is ho comparable cryptographic pikienfor privacy-preserving computation of the Jaccard
index. The work in {8 is somewhat related: it targets private computation ofldecard index using Private Equality
Testing (PET) 84] and deterministic encryption. However, it introduces tteed for a non-colluding semi-honest
third party, which violates our design model. Also, it incurs an impi@tnumber of public-key operations, i.e.,
guadraticin the size of sample sets (as opposed to linear in our cadaglly; additional (only vaguely) related
techniques include: (i) work on privately approximating geoduct of two vectors, such a®9, 45|, and (ii) prob-
abilistic/approximated private set operations based aoll filters, such as2p, 31]. (None of these techniques,
however, can be used to solve problems considered in thexrpap

3.3.2 Privacy-Preserving Estimation of Jaccard Index witiMinHash

We also tested the performance of our construction for pynaeservingapproximationof Jaccard similarity,
again, usingDGT12, i.e., the PSI-CA from17]. Once again, we select sets with 1000 items, 1024-bit maohd
160-bit random exponents, and run experiments on two PCs2BiGHz CPU and a 9Mbps link. We seléct 400
in c\)/rger to have an estimated error of abb#t (Recall that, as mentioned in Sectidr the error is approximated as
1/Vk).

In this setting, the total running time of protocol in FRjamounts td.09s — less than half compared to the one
in Fig. 2. Whereas, in the same setting, the approximation of Jadndek without privacytakes0.007s. Thus,
the slow-down factor introduced by the privacy-protectiager (similar to the protocol proposed in Secti®n) is
12-fold. Again, note that times for different values/otan be easily estimated since the complexity of the protiscol
linear.

Comparison to Prior Work.  The estimation of set similarity th.rough MinHash — whethévarcy-preserving or not
— requires counting the number of times for which it holdg v’w:fé)m(A) = (B), withi = 1,..., k. We have

min
denoted this number as Protocol in Fig3 above attains secure computatiod ¢firough privacy-preserving set inter-
section cardinality. However, it appears somewhat motétiné to do so by using the approach proposed4yri the

context of social-network friends discovery. Specificaify[4], Alice andBob compute, resp{a;}*_, and{b;}%_,,



just like in our protocol. Thenilice generates a public-private keypé§itk, sk) for Paillier's additively homomorphic
encryption cryptosystendf] and send8ob {z; = Encyk(a;)}5_;. Bob computeq(z; - Enc,r(—b;))" }¥_, for ran-
domr;’s and returns the resulting vector of ciphertexts afterffihg it. Upon decryptionAlice learnss by counting
the number of)’'s. Nonetheless, the technique proposed4jyaftually incurs an increased complexity, compared to
our protocol in Fig.3 (instantiated withDGT12). Assuming 80-bit security parameters, thus, 1024-bit ulicehd
160-bit subgroups, and 2048-bit Paillier moduli, and usin denote a multiplication of 1024-bit numbers, multipli-
cations of 2048-bit numbers count fom4 Using square-and-multiply, exponentiations wjthit exponents modulo
1024-bit count for(1.5|g|)m. In [4], Alice performsk Paillier encryptions (i.e.2k exponentiations anél multipli-
cations) andc decryptions (i.e.k exponentiations and multiplications), whilab computes: exponentiations and
multiplications. Therefore, the total computation conxtieamounts to(6 - 4 - 1.5 - 1024 + 4 - 4)mk = 36,880m.
Whereas, our approach (even without pre-computation)mres|bothAlice andBob to perform4k exponentiations of
160-bit numbers modulo 1024-moduli a2k multiplications, i.e.{4 - 1.5 - 160 + 2)km = 962mk, thus, our protocol
achieves a 38-fold efficiency improvement. Communicatieerbead is also higher id]; it amounts to(2 - 2048)k
bits; whereas, using PSI-CA, we need to transfer1024 + 160)k bits, i.e., slightly more than half the traffic.

4 Privacy-Preserving Document Similarity

After building efficient (linear-complexity) primitiveof privacy-preserving computation/approximation of Jac-
card index, we now explore their applications to a few cofimgebroblems. We start with evaluating the similarity
of two documents, which is relevant in many common applicesj including copyright protection, file management,
plagiarism prevention, duplicate submission detectiaw, énforcement. In last few years, the security community
has started investigating privacy-preserving techniqaesnable detection of similar documents without disclgsin
documents’ actual content. Below, we first review prior warid, then, present our technique for efficient privacy-
preserving document similarity.

4.1 Prior Work

The work in R7] (later extended in39)) is the first to realizgrivacy-preserving document similaritjt realizes
secure computation of tresine similarityof vectors representing the documents, i.e., each documespiresented
as the list of words appearing in it, along with the normalirember of occurrences. Recently, Jiang and Saman-
thula [28] have proposed a novel technique relying on the Jaccardiadd N-gram based document representa-
tion [38]. (Given any string, anV-gram is a substring of siz&). According to R8], the N-gram based technique
presents several advantages over cosine similarity: (iptoves on findindocal similarity, e.g., overlapping of
pieces of texts, (2) it is language-independent, (3) it regua much simpler representation, and (4) it is less geasit
to document modification. We overview it below.

Documents as sets oN-grams. A document can be represented as a seVejrams contained in it. To obtain
such a representation, one needs to remove spaces andatiorcand build the set of successidegrams in the
document. An example of a sentence, along withNitgram representation (fa¥ = 3), is illustrated in Fig4. The
similarity of two documents can then be estimated asl#teeard indeof the two corresponding sets df-grams. In
the context of document similarity, experts point out tha¢8ults as a good choice 61 [9].

the quick brown fox jumps over the lazy dog

1
{azy, bro, ckb, dog, ela, equ, ert, fox, hel, heq, ick, jum, kdxr, mps, nfo,
ove, own, 0Xj, pso, qui, row, rth, sov, the, uic, ump, ver, waid, ydo, zyd

Figure 4: Tri-gram representation.

To enable privacy-preserving computation of Jaccard inded therefore estimation of document similarity, Jiang
and Samanthul&@B] propose a two-stage protocol basedRaillier’s additively homomorphic encryptiod8]. Sup-
poseAlice wants to privately evaluate the similarity of her docum®nt against a list of: documents held bob,

i.e., Dpa,...,Dp.,. First,Bob generates a global spadé|, of tri-grams based on his document collection. This



way, D 4 as well as each d8ob’s documentDg.;, fori = 1,...,n, can be represented as binary vectors in the global
space of tri-grams: each componentis 1 if the correspontdiggam is included in the document and 0 otherwise. In
the following, we denote witk! the representation d? , and with B; that of Dg.;.

Then, Alice andBob respectively compute random shareandb; such thatz + b; = |A N B;|. Next, they set
¢ = |A|] — a andd; = |B| — b;. Finally, Alice andBob, on input(a, ¢) and(b;, d;), resp., execute a Secure Division
protocol (e.g., 11, 1]) to obtain(a + b;)/(c + di) = |AN B;|/|AU B;| = J(A, B;).

The computational complexity of the protocol B8 amounts taO(|S|) Paillier encryptions performed biiice,
andO(n - |S|) modular multiplications — byBob. Whereas, communication overhead amountS¢o - |S|) Paillier
ciphertexts.

Flaw in [28]. Unfortunately, protocol inZ8] is not securesinceBob has to disclose his global space of tri-grams
(i.e., the set of all tri-grams appearing in his documentection). ThereforeAlice can passively check whether or
not a word appears iBob’s document collection. Actuallyilice can learn much more, as we show in Appen#ix
We argue that this flaw could be fixed by considering the glspate of tri-grams as the set of all possible tri-grams,
thus, avoiding the disclosure Bbb's tri-grams set. Assuming that documents are stripped psgmbol and contain
only lower-cased letters and digits, we obt&in= {a,b,...,2,0,1,...,9}2. Unfortunately, this modification would
tremendously increase computation and communicatiorheaet.

4.2 Our Construction

As discussed in Sectid8) we can realize privacy-preserving computation of the datimdex using PSI-CA. To
privately evaluate the similarity of documeriis, and any documenb g.;, Alice andBob execute protocol in Figh.
Function Tri-Gran{-) denotes the representation of a document as the set oatriggappearing in it.

Alice (Da) Bob (D3::)

A <+ Tri-Gram(D 4) B; < Tri-Gram(Dp.;)
7
|A N BZ| — PS|-C/A(A7 BL)

Output Similarity as J(A, B;) = AT |§~P—B|il1ﬂ B

Figure 5: Privacy-preservingvaluationof document similarity of documeni3 4 andDp.;.

Complexity. Complexity of protocol in Fig5 is bounded by that of the underlying PSI-CA constructionings
DGT12, computational complexity amounts @(|A| + |B;|) modular exponentiations, whereas, communication
overhead — t@(|A| + |B;|). Observe that, in the setting whehdice holds one documents amgbb a collection of

n documents, complexities should be amende@to|A| + """, | B;|). However, due to the nature BIGT12, Bob

can perfornO(>"""_, | B;|) computatioroff-line, ahead of time. Hence, totahlinecomputation amounts 0 (n|A|).

More efficient computation using MinHash. As discussed in Sectiadh 1, one can approximate the Jaccard index
by using MinHash techniques, thus, trading off accuracwignificant improvement in protocol complexity. The
resulting construction is similar to the one presented atand is illustrated in Fig6. It adds an intermediate step
between the tri-gram representation and the execution bJRAS Alice and Bob apply MinHash to setsl and B;,
respectively, and obtaily, (A) andhy(B;). The main advantage results from the fact that PSI-CA is n@eeted on
smaller sets, of constant sizethus, achieving significantly improved communication andhputational complexi-
ties. Again, note that the error is bounded®§i //k).

Performance Evaluation. We now compare the performance of our constructions to th& eficient prior tech-
nigue, i.e., the protocol irgf] (that, unfortunately, is insecure). We consider the sgttif [28], whereBob maintains
a collection ofn documents. Recall that our constructions 0&T12, i.e., the PSI-CA in17]. Assuming 80-bit



Alice (Da) Bob (Dg:;)

A <+ Tri-Gram(D4) B; < Tri-Gram(Dp.;)
hi(A) < MinHash(A) hi(B;) + MinHash B;)

PSI-CA(hi(A), hi(B:))
Output Similarity Approximation as : sim(A, B;) = M

Figure 6: Privacy-preservingpproximatiorof document similarity of documeni3, andDp.;.

security parameters, we select 1024-bit moduli and 16@abiiom exponents. A2§] relies on Paillier encryption,
it uses 2048-bit moduli and 1024-bit exponents. In the foiihg, let m denote a multiplication of 1024-bit numbers.
Multiplications of 2048-bit numbers count formd Modular exponentiations with-bit exponents modulo 1024-bit
count for(1.5|g|)m. The protocol in 28 requiresO(|.S|) Paillier encryptions an@(n - |S|) modular multiplications.
We need S| = 36° = 46,656 as we consider 3-grams and 26 alphabet letters plus [0-B$ diEherefore, the total
complexity amounts t¢4 - 1.5 - 1024 + 4n)|S|m = (6144 + 4n)|S|m ~ (2.9 - 108 + 1.9 - 10°n)m.

Our construction above requirés- 1.5 - 160n(max(|A|, { B;}_,))m for the computation of Jaccard index sim-
ilarity and (1.5 - 160nk)m for its approximation. Thus, to compare performance of qutqrol to that of 28], we
need to take into account the dimensionsiofB;, as well as: andk. To this end, we collected 393 scientific papers
from the KDDcup dataset of scientific papers published in ibetween 1996 and 2003%]. The average number
of different tri-grams appearing in each paper is 1307. &toge, cost of our two techniques can be estimated as
(2-1.5-160-1307n)m and (1.5 - 160 - nk)m, respectively. Thus, our technique for privacy-presegvdocument
similarity is faster than8] for n < 2000. Furthermore, using MinHash techniques, complexity issgfaster (and
of at least one order of magnitude), using bbtk 40 andk = 100. Also, recall that, as opposed to ours, the protocol
in [28] is not secure.

Assuming that it takes aboup: to perform modular multiplications of 1024-bit integers (ger our experiments
on a single Intel Xeon E5420 core running at 2.50GHz), we ntegxtimated running times in Tablefor increasing
values ofn (i.e., the number oBob’s documents).

We performed some statistical analysis to determine tHarragnitude of the error introduced by MinHash, when
compared to the Jaccard index without MinHash. Our anallybiased on the trigrams from documents in the KDDcup
dataset15], and confirms that the average error is within the expecteahbls: fork = 40, we obtained an average
error of 14%, while fork = 100 the average error was 9%. This is acceptable, consideraighle Jaccard index
actually provides a normalizezstimateof the similarity between two sets, not a definite metric.

5 Privacy-Preserving Iris Matching

Advances in biometric recognition enable the use of bioimetata as a practical mean of authentication and
identification. Today, several governmental agenciesratdhe world perform large-scale collections of different
biometric features. As an example, the US Department of HamdeSecurity (DHS) collects face, fingerprint and
iris images, from visitors within its US-VISIT prograndJ. Iris images are also collected from all foreigners, by
the United Arab Emirates (UAE) Ministry of Interior, as wel fingerprints and photographs from certain types of
travelers 3.

. Fig.6

n [28] Fig.5 — 10 =Ty
10 9.5 mins 6.3 secs | 0.05secs| 0.05secs
102 9.9 mins 63 secs 1.9secs| 1.9 secs
10® | 12.7 mins| 10.4mins | 48secs | 19.2 secs
10* | 40.7 mins| 1.74 hours| 8 mins 3.2 mins
10° | 5.3 hours| 17.4 hours| 1.2 hours| 32 mins

Table 1: Computation time of privacy-preserving document similan: denotes the number of documents.
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While biometry serves as an excellent mechanism for ideatifin of individuals, biometric data is, undeniably,
extremely sensitive and must be subject to minimal expostisea result, such data cannot be disclosed arbitrarily.
Nonetheless, there are many legitimate scenarios whemediiiz data should be shared, in a controlled way, between
different entities. For instance, an agency may need tomé@ie whether a given biometric appears on a government
watch-list. As agencies may have different clearance $eywivacy of biometric’'s owner should be preserved if no
matches are found, but, at the same time, unrestrictedsaitwése watch-list cannot be granted.

5.1 Prior Work

As biometric identification techniques are increasinglyptyed, related privacy concerns have been investigated
by the research communitgJ]. A number of recent results address the problem of pri@@gserving face recogni-
tion. The work in L9 is the first to present a secure protocol, based on Eigesiftater improved by46]. Next, [42]
designs a new privacy-preserving face recognition algorjtcalled SCiFl. Furthermore, the protocol 8] fealizes
privacy-preserving fingerprint identification, using FemGodes 25. FingerCodes use texture information from a
fingerprint to compare two biometrics. The algorithm is nstdiscriminative as traditional fingerprint matching
techniques based on location of minutiae points, but it ispéed in B] given its suitability for efficientprivacy-
preservingrealization. Among all biometric techniques, this papeufges ornris-basedidentification. The problem
of privacy-preserving iris matching has been introduce®lanton and Gasti in1], who propose an approach based
on a combination of garbled circuitS4] and homomorphic encryption.

5.2 Our Construction

A (human) iris can be digitalized as anbit string.S = s s - - - s, With ann-bit maskMg = ms;mss - - - msy,.
The mask indicates which bits 6fhave been read reliably. In particular, th#h bit of S should be used for matching
only if the i-th bit of Mg is setto 1. A common value for, which we use in our experiments, is 2048. As, during
an iris scan, the subject may rotate its head, a right or feftt san occur in the iris representation, depending on the
direction of the rotation. Therefore, the distance betw®eanirises A and B is computed as the minimum distance
between all rotations o and the representation &f. In practice, it is reasonable to assume that the rotatilimited
to a shift of at most 5 positions towards left/rigft.[

The matching between two irised, and B, is computed via th&Veighted Hamming Distand@VHD) of the
samples. Lef = (M4 A Mp); WHD is computed as:

HD(ANAM,B A M)
M

where]|- || denotes hamming weight, i.e. the number of string bits skt @iven a threshold if WHD(A, B, M) < t,
we say that irisesl andB arematching (Assuming a maximum rotation of 5 positions, the distanosthe computed
11 times.)

In the following, we propose a probabilistic technique fawately estimating oWHD(A, B, M), that relies on
the construction for privacy-preserving estimation ofcad index based on MinHash (introduced in SecBal).
The error on the approximation is bounded by the MinHashrpaterk.

Proposed protocol is illustrated in Fig. Given any twon-bit stringsX = {z1,...,z,} andY = {y1,...,yn}
and a list ofk valuesR = (r1,...,rg), with r; € [1,n], r; # r; forall ¢ # j, we define probabilistic function
Extractg : {0,1}" x {0,1}™ — ({0,1} x {1,...,n})* as:

WHD(A, B, M) = @)

Xy, 74) if y., =1

Extractr(X, ¥) = {tr,, ..., wn, }, wherew,, = { (r,7r;) with 7 < {0,1}7 otherwise

wherex « Y represents uniform random sampling of elemefrom setY".
Intuitively, for each value; in R, Extractg(X,Y') selects the;-th bit of X and encodes it with; (e.g., concate-
nates the two), if the;-th bit of Y is 1. If ther;-th bit of Y is 0, the function selects a random value end encodes it
Given A, M4, B, Mg, Alice andBob privately determindVHD (A, B, My A Mp):

e Alice andBob negotiateR.

e Alice computes’y; = Extractr(Ma, M4); Bob computesSy, = Extractg(Mp, Mp).
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Alice (A) Bob (B)

A, M 4 (iris, mask) B, Mg (iris, mask)
R=(r1,...,mk) R=(r1,...,mk)
Cwm :EXtraCtR(MA7MA) Swm :EXtraCtR(MB,MB)

C1 < PS|-CA(CM,SM) { }

-

C = Extractr(A, Ma) S = Extractr(B, Mp)
—_—
c2 + PSI-CAC, S) - }

Output match as (n — ¢2)/c1 < t

Figure 7: Privacy-preserving iris matching of biometricand B.

Alice andBob engage in a PSI-CA protocol where their inputs@sg and.S,; andAlice learns the output; of
PSI-CA.¢; corresponds to the number of bits set to 1 in bbfh and Mg at indices specified big.

Alice computes” = Extractz (A4, M 4); similarly, Bob computesS = Extractz(B, Mp).

Alice andBob interact in a PSI-CA protocol with input and.S respectively; at the end of the protocaljce
learnsces, i.e., the size of the intersection of the subsetd @ind B defined byR.

Biometric A matchesB iff (n — cg)/c1 < t.

5.3 Comparison to prior work

We now compare our technique for privacy-preserving irisamiag to prior work, namely the technique ][
We compare our approach with the protocol7hljecause, at the time of writing, it provides the best pentamce for
privacy-preserving comparison of iris codes. First, obsé¢hat protocol in Fig7 estimates the Weighted Hamming
Distance with bounded error, whereas, construction7inylelds its exact computation. However, as we discuss
below, the error incurred by our technique is low enough taded in practice and achieves reduced computational
complexity. In fact, our probabilistic protocol could besdgo perform a fast, preliminary test: if differences betwe
two irises are significant, then there is no need for furthstst Otherwise, the two parties can engage in the protocol
in [7] to obtain (in a privacy-preserving way) a precise resulext\ as opposed to the technique ), [Alice also
learns an estimate on the number of bits set to 1 in the comdlmivesk)M 4 A Mp, but not their position. However,
this information is not sensitive, thus, it does not leak arfigrmation about the iris sampled Byice or Bob.

Optimization. As discussed above, it is reasonable to assumaitafe.g., the Department of Homeland Security)
holds a database with a large number of biometric samplesteal Alice (e.g., the Transportation Security Admin-
istration) has only one or few samples that she is searchifiph’s database. To this end, we now show how the
protocol in Fig.7 can be optimized, by pre-computing several expensive tipasoffline, for such a scenario.

Note thatBob can perform the offline phase BiGT12 (see Figl) on all bits of his biometric samples: unlike the
protocol in [7], this is requirecbnly onceindependently on the number of interactions betwigelinand any user.

After negotiating withBob the valuesk = (r4, .. ., 7« ), and before receiving her inputlice pre-computes pairs
(ags = H((0,7:))Be, s = H((1,7))Re). (This assumes the useBET12.) OnceAlice’s mask has been revealed,
she constructs the corresponding encrypted represemtgtisimply selecting the appropriate element from each pair
Similarly, she computestriples(ay ;, a1,i, oy ;) Whereog ;, a1 4, @, ; represent0, 1 and a random elemerftinl }7,
respectivelyAlice later uses such triples to represent eacttpif her iris sample ag; = ag ; if the corresponding
bit in the mask is 1, else, ag = «, ;. During the online phasélice selects the appropriate pre-computed values to
match the mask and the iris bits. SimilafBgb inputs the selected bits of each record’s mask and iris hgd?SI-CA
protocol.
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Protocol in Fig. 7 Protocol in[7]
Offline Online Offline Online
Bob |+ 5-bitrot.] 0.13 ms + 5.8 s/reg 71.5 ms/re¢| 2.8 s + 71.55 ms/rg®@7.2 ms + 134.28 ms/rec
norot. |[0.13 ms + 530 ms/rgc6.5 ms/rec|| 2.6 s + 6.48 ms/re¢ 97.2 ms + 12.33 ms/rec
Alice | £ 5-bit rot. 71.63 ms 71.5 ms/re¢| 12.2 s+ 3 ms/rec 20.34 ms/rec
no rot. 6.63 ms 6.5 ms/rec||11.7 s + 0.27 ms/rec 1.8 ms/rec

Table 2: Computation overhead of our randomized iris matching teghain Fig.7 and that of f]. Experiments are
performed with 5-bit left/right rotation and with no rotai of the iris sample. “rot” abbreviates “rotation” and “tec
—“record”.

Performance Comparison. In Table2, we report running times from implementations of, respetyi our protocol

in Fig. 7 and technique inq]. We assume that about 75% of the bits in the mask are set tkelifl[7]). We set the
length of each iris and mask to 2048 bits and the databas#osB20 irises, which is the number used in prior work.
All tests are run on a single Intel Xeon E5420 core runninga@@Hz. We sek = 25, thus, obtaining an expected
error in the order of /1/25, i.e., 20%.

Observe thabnline cost incurred byBob with our technique is significantly lower compared to thapoftocol
in [7]. Whereas, it is higher foAlice. Nonetheless, summing up the computation overhead irctbgyréothAlice and
Bob, our protocol always results faster that the onée7irf¢r the online computation.

The offline cost imposed omBob is about twice as high as its counterpart in protocol frafin However, in our
protocol, the offline part is done once, for all possibleriattions, independently from their number. Whereasyjn [
the offline computation needs to be performed anewef@ryinteraction. In settings whefob interacts frequently
with multiple entities, this may significantly effect pret’s overall efficiency. Furthermore, the offline cost inspd
on Alice is markedly lower (several orders of magnitudes) using ecinique.

We conclude that the protocol in Figimproves, in many settings, overall efficiency comparedatesof the art.
However, it introduces a maximum error of about 20%, wheréesscheme in7] compute the exact — rather than
approximate — outcome of an iris comparison. Thus, a goodtipeais to use the scheme in Figto perform an
initial selection of relevant biometric samples, usingr@gholdi’ > ¢, in order to compensate for the error. The final
matching on selected samples can then be done, in a privasgiping manner, using the protocol ifj.[

6 Privacy-Preserving Multimedia File Similarity

Amid widespread availability of digital cameras, digitaldio recorders, and media-enabled smartphones, users
generate a staggering amountrofiltimediacontent. As a result, secure online storage (and managpuofdatge
volumes of multimedia data becomes increasingly desiraBlecording to 7], YouTube received more than 13
million hours of video in 2010, and 48 hours of new contentgi®adedevery minutgi.e., 8 years of video each
day). Similarly, Flickr users upload about 60 photos evegosd.

Such an enormous amount of multimedia data prevents maouo#émt curation — e.g., manualigggingall up-
loaded content to allow textual searches. For this reasoredent years research has focused on automated tools
for feature extraction and analysis on multimedia conténprominent example is Content-Based Image Retrieval
(CBIR) [49]. It allows automatic extraction of features from an imagejdeo, an audio file or any other multimedia
content. These features can then be compared across uiffées, establishing for exampleow similartwo doc-
uments are. There are several available techniques toingplieCBIR, including search techniques based on color
histograms $0], bin similarity coefficients 40], texture for image characterizatioB7], shape featuresi[/], edge
directions R6], and matching of shape components such as corners, lingesgg or circular arcsLf].

In this section we design a generic privacy-preservingtgre for comparing multimedia documents by compar-
ing their features. Our technique is based on Jaccard anda&sim, and is oblivious to the specific type of features used
to perform comparison.We implement a small prototype, Whie use to evaluate the performance of our approach.

Prior Work.  Motivated by the potential sensitivity of multimedia dats research community has begun to develop

mechanisms for secure signal processing. For instandeatin 0] are the first to investigate secure signal process-
ing related to multimedia documents. Then, the work3g, B6] introduces two protocols to search over encrypted

multimedia databases. Specifically, it extracts 256 visealures from each image. Then, files are encrypted in a
distance-preserving fashion, so that encrypted featuede directly compared for similarity evaluation. Sinitiar
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is computed using the Jaccard index between the visualrésatd searched image and those of images in a database.
However, the security of the scheme relies on order-presgencryption (used to mask frequencies of recurring
visual features), which is known to provide only a limiteddeof security B].

Our Approach. We use the Jaccard index to assess the similarity of multarfédes. As showed in Sectio®, we
can do so, in a privacy-preserving way, using protocol in Eigdur Privacy-preserving evaluation of multimedia file
similarity protocol is presented in Fi§. We denote a multimedia file owned Wice asF 4, and a file owned by Bob
asFp.;.

Alice (Fa) Bob (Fz::)

A < Extrac(F4) B; < Extrac{ F'g;)

{ j

|AN B;i| + PSI-CAA, B))

Output Similarity as J(A, B;) = AT ||§|ﬂ B|LJ1 AB]

Figure 8: Privacy-preserving evaluation of multimedia file simitgri

Our approach is independent of the underlying feature etxéraalgorithm, even though protocol accuracy natu-
rally relies on the quality of the feature extraction pha®ace features have been extracted, our privacy-preserving
protocols only reveal their similarity, thus, without dissing the features themselves. As an example, we instantia
our techniques for privacy-preserviimgagesimilarity. Our approach for feature extraction is based3#j, since its
accuracy is reasonable enough for real-world use, usimy tidtograms in the color space of Hue, Saturation and
Value (HSV). Thus, our scheme achieves the same accura@g|ofri terms of precision and recall.

Once again, to obtain improved efficiency, similarity candpproximated using MinHash techniques, as per
protocol in Fig.9. In this case, protocol performance and accuracy depenasoMinHash parametér.

Alice (Fa) Bob (F:;)
A < Extrac(Fa) B; < Extrac(Fg:;)
hi(A) < MinHash(A) hi (B;) + MinHash B;)

[P (A) N hy(Bi)|
PSI-CA(hi(A), hi(Bi))

Output Similarity Approximation as : sim(A, B;) = w

Figure 9: Privacy-preservingpproximatiorof multimedia file similarity.

Performance Evaluation. We test our technique with the same dataset used6ly {.e., 1000 images from the
standard Corel dataset. We extract 256 features from eagyeijor a total of 256,000 features for the whole database.
We envision a userlice, willing to assess similarity of an image against an imagelukese, held bBob. We run
our protocol for privately computing the Jaccard index (8EX rows in Table3) and for estimated similarity, using
MinHash withk = 100 (“Approximate” row). Table3 summarizes our experiments. All tests are run on a singé Int
Xeon E5420 core running at 2.50GHz and show that privacyeptioin is attainable at a very limited cost.

Remark that a thorough performance comparison betweerrotagol and related work is out of the scope of this
paper, since the main effort of prior work has been achieligy accuracy in similarity detection, rather improving
efficiency. Thus, we defer it to future work. Nonethelesg #uthors of 36] report that the running time of their
protocol is in the order of 1 second per image, on a hardwargeaoable to our testbed (a dual-core 3GHz PC with
4GB of RAM). Therefore, it is safe to assume that our protdoolprivacy-preserving multimedia file similarity is
about one order of magnitude faster than available teclesicgven without considering pre-computation.

14



Offline Online
Bob Exact 0.13 ms + 33.28 ms/recond33.28 ms/record
Approximate| 0.13 ms + 13 ms/record 13 ms/rec
Alice Exact 66.69 ms 33.28 ms/record
Approximate 26.13 ms 13 ms/record

Table 3: Computation cost of our multimedia documents similaritgtpcol.

7 Faster and Size-Hiding (Approximated) PSI-CA

Privacy-preserving computation of set intersection aality has been investigated quite extensively by the re-
search communityl[7, 21, 32, 54], motivated by several interesting applications, inchgdi privacy-preserving au-
thentication and key exchange protocdk fata and association rule mining4], genomic applications], health-
care B2, policy-based information sharind 7], anonymous routingg8], and — as argued by this paper — sample set
similarity.

In many of the application scenarios, however, it may be ghdo obtain an estimation, rather than the exact
measure, of set intersection cardinality. For instanceSI-CA is used to privately quantify the number of common
social-network friends (e.g., to assess profile similafiBg], then one may want to trade off a bounded accuracy loss
with a significant improvement in protocol overhead (andwitt sacrificing the level of attained privacy protection).
Clearly, such an improved construction is particularlyegdpg whenever participants’ input sets are very large.

Using MinHash techniques, we can construct a protocol fmapy-preserving estimation of set intersection car-
dinality with (constant) computation and communicatiomgdexities, that only depend on the MinHash parameter
—i.e.,O(k). Proposed construction is illustrated in Fig). While we tolerate a bounded accuracy loss depending
on MinHash'’s parametek, i.e., O(1/v/k), observe that our protocol achieves the same, provablyreeprivacy
guarantees as if we ran PSI-CA on whole sets.

Privacy-preserving approximation of |[A N B|
Run by Alice and Bob, on input, resp., A and B
1. Alice andBob compute{(a;, 1) }r_; and{(b;,7)}*_,, resp., using multi-hash
MinHash wheren; £ h". (A) andb; £ 1", (B)
. Alice andBob execute PSI-CA on input, resg{(a:, ) }i=1, k) and({(bi, 1) };—1, k)
. Alice learnss = [{(a;, ) }r_y N {(bs, i)}y ]
. Bob sendsw to Alice

5. Alice outputss - (v + w)/(1 + 6)

A WD

Figure 10: Our technique for Approximated Private Set Intersectiord@eality.

Size-Hiding. Another factor motivating the use of MinHash techniquesHA8i-CA is related to input size secrecy.
Available PSI-CA protocols always disclose, from the exiy at least an upper bound on input set sizes. Whereas,
protocol in Fig.10 conceals — unconditionally Alice’s set size, thus, achievirgize-HidingPrivate Set Intersection
Cardinality. With this protocolAlice andBob do not need to disclosgd| and |B|. Rather, public protocol input
includesk, which isindependent from A| and | B|. Because secure PSI-CA, used as building block for the pobto

in Fig. 10, does not leak information about the input sets, neithelypearns information about the ratio betwelen
and| 4|, | B|. Considering recent results motivating the need for sid& features in private set operations (s&@, [

this additional feature is particularly valuable.

Note: While we leave as part of future work a thorough experimegm¢alormance evaluation, observe that PSI-CA
and the approximated and size-hiding protocol (using Msttare essentially the same protocols. The latter runs
on smaller, constant-size input)( since the protocols have linear complexities, it is gingiorward to assess the
performance spread.
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8 Conclusion

This paper introduced the first efficient construction fawgey-preserving evaluation of sample set similarity,
relying on the Jaccard index measure. We also presentedieierg@frandomized protocol that approximates, with
bounded error, this similarity index. Our techniques anmeege and practical enough to be used as a basic building
block for a wide array of different privacy-preserving faiooalities, including document and multimedia file simi-
larity, biometric matching, genomic testing, similarity social profiles, and so on. Experimental analyses support
our efficiency claims and demonstrate improvements over pesults. As part of future work, we plan to study
privacy-preserving computation of other similarity me@sy as well as to further investigate additional applisati
and extensions.
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A Additional Details on MinHash Techniques

Single-Hash MinHashes. Besides the multiple-hash technique presented in Se2tiamother approach for approx-

imating the Jaccard index using MinHash employs a singlh hazction. In this case, rather than selecting one value

per hash function, one selects thealues from setd that hash the to smallest integers. Specificallyz[et be a hash

function, andk a fixed parameter; for any st defineh; (S) C S as the set of the pre-images of themallest hash

values of elements &f. Consider:

| (7 (hie(4) U hi(B))) N (hie(A) N hie(B))]
3

| (hie(A) U by (B)))|
It holds thatsim(A, B) is an unbiased estimate of the Jaccard indexdaind B. Again, by standard Chernoff
bounds 2], the expected error i©(1/Vk).

sim(A, B) =

MinHash Instantiations. In order to implement the MinHash schemes described in thigep the hash function
should be defined by a random permutation over thedset B. Assumingm = |A U B|, then one would need
Q(mlogm) bits to specify a truly random permutation, thus, yieldimgirefeasible overhead even for small values
of m. Broder, et al. 10] point out that one can obviate to this problem by udiig-wise Independent Permutation
(MWIP) families rather than random permutations. Using NP&/Ifor any subset of the domain, any elementis equally
likely to be the minimum, but the number of bits to specifylsagpermutation is showed to be still be relatively large,
i.e.,Q(m). In practice, however, one can allow certain relaxatiomsthis end, 10] introducesapproximateMWIPs,

by accepting a small errar The authors require all items in a seto have only a (almost equal) chance to become
the minimum element ofi’s image under the permutation. Thus, for any approximatelRWnplemented using

B (+) as defined above, for an expected relative esrirholds:

min

W (qy_gq L] &
Pr () =] - 1 ‘ =79

A class of permutations often used in practice is one baséidear transformationsit is assumed that the universe
is Z,, for some primep and the family of permutation is constructed using a hashtfon computed a&(z) = az +b
mod p, where(a, b) € (Z;,Z,). Such a linear transformations are easy to represent aogeaffy calculable.

B Flaw in Private Document Similarity in [ 28]

In this section, we show that the protocol Bf] is not privacy-preserving (even in semi-honest model)falt,
Bob, in order to participate in the protocol, must disclose hidbgl space of tri-grams. Given this informatid¥ice
can efficiently check whether a word, e.g:, appears irBob’s document collection. Indeedlice computesw’s
tri-gram based representation, then she checks whethaudiltri-grams appear Bob’s public global space. If so,
Alice learns thatv appears in a document held Bpb with some non-zero probability. Technically, this probipi
is not 1 becausdlice could have dalse positivei.e. w may not be inBob’s documents even though's trigrams
are inBob’s public global space. On the other hand, if at least one®tikgrams ofw is not inBob’s public global
spaceAlice learns thaBob’s documents do not contain. This, obviously, violates privacy requirements.Alfice
andBob include punctation and spaces in their tri-grams represient of their documents, the probability faflse
positivebecomes negligible. We do not exploit “relations” betweensecutive meaningful words in the sentence,
which could potentially (further) aggravate informati@akage abouBob’s documents.

We now show yet another attack that létce learn even more, since the N-grams representatiohedsloc-
ument’s structure. From the global space of tri-grafss we can construct a directed graptiV, F) representing
relations between tri-grams Bob’s document collection. Any path in such a graph will lead téual fragment
contained in some document held Byb. A vertex in the graph represents a tri-gram; whereas, aa bdtyveen two
vertices implies that the two corresponding tri-grams anmesecutive tri-grams in a word. Given a trigrame GS,
with z( we denote the-th letter inz. The directed grapli(V, E) is constructed as follows. The vertex set is
V ={V, |z € GS} and the edge set B = {(V,,,V,) | 2 = yM A 20 =4y ApathV,,,...,V,, inG,wil
correspond to the string{" (2" 2 ... 2{3) . Such a string (or some of its substring) appears in somerdents
in Bob’s collection. By using algorithms based on Deep First Sewisit of a graph, a vocabulary, and syntactic rules,
we could extract large document’s chunks. We did not exdiantber other techniques to extract “information” from
the global space of tri-grams as we consider them to be otedadtope of this paper.
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