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. ABSTRACT based testing—which is inherently a trial-and-error pesee
is routinely used to ‘establish’ the correctness of netwark
protocols, software, and hardware. With exponential numbe
of possibilities, exhaustive testing is almost always isgible

§hd thus subtle bugs remain unchecked and undetected un-

designed to handle the users and applications it hosts t0day o manifest themselves at invariably inopportuneetm
The lack of formalization of the Internet architecture mean where the consequences of bugs in the wild can be drastic

limited abstractions and modularity, especially for thetcol : : ; -
and management planes, thus reyquiri?wg foryevery new ne gl [8]. Such a Iac_k of ngor 1s totally una.ccept.able In most
’ her mature engineering or manufacturing fields, and the

isgﬁiv(\el dplrnotteor(r::()alt glrjélﬁig(c);mrzcrrei[;:sr:éryzf;e]d att('ze?nn ﬁén;tv;?ldy networking community is increasingly realizing the need fo
e y ; etter tools and techniques for verification and testingngys

verification, and an Internet culture where expediency ang, .. nethods will allow us to not only verify the propegie

pragmatism are favored over formal correctness. Fortbnate of protocols and systems, but also will help us deepen our

recent work in the space of clean slate Internet design— ;
especially, the software defined networking (SDN) paraeigm conceptual understanding of large classes of protocols.

offers the Internet community another chance to develop the 2 Standard te_<|:_hn|qll13e to managedcomglelxn_y in conr}r;)uter
right kind of architecture and abstractions. This has asiotd Sﬁ’ St?mi 'Sf to lét' |ze|z a Ztract!?ns an m? l;]quty. rf‘pa" r

a great resurgence in interest of applying formal methods tg)le acﬁ 0 ? evelope _tvenflcatlc;nl tol()) -tC atl_n, the Intérne
specification, verification, and synthesis of networkingtp+ ?sohsu ers lrorln a pal#?'%’ r? ulse(zju abstrac |Ion_s, esfﬂjgti;?
cols and applications. In this paper, we present a selfasopd  © (e control plane, which has led to accumulation o et
tutorial of the formidable amount of work that has been done>29 of protocols” (documented in more than 7000 RFQ!) [4].

in formal methods, and present a survey of its applications t 'S IS In contrast with other fields of computer science:,e.g
networking. the software industry has matured to incorporate a hieyarch

of abstractions designed to simplify the task of prograngmin
while ensuring correctness—e.g., in software developntleat
[I. INTRODUCTION high-level end-to-end requirements are separated froriotire

The networking industry in a way is a victim of its own level machine code by various abstractions such as algusith

popularity. Internet, which began as a research experimergf}r()gralmmlng languages, compilers, tracers and debuggers,

in the late 1960s. became popular before many aspects atic analysis tools, etc. The lack of abstractions hagtesbs
' ' popu Yy aspe an unwieldy complex Internet architecture, with under-

Internet’s design could be formally contemplated and desig ., , o . :
. ped underlying principles and theoretical fouratetd]
[1]. The overwhelming success of the Internet led to the neeﬁ,lalt is totally ill-suited to the kind of dependence that is

of rapid innovations in applications and protocols. This ha
helped develop a culture that values engineering judgmen
heuristics, and running cdienore than it values sound engi-
neering and rigorous verification. Unfortunately, the adipet
rapid innovations resulting from this approach has reduilte

a hit-and-trial hacking based software development caltlr
contrast to well-honed verification and testing tools alzlé
for other fields such as ASIC hardware design, large-scal
software systems, the networking industry has a very pisimit
testing tool-chain. The lack of rigor in networking indystr
on the other hand, can be observed by the fact that simulati

Despite its great importance, modern network infrastmectu

?xpected of the modern Internet.
" Formal methods—computer techniques based on mathe-
matical logic—are poised to play a central role in future
networking as the research community increasingly coragerg
towards a firm realization that traditional informal metkod
are grossly inadequate fapecification analysisand valida-
gon of networking protocols [5]. Formal methods have been
extensively applied to theverification of hardware design
[6], communication protocols [7] [8] (e.g., routing protis
OLSIBJ), secure software systems [10], engineering systerk [1
programming languages [12], network simulations| [13]géar
1The ethos of the Internet research is reflected in the famawsecof software programs [14], etc. . L
David Clark: “We reject: kings, presidents and voting. Wdidwe in: rough Unfortunately, there has been an impression in the network-
consensus and running code”. ing community that formal methods do not return benefits



http://arxiv.org/abs/1311.4303v1

commensurate with the effort to use them. Vint Cerf hasbroad understanding of formal methods and techniques and
written that “Formal methods have not yielded results com{earn about their applications in the context of networking
mensurate with the effort to use them. They are overblownThis paper attempts to fill this void, and will be valuable to
verbose, hard to use, hard to understarid.” [15]. This @itic networking researchers who wish to exploit the large amotint
has unfortunately resulted from the lack of appreciation ofwork done in the formal methods community to build reliable
advances in formal verification and sometimes due to poofuture networks whose correctness is formally verifiable.
communication between the formal verification community The remainder of this paper is organized as follows. The
and the networking community. It is imperative in today’s necessary background on logic is provided in secfioh Ill.
world, and it will become increasingly important in the ftdy  Various tools for specification are described in secfion IV.
to move away from manual error-prone methods of verificatiorDifferent methods for formal verification, such as model
and automate as much of the verification tasks as wel[can [16thecking, theorem proving, static analysis, etc., are riesat
Formal methods are still useful even if they do not meet then section[¥. The role played by ideas in programming
utopian “gold standards” of complete automation and coteple languages is introduced in sectibn] VI. Various application
generality of mathematical proofs—in particular, intdhee  of formal methods to networking is surveyed in secfion] VII.
theorem proving, abstracted models, and light-weight puth Various open issues and future works are identified in sectio
are highly suited to certain niche application$ [5]. Advwesc [VIII] Finally, this paper is concluded in sectignliX.

in modern technology has fortunately facilitated develepm

of many automatic and semi-automatic tools that can be |||]. L ocic—THE FOUNDATION OF EORMAL METHODS
conveniently used by practitioners with limited speciadiz

background knowledge of formal methods. Logic is the branch of knowledge that focuses on system-

izing truth, reasoning, and inference. Studied by germmati

W'tr; th? mcrlt_aasm%ly central role ntletwo;kst playm|1n all of philosophers (Socrates, Plato, Aristotle, Kant, etmyic
aspects of our lives (business, personal, entertainmes), e has a rich ancient tradition in philosophy [24]. Logic was

the correct functioning of networking protocols and system developed in ancient Greece as a device for systematizing

has never been more important. In recent times, there hadseductiorthrough which true statements, @vnclusionscould

been significant interest in the application of formal meiho be derived frompremises—statements that ar@ssumedo be
to networking [17], not only due to the importance of this orrect. Although, utilized in mathematics at least sincelid

subject, but also due to the possibilities created by recenb3ny ) “the incorporation of logic into a mathematical
archltectural developmentg in the netvyorkmg communiy. | framework has occurred mostly in the last two centuries [25]
particular, the software defined networking (SDN) archite®, ;01 the efforts of Frege, Peano, and Russell to axiamati
which proposes splitting of the control/ data planes and th athematics. In the field of computer science, logic has been

management of multiple data planes through a centralize ferred to as the “the calculus of computer scieBd26]

lc_l?ntfrollr?r to allcl><w protgrar?(_mmg the f!gltWOF K fm a ?ofmre- to highlight its pivotal, and indeed “unusually effectivi27],
Ike fashion, makes networking acCessIble via formal Meso - 56 iy the fields of formal methods [28], artificial intelégce

This has accentuated the networkin_g communjty’s interest '[29], and theoretical computer sciencel[30]. Formal meshod
applying formal methods to networking [18]. With the use OfWhich utilize logic for modeling and reasoning about conaput

}‘orrl?al mte;[hods:n nfetwortlﬂng,the f'teld ?f ?et(\jN(r)]rkverlf_l;x_:mtlt_ systems, have been extensively for formal verification of
00KS S€t 1o evolve Trom the current Set of ad-noc veriticatio computer systems (both hardware and software) [28].

tools and emerge as an engineering discipline. What is logicism:As per Aristotle’s definition, logic is
Cor_1tr|but|ons_ of this V\_/orkln this paper, we provide a sel- new and necessary reasoningew since we learn what we

contained tutorial covering the vast amount of work that ha§jid not know, andnecessarybecause the conclusions are

beetr;1 done |n|_th(te_ area oft;]orrr(;al m‘?thof‘s V‘;'th ell(_speclljal fotcuﬁ‘uescapable. Leibniz dreamed of such a mechanical system of

?hn elr tagp 'Cgtkon? tlﬂ eb_ont1a|n é) networ Ing£ fue ?(reasoning which he calledalculus ratiocitinatorto calculate

the great trﬁaf. Ido € su Ject, han vtas bamoun 0 hwor_ Hew and necessary conclusions from facts described in a logi

In associate ![e S, Wt?w <I:anno ope .é’ e Cotmpn?vhens'\llceal symbolic language, which Leibniz calletharacteristica

In Every respect—nonetneless, We provide an extensive, Sel, iy ersalis Frege devised a set-based logical language for

contained, description of application of formal methodséd- o\ e10ning Mathematics on a solid footing. Frege (18485)92
working with an adequate background on logic, programming.,, -eived of an ambitious project, callédgicism which

languages, automatic venﬂcaﬁpon,ﬁetc. Ih's. work is defer ey ot deducing mathematics (more specifically, set yheor
from existing surveys|[19]L[20][121]L[22] in its exclusive . mper theory, and analysis) from laws of logic|[31]. This
focus on application of formal methods to networking and roject after Frege was taken up most notably by Russehigalo

|nctorpokrat|0E_tof tneV\I/ (;cren(ljs that thave imergtgr?d &N'th | reCeMith Whitehead, who embarked on an ambitious project to put
network architectural developments (such as the deve OPME A thematics on firm foundations. The use of symbolic nota-

of the SDN networking architecture). The emergence of SDNtion, an integral component of Russell's attempt to forzeli

_an?hother I'fecte_”t mfn;)vanolns, Qﬁvg s?urref[j a iwgeztg m(t)eremathematics, allowed rapid progress and allowed emphasis 0
in the application of formal methods to networking [23]. U the structure and the form of reasoning.

paper is timely since, despite the recent focus and intémest
our subject area, there does not exist a unified SUrvey paperzin a metaphorical reference to the central place calculoapies in natural
that a networking researcher can use to develop a high-levetiences.




et y ') . TABLE I. TRUTH-TABLE OF TRUTH-FUNCTIONAL CONNECTIVES.
The ‘failure’ of logicism: It was discovered by Russell

that a logical language based on naive set theory—which

a B anNB aVB a—=B a&<pB a8
defined sets to be a collection of objects and allowed sets E— T T T T F F
to contain sets (including possibly itself) as elementsaido T F F T F F F T
not be used as the foundation of all mathematics because it E ; E ; 1 ﬁ $ $

suffered from paradoxes. Russell showed the following EBmp
example, known as Russell's paradox, to illustrate thisesdo
the setS of all sets that do not contain itself contain the
set S itself? This riddle exposed that naive set theory is no
sufficient to act as a foundation of mathematics leading t
axiomatized set theory and various typed set theory to de
with the self-referential that created the Russell's paxadn th i kin o Bool bl =
mathematics, the standard form of axiomatic set theoryes thI € propositions are akin , to boolean variables, pYOM'
ogic is also known as Boolean logic [29]. Propositionalitog

Zermelo-Franenkel set theory with the axiom of choice (ZFC).S important for two main reasons. Firstlv. it is fundamésta
which acts as the most common foundation of mathematic%m oEtant for computer systems éince ity’is the theor byehind
Eventually, Fregian logic also had to be restricted—intatvh P P Y Y

is now known as first-order logic—to deal with Russell's 919ital circuits. It is also important since more complegils
paradox, and this restricted logic was incorporated by 24F Se(csoli/cer:e?jsi::rzte_gtrig%%?bilﬁgscsng?\ p:idggii)lnog'féo?chs
theory. In 1931, Godel dealt a deathly blow to logicism when ional lodi pon prop 9 af
he proved that any axiomatic system capable of expressingI In propositional logic, new propositions are generatednfro

the laws of arithmetic iSncomplete—i.e., there will always O?r;grloﬂgmﬁg]r'g;n%ogilit?é)r:];elgt'}geﬁiikhwgcdrggﬂQreaigf
be some truth of arithmetic that cannot be proved using th% 9 prop 9Ic, P

axioms of the system. While logicism ‘failed’ in its aim ﬁ),r:heanddc_)pera}or(\),theg)opergtot:(/_%% theif, or_imlplies,
: , o : L or the conditionaloperator ), and theiff, or equivalence,

of deducing arithmetic from the axioms of logic, it was ; -

instrumental in establishing the limits of computation asfd or the biconditional operator ). Although, the Boolean

“formal reasoning”. It helped identify the limits of compation propositional operators have intuitive an_alogues in radtian- _
and of axiomatized logic systems guage, they are defined formally. Sometimes, the matheahatic

terminology has a direct analogue with our intuition: ethe
_ . Boolean operatoand is an operator that is defined to give
A. Components of logical reasoning a true value if and only if applied to two expressions whose
In modern terms, every logic-based language is definedalues are true [25]. At other times, the mathematical teatri
in terms of three components: syntax, semantics, and proafgy may extend our intuitive interpretation: e.g., mathtcah
theory. Thesyntaxof a language specifies all the componentsusage of the implication logical connective extends theaiiive
that can be part of a well-formed formulae. The purposeconcept of implication by divorcing the concept of caugalit
of standardizing a syntax is to aid in understanding, comfrom implication [33]. Similarly, the Boolean operatar,
municating, and reasoning. Theemanticsof a language, when applied to two expressions, has the intuitive analogue
informally speaking, deals with the “meaning” of the forme]  of inclusive or i.e., any one or both expressions are true. It is
or sentence, formatted according to the language’s syntaimportant to stress that these operators are formally difine
In logic, the semantics of a language specifies the truth othrough a truth table, and these operators may not exactly
a formulae with respect to each possible wofld]| [29]. As anmatch our everyday understanding of these words. The truth
example,x + y = 2 is true whenx andy are both equal to 1 tables of the logical connectives used in propositionaldog
but false in a world where: andy are both equal to 2. More can be seen in tablé .
formally, the term ‘model'—which is used in the name of a Propositional logic formulae:The formulae of a formal
technique known as “model checking” that we shall see latetanguage built on propositional logic are expressions tlaat
in sectiol V-A—is used in logic in place of “possible world”. be recursively built from propositional variables by using
The meaning of a statement! is a model ofa (commonly  connectives. There are four important concepts that agply t
depicted asM [ «, and read as\ modelsa) is that the formulae. Two of these concepts are importarapertiesof
formulaeq is true in situation represented by model. The a formulae:i) being a tautologyii) being a contradiction,
concept oflogical entailmentis similar: we can denote in while the remaining two concepts refer telations between
notationa = 3, i.e., the formulaex entails the formulag if formulae: iii) tautological implication, andv) tautological
and only if every model in whicl is true, g is true as well.  equivalence.

and developed further by the Stoics and eventually by Leibni
ropositional logic differs from syllogistic logic, proped by

@ristotle, in that it focuses on propositions which are deat
Ive sentences that can only take valueJfe or False Since

In other words, logical entailment |= 8 implies that if« is There are two fundamental concepts that deal with formulae
true, 5 must also be true. Lastlyroof theoryis concerned of all logics:i) satisfiability—is this formulaevertrue? andi)
with manipulating formulae according to certain rules. validity—is this formula always true? It may be noted that the
satisfiability problem is very general, indeed various catep
B. Propositional Logic science problems can be reduced to a satisfiability fornoulat
Propositional logic, also called propositional calculusen- 3L eibniz is also credited for being the developer of symbtdigic, along

tential logic, was developed into a formal logic by Chrysipp with his more famous contributions towards developmentatfidus



Determining the satisfiability of sentences in propos#ion D. First-Order Logic

logic was the first problem that was proved toNe-complete ] ] ] ] ]

[29]. Similarly, determining the validity of logic formudsis an Predicate logic can be categorized into various orders de-
extremely important problem. Another important problemtth Pending on how the quantifiers are used in predicate logic. In

equivalence checking. (such as switches, routers, users, etc.), relations (fasam,

happens after, etc.), functions (one more than, next hop of,
etc.), and quantifiers through which facts can be expressed
about some or all the objects in the universel [29]. In first-
order logic, quantifiers can range over individuals, whefiea
second-order logic, the quantifiers can also range over sets
or relations. Higher-order logic can also be defined, with

Traditionally, propositional logic has been regarded a@gs-un
teresting due to several limitations. While propositiolugjic
is trivially decidable in theory, the propositional satdflity
(SAT) problem is the canonic&lP-complete problem which
makes it intractable in practice. Fortunately, most pcatti

propositional SAT problems can be solved efficiently in prac ; ; . . .
tice. There has been a remarkable upsurge of interest frder logic being essentially the simple theory of typessti

propositional logic in the last decade or so since a divers@der predicate logic is very popular amongst mathematicia
class of problems (including scheduling, planning, protslp  2nd is the language of choice for most mathematicians [25].
can be expressed as propositional satisfiability problems. ~ While predicate logic subsumes first-order logic, secorten
logic, or infinitary logic, etc., the unqualified use of preate
logic typically refers to first-order logic. First-orderdm was
delineated by Hilbert, and then Skolem who proposed bugldin
set-theory on the basis of first-order logic. It has been show

Developed initially by Frege and Peirce, predicate logic enthat first-order logic, along with a sufficiently powerfuliam
hances propositional logic—which only allowed propositib ~ System, has sufficient expressiveness for formulatingiaiiy
symbols along with operators—with predicates, functions@ll of mathematics. First-order logic, like propositioriagic,
and quantifiable variables. Predicate logic expressioms cadS a complete system [31] (first proved by Godel in his
include:i) propositional symbolsij) predicatesiii) functions completeness theorem). There are various useful verditati
and constant symboldy) quantifiers,v) equality, and,vi) tools that are based on first-order logic including the Alloy
variables [29]. It was felt that truth-functional connees of ~ analyzer (which we will discuss later in Section V-C).
propositional logic (such asot, and, or, if, iff, etc.) alone In 1928, David Hilbert proposed thentscheidungsproblem
were not rich enough to capture the much richer logicalGerman for the ‘decision problem [34], which asked for an
structure of natural language which often uses quantif@rs, algorithm which will take a statement of a first-order logic
modifiers, such as ‘there exists’, ‘all’, ‘some’, ‘amongorily’,  as input, and answer if the statement is universally valid—
etc. This has motivated the desire to develop a richer, moree., valid in every structure satisfying the axioms—with a
nuanced, logic. To capture the modal quantification of everyyes” or a “no”. Hilbert's intent was to find a system for
day life, predicate logic, or quantificational [32] logic8R  completely axiomatizing, and formalizing, all mathematic
allows for a universal quantifiek/, meaning ‘for all', and an knowledge and proofs. In 1936, Alonzo Church and Alan
existential quantifier;] meaning ‘for some’. Predicate logic is Turing independently showed that a general solution to the
extremely important, especially for our subject topic afnfial ~ Entscheidungsproblem is impossible—thus, no mechanical,
verification of computer systems, as it is used to formalizeor algorithmic, method can prove the validity of arbitrary
the semantics of programming languages, and to specify araredicate logic statements. The Church-Turing result fier t
verify programs. Entscheidungsproblem also has significant implications fo

Propositional logic and predicate logic are also cafiempo-  the use ofautomatic theorem proving methods for software
sitional calculusand predicate calculus respectively, since Systemsin particular, we cannot write a program (written in
both of these logics, like calculus, define a set of symbol&ny common language such as Java, C, etc.) which will be
and a system of rules for manipulating those symbols [26]able to always answer the decision question: given a logical
Propositional logic and predicate logic are calculi forsmaing ~ formula ¢ in predicate logic, does= ¢ hold, yes or no?
about propositions and predicates, respectively. It ighvem- The unfortunate implication of this is that no automatic
phasizing the difference between a proposition and a paeglic  deductive verification tool can exist that will work with aay
A proposition is a statement that is either true or false—foritrary predicate logic formula instance as an input anchgisv
example, IPv4 addresses are 32 bits long tsua statement. terminate while producing a correct ‘yes'—correspondim@t
A predicate, on the other hand, is used to capture relajion(s valid input formula—or a ‘no’ answer corresponding to an
dependence on some input parameter(s)—a predicate ealuainvalid input formula [28]. This poses a fundamental, and
to true or false depending on some input parameters. In thmsurmountable, problem to the automatic theorem proving
case of aunary predicate-e.g.,z is a philosopher—the truth approach of verification, also known as automatic deductive
of the statement depends on the a solitary input variable. Foverification. Therefore, first-order logic, unlike propisnal
binary predicateshowever, the truth of a statement dependdogic is only a semi-decidable theory—i.e., there exists an
on two input variables—e.gz > y depends on the values effective method for telling if any arbitrary given formuis
of both x and y. In general, predicate logic may haweary  in the theory, but it may give either a negative answer or no
relations between objects [29]. answer at all when the formula is not in the theory.

C. Predicate Logic



E. Higher-Order Logic G. Modal Logic

A higher-order logic(HOL) is more expressive than first- ~ Modal logic is an expressive form of logic that uses
order logic as it uses some additional quantifiers along witrdditional quantifiers. Modal logic was originally deveéap
stronger semantics. Unlike first-order logic in which vates Dy philosophers to study different ‘modes of truth’—e.g.,
can not denote predicates, variables in second-order tmgic an assertion” may be false in the present world, however,
denote predicates allowing the logic to talk about itselfreno the assertion ‘possibly>’ will be true if the assertion” is
easily. There can be higher-orders beyond second-ordir log true in some alternate world [89]. Temporal logics esséptia
The main strength of HOL is that it is highly expressive, have two kinds of operators: logical operators (loaned from
and can express any mathematical theory, like multi-végiab traditional the logic framework in which temporal logic is
calculus [35] and probability [36], in its true form. The higg  used) and modal operators. The modal operators capture
expressiveness associated with higher-order logic, hewvey ~ in modal logic the intuitive notions ohecessarily, always,
tempered with the downside that model-theoretic propertiePossibly, sometimestc. The symbolsV, F, G, A, E represent
of higher-order logic are less well-behaved than those ofNext Future Globally, All andExists respectively. In typical
first-order logic. In particular, validity in higher-ordéogic ~ notational terms, the box symbol is used to represenessity

is not even semi-decidable (or anywhere in the arithmeticavhile the diamond symbol is used to represgassibility. For
hierarchy). example,Gp would mean alwayg; F'p will mean sometimes

p; op means possibly; Cp means necessarily.
Modal claims can be understood semantically in a theory
F. Hoare Logic of “possible worlds”™—an idea commonly attributed to Leibni
. , which was advanced by Saul Kripke in the late 1950s. Kripke
Hoare logic (also known ad-loyd-Hoare logicor program  aqvanced Leibniz’s conception of the actual world being one
Ioglc) is a formalism that de.fmes Iogllcal ru_Ies—ll.e., axioms«possible world” amongst other, by proposed a mathematical
and inference rules—to _pr0\{|de an axiomatic basis for yerif _theory of models (now known as Kripke models) for possible
ing computer programming [37]. The central construct used i \yor|ds, A statement is “possible” in modal logic if it is true
Hoare logic is the partial correctness s.peC|f|cat|0n in t?Tmf in at least one possible world; a statement is “necessariy” if
of aHoare tripldl: {P} C' {Q} whereP is the pre-condition, g trye in all possible worlds. We will see later that “model
@ is the post-condition, and’ is the command. Hoare logic checking” (covered in sectidi ViA) depends fundamentatly o
builds upon other conventional logic, e.g., first-ordendodor  the concept of possible worlds and utilizes Kripke models.
specifying the pre- and post-conditions.
Hoare Logic is a deductive proof system for Hoare triples )
{P} C {Q}. The partial correctness specificatipff} ¢’ {Q}  H- Temporal Logic
means that whenevér is executed in a state satisfyidg and The use of temporal logic, a special type of modal logic, for
if the the execution o€ terminates, then the terminating state formal specification and verification of computer systems wa
after C's will satisfy Q. Hoare logic deals with verification proposed by Amir Pnueli in a highly influential papér [40]
of partial correctness of a command, and termination of an 1977. In this paper, Pnueli argued that temporal logic—
program has to be separately proved to show total corrextnesa formalism for dealing with how truth values of assertions
The generality of Hoare’s approach is based on its chaiacterchange over time—is especially appropriate for describing
zation of programming constructs as transformations gésta reactive systems such as operating systems and network com-
which can universally apply to any imperative programmingmunication protocols. In a reactive system, which contnait
language construct. The underlying semantics of a prograrsequential terminating programs that essentially transfine
can be viewed a set of transformations from an initial state t input to the output and then terminate, the normal behasior i
a final state. Since a sequential program can also be engionto engage in a nonterminating computation that contingousl
as a transformational system, Hoare logic is particulanliesl  interacts with the environment. Examples of reactive sgste
to analysis and verification of sequential computer progtam include operating systems and network communication pro-
Hoare logic is a sound system (every provable formula is)truetocols. Temporal logic is especially invaluable in the field
but not a complete system (i.e., not all true statements armodel checking finite-stateoncurrentprograms([41]: Leslie
provable). More details about Hoare logic can be found inLamport, in his highly cited paper “what good is temporal
[38]. logic?”, has highlighted that the main utility of temporabic
Hoare logic, and the use of Hoare-style pre-conditionds in modeling concurrent systenis [42].
and post-conditions, is commonly used in many settings. As Temporal logic formulae differ from ordinary Boolean
an example, the Java Modeling Language (JML) defines frmula in that the temporal formulae have new modal
specification language for Java programs, following thegshes operators—which allow qualitative description of tempo-
by contract paradigm, which uses Hoare style pre-conditionral events by implicitly incorporating temporal ordering o
and post-conditions and invariants for extended statickihg. ~ events—in addition to the traditional Boolean operators—
The same style is inherited by ESC/ Java. “and”, “or”, “not”, and “implies” [43] [44]. The usage of
temporal logic has been widely adopted for use with finittest
4The Hoare triple is also known as partial correctness assest PCAand ~ Programs with algorithmic methods available that can yerif
is partially based on Floyd's intermediate assertion matho the temporal-logic properties of finite-state systems. [evthie




capacity to only include finite states may appear too lirgitin star (CTLx) logic, not as commonly used as LTL and CTL,
it turns out that a wide range of systems, especially, harelwa has been proposed as a generalization of both LTL and CTL.
systems and communication protocols, can be modeled as
finite-state programs. Some (linear) temporal logic opesat |
include G (Globally), F' (Eventually, Finally, X (Nex), and :
U (Until). For example, we may want to reason about the

Other Logics

temporal properties of a protocol in the following way: a
message is not received unless one is sent, a message t
is sent is eventually received, etc.

Temporal logic has been extensively applied to compute
systems, and is a key component of the popular model chec
ing approach (discussed in section V-A), because it caruoapt
two keys notions of computer performance. Firstly, tempora
logic can captureliveness property that some good thing will
happen in the future—i.e., the fordip, which indicates that
some proposition will be true in thiiture in the course of
the computation. Secondly, thedfety property of the form
Gp can capture the desire that globaflyis ensured which
incorporates the proposition that undesirable states evern
obtained. In addition, thefairness property is also defined
which states given certain conditions, an event will ocaur,
will fail to occur, infinitely often. The fairness propertg i
often expressed witli’p (infinitely often) andFp (eventually
always). Efficient methods exist that can work with temporal
logics. While validity in first-order logic is semi-decidalyi.e.,
it is possible that complete proof procedures will run fanev
on invalid formulas), validity/satisfiability in many teroml
logics is decidable.

Relational Logic: The logic used in the Alloy analyzer
h52] is a relational logic that combines the quantifiers of
ft-order logic with the operators of the relational célisu
Relational logic extends first-order logic by incorporgtin
fransitive closure allowing greater expressiveness Siinse
rder logic is undecidable, the focus of the Alloy analyzer
is in model findingrather that exhaustive model checking—
in particular, not finding a model does not preclude a model
in a larger scope. Most tools for relational notation, other
than Alloy analyzer, e.g., PVS etc., focus instead on thweore
proving and are thus not fully automated. Kodkbd][53] is an
example tool that is based on the relational logic of Alloy.
The inclusion of “transitive closure” enables expressasn
(beyond that offered by first-order logic) that can be used to
encode common reachability constraints. Since the reilatio
logic of Alloy uses multi-arity relations instead of funatis
over sets, it is first-order and thus amenable to automatic
analysis due to its simplicity.

Router Logic: Feamster et all [54] proposeduting logic
to define a set of rules that can be used to determine if a
routing protocol satisfies various properties. Feamsteal.et
also utilized this logic for analyzing the behavior of BGP

There are two important subtypes of temporal logic: lineamprotocol under various conditions. Importantly, Feamsteal.
temporal logic (e.g., LTL)—where each moment in time hassuggested that in addition to analysis of existing configona,

a unique future trajectory or possible future—and branghin
temporal logic [[45] in which each moment can be split into
many different possible futuretinear temporal logic (LTL)

is a susbset of the more complex CTL that additionally allow:
branching time and quantifiers. LTL is also sometimes calle

?i]' Satisfiability of logic formulae: the SAT problem

router logic can be used to synthesize network-wide router
configurations from a high-level description.

propositional temporal logic, abbreviated PTL. LTL can use A fundamental concept that applies to all logic formulae

both propositional and first-order forms. LTL is popularked,

is the concept ofsatisfiability is this formula ever true?

in both these forms, in the specification and verification ofThe Boolean satisfiability (abbreviated as SAT) problemnis a
programs[[39]. The SPIN model checker]|[46] is based on LTLImportant proplem in theoretic computer science havmgpwlq
and has been extensively used for communication protocdRnge applications. The SAT problem can be defined as: Given

verification [47]. Computation tree logi¢CTL) is an example
of branching temporal logic that has additional path qui@ns
such asA (for all pathsV) and A (there exists a path)
that denote universal and existential quantification ov&hg
starting in a certain state. CTL is used mostly for applaagi

in hardware verification, while LTL is used mostly for appli-
cations in software verification. While CTL and LTL do have
overlapping expressiveness, each logic can express piexper
outside the domain of the other—e.g., LTL can express fagne
properties which CTL cannot, but CTL can express the so
called reset property which LTL cannot. The NuSMV model
checking tool is based on CTL. CTL is extensively used in

any arbitrary formula, find a satisfying assignment or prove
that no satisfying assignment is possible. Such an assigihme
may not always exist—in which case, we will say that the
problem is over-constrained, and the solver will reportt tha
satisfying the formula is not possible. The Boolean satisfi-
ability problem is also alternatively known as propositibn
satisfiability or simply as the satisfiability problem. ThATS
problem was the first problem shown to K@-complet&, and
many practical problems can be reduced to a SAT formulation
[55] and solved through off-the-shelf SAT solvers.

The SAT problem has applications in scheduling, automated
theorem proving, planning, model checking, software veri-

the formal verification of reactive networked systems. As arfication, synthesizing consistent network configuratiogts,

example, it is used in the recent work of Reitblatt et lal| [48]
which also uses model checking with the NuSMV[49] tool
for verification. Other works that incorporate CTL includet
ConfigChecker tool[[50], the Splendid Isolation project][51
etc. Lastly, we will mention that theomputation tree logic

5Any instance ofNP-complete problem can be transformed into an instance
of another NP-complete problem quite easily. As an example, both graph
coloring and SAT problems atdP-complete, and an instance of the former
problem (i.e., graph coloring) can easily be transformed #n instance of
the latter (i.e., SAT).



SAT solvers are thus very versatile tools useful for solvingpropositional formulas, SMT solvers can, on the other hand,
constraint satisfaction problem in a variety of settingbeT check the satisfiability of formulas in some decidable first-
SAT problem is at the very heart of the problems of designprder theory (e.g., linear arithmetic, array theory, usipteted
specification and verification of computer systeims [28] fer d functions, bit-vectors, etc.) [57]. SMT is seeing rapid gness
verse logics. The problem of formal verification fundamépnta and initial commercial use in software verification [58].

deals with the satisfiability relation expressed\ds= ¢ where . ,
; ) T ; 2) SAT/ SMT solvers:Since the SAT problem isNP-
vj\\//rl1 ellf sthSI(cjjelb(g Susey ?rtle;?tl?e:;%\lvsl a specification expressing complete, the general problem is theoretically intractalll
: P oy : ; currently known SAT solutions thus perform poorly in the
What is satisfiability mathematicallyR logic language is worst—cgse—i e., with exponentially igcreasingl;o cor)rlm'utat
composed of logical symbols with fixed interpretation (g.g. cost as the inétz;nce size increases. Fortunately, thetalik

in propositional logic, the logical connective such asv, . :
etc. are logical symbols) and other non-logical ones (such AV of the general SAT problem does not practically rule

propositional variableg, g, etc.) whose interpretations may °ut efficient solutions of special cases. There has beert grea
vary. These symbols can be combined together to foweti- advances recently in the field of formal verification based on
formed logical formulaeA formula is satisfiableif it has an the discovery that SAT solvers can SOIVe, a wide variety of
interpretation that makes it logically true. In this case, say ~ Practical SAT problems quite efficiently [56]. Modern tools
the interpretation is anode] a formula isunsatisfiableif it can solve practical industrial SAT problems having milson
does not have any model. A logical formula is valid if it is of variables and constraints in mere seco_nds. In practice,
logically true in any interpretation. Conversely, a pragosal fgggvglgpriﬁacgleirﬁﬁrr]nizeé?)lsgghds tff(\)? Sd;}\lji?q“ngew)prz,iﬂon of
formula is validif and only if its negation is unsatisfiable. ping aigor . S 9 p ,

As an example, consider a Boolean variapleThe formula thus enabling a wlde variety of application areas to benefit.
pA—p is unsatisfiable since it is not true in any interpretation— Broadly speaking, there ateo ways to use a SAT solver

in other words, it does not have any model. The formylas The.f|rs.t, and simplest way, is theager approactfor the
and —p are, on the other hand, satisfiable but not valid sinc-:—z"jlppl'c"jltlon to generate a Boolean formula for the SAT solver

they are true in some, but not all, interpretation(s). Fjnahe S0 that it may determine that the satisfiability of the foraul
formulap Vv —p is valid since it is true in all interpretations. In Alternatively, the application can use thiezy approachto

e - - reduce a problem to a series of inter-related SAT queries, in
the SAT problem, we seeksalisfying assignmerior a given which the SAT solver incrementally solves subsequent gseri

propositional formula on a set of Boolean variables whichOI icall ted based on th Its of L
assigns values to the variables such that the formula geslua ynamicaly generated based on the résulls ot previousagier
to True [59]. Much of the improvement in SAT solver performance
in recent years has been driven by several improvements
1) Variations of SAT:While we are mostly interested in to the basic DPLL algorithm such &¥ non-chronological
propositional satisfiability due to its tractability, therncept backjumping and learning conflict clausé$;optimization of
of satisfiability can be generalized to other Boolean logics constraint propagation rulesij) heuristics for picking split
in particular, the quantified Boolean formulas (QBF) proble variables (even restarting with a different split sequéning
generalizes the SAT probl@rand refers to the problem of Highly efficient data structures. A detailed account of vasi
deciding the satisfiability of quantified Boolean formulae, algorithms for solving the SAT problem is presentedlin] [60],
QBF, in which the variables can be either universally orwhereas recent advances in SAT-based formal verification
existentially quantified. The ability to utilize universahd can be viewed atf [61][62]. A comparison of propositional
existential quantifiers in arbitrary ways makes QBF considsatisfiability and the related field of constraint programgni
erably expressive than SAT. It must be noted that SAT is NPean be seen iri [59].
complete which means any NP problem can be encoded in Various SAT/ SMT tools have been proposed with rapid
SAT. Similarly, QBF isPSPACE-complete, i.e., any PSPACE progress in this field being sustained by Moore’s law and
problem can be encoded in QBF. Unfortunately, current QBFconsistent advances in algorithms, data structures, aod de
solvers do not scale, and therefore, our primary focus véll b sion heuristics[[63]. Example SAT/ SMT solver tools include
on the SAT problem and solvers. MIniSAT [64], Chaff [65], and the Z3 tool from Microsoft
The SAT problem has many interesting variations. For[66]. Due to the great generality of SAT/ SMT solvers, it is
example, the MaxSAT problem is the application of SAT remarkable that various contemporary verification toolst th
problem to optimization theory, the AIISAT problem aims differ in terms of source language, methodology, and degree
to determine all satisfying assignments, etc. Motivated byof automation, eventually fall back on these solvers for the
the success of SAT solvers, researchers have recently givgiare task of checking validity and satisfiability. With thei
significant attention to Satisfiability Modulo Theories (M  impressive generality, scalability, and maturity, SAT/ BM
In the SAT problem, the logical operatives were restricied t solvers look set to play a significant role in future formal
the conjunctive normal form (CNF) and qualifiers such as “forverification technology.
all such things”, or “there is one such thing” were not allowe

The SMT problem is considered more difficult than the SAT 3) Applications of SAT/ SMT solvers to Networkingecent
problem [56]. While SAT solvers determine the satisfiapitf ~ advances in SAT/ SMT solvers have significantly advanced the
- state of the art in formal verification, and SAT/ SMT tools

6In the SAT problem, all the variables are implicitly exigiatly quantified. ~ are routinely used in network verification projects. We pres




a few works as examples. Zhang et al. have presented gRAML), which builds upon Sobrinho’Routing algebrd[75],
approach for verifying and synthesis of firewalls using SAtla was proposed by Griffin in the “metarouting” project [76].
QBF [67]. FLOVER, a model checking system, implementedMetarouting aims at equipping network operators with the
using the Yices SMT solvel [68], verifies that the networksability to define their own routing protocols in a high-level
security policy is not violated by the aggregate of flow pekic  declarative manner using a domain-specific language cus-
instantiated within an OpenFlow network [69]. Recentlgrth  tomized for specification, verification, and implementatif
has been work in verifying the data plane through SAT solversrouting path metrics. Sobrinho’s Routing algebral [75], athi
Anteater[[70] verifies the data plane by translating coriviéggt  can be understood as generalization of shortest path gpusin
invariants into SAT problems that are checked against th@ daexpressive enough to adequately model complex policyebase
plane by a general SAT solver to return a counter exampleouting typified by ubiquitous the Border Gateway Protocol
in case of violation of invariants. NetSAT is another data(BGP) routing protocol. A key feature of the metalanguage
plane verification project that is SAT based|[71]. Some morgroposed for metarouting, which is especially relevant to
examples of the use of SAT/ SMT technology in the contextour subject topic, is that algebraic properties required fo
of networking can be seen in talilé II. guaranteeing correctness can be automatically derived.

K. Algebra and Logic IV. TOOLS FORSPECIFICATION AND MODELING

An algebra is a structure that consists of sets and opegation . e
that act on those sets. Using the tools of algebra, logica) 1heré are three important components of a verification
statements can incorporate unknowns, symbols, and formdr@mework. Firstly, since it is often cumbersome and undyiel
las. This symbolic calculus enables correct reasoning witfi® WOrk with real systems, there has to be)dramework
economy of mental effort and has led to rapid developmenfo’ modelling systemsthis typically employs adescription
in matheématical knowledge. To paraphrase Alfred Whitehead@nguageof some sort—especially, when considering hard-
symbolism facilitates understanding, and tracking ofgigons ~ Ware systems. Secondly, specification language-typically
in, reasoning almost mechanically by the eye without undud !0gic-based language—is needed for specifying the desire
taxing of the brain. Mathematical logic, or symbolic logic, Properties that are to be verified. Lastlyyerification method
improved upon the logic of Aristotle by exploiting symbolic 'S needed to establish if the system model satisfies the-speci

manipulations—or, essentially the methods of algebra. fication.

. In this section, we will study techniques for modeling
Boolean Algebra The algebra of logic was founded by.systems in sectidn TVHA and for specifying properties intisec

George Boole (1815 to 1864), and perfected by later logi : e : :
cians, to formalize the “laws of thought”. Boolean algelsa i [V-B] We will cover verification methods later in sectibd V.

essentially the ‘algebraization’ of classical propositiblogic
and the bridge between logic and algebra.

Relational AlgebraThe field of databases extensively uti- o ]
lizes ideas from relational algebra. Relational algebraofi ~_ Systems can be divided into two broad clasSeansforma-
shoot hybrid of first-order logic and of algebra of sets, estional systemsnay be modeled as black boxes that take certain
sentially deals with manipulations of relations. The folisra  input and produce a final result as output and terminate. Such
of relational algebra, proposed by E.F. Codd in the 1970sSystems can modeled in terms of their input/ output relation
can be used as a query language for relations and serves a§@mal methods developed for such transformational system
theoretical foundation of databases. include the Floyd-Hoare logic (sectidn1Ml-F), which allow

) , . i bout such systems through pre- and post-comsliti

Kleene Algebra:The study of semantics and logics of ;ena(ljs%nlng_a . . . . .

.~ X ; . pecification languages like Z (which we will cover in
tpurrq egsrivrﬁﬁ %tg'ezgi'olilse:nﬁ 3,|goe,barﬁ$’vf'ggtii;'izzscfﬁgﬁ,r%%? secuonl‘l_l:E’,). Reactive systemsn thg other hand, maintain
Kleene algebras arise in many diverse contexts: relation ;‘S?enrgg'nr?]u'g:e[)ag:tf;emtig(;hgg dez\g:%rérgeir;t, t‘zrr'g];hg??ﬁecir
ﬁgseb;)?{:n%rggqgcisngggpfgé N t?;fﬁg%%ﬁfgén}ﬂesgfﬁge ongoing behaviors. Formal meth(_)d_s proposed fpr such veacti
with tests (KAT) [72]. KAT has recently been used in the systems have to use more sophisticated techniques tham thos

o . . . : .. provided by the pre- and post-conditions in notations such
NetKat [73] project to prowde consistent reasoning pyezs as Z. In particular, label transition systems (called Keipk
about network applications in the setting of SDN.

) T _ structure) based on the concept of finite state machines ¢fFSM
Algebraic path-findingin networking context, algebra can and temporal logic have been proposed for modeling reactive

be viewed as a concise language useful for describing combiystems.

natorial problems. Researchers have applied algebraas itte In the following subsections, we will discuss various ap-

network routing through algebraic path finding methods thapoaches for modeling systems. We will cover FSMs, Kripke

exploit the fact that numerous practical network problemes a gsiryctures, binary decision diagrams (BDDs), and model ex-

in fact instances of the same abstract “algebraic path ensbl  {raction from code in sections IV-AIT_IV-A2_IV-A3, and
(e.g., a classical example of an abstract algebraic pathlero  [va7] respectively.

is shortest path routing) [74]. Routing algebra meta-laggu

A. Modeling Systems



1) Finite State MachinesThe mathematical formalism of that has been used in the study of computability and language
finite state machine (FSM), or finite state automaton, is comf81]. Finite automata constitute an important formalism in
monly used in the study of the design of computer programsheoretical computer science. It is useful for modeling a
and sequential circuit$ [¥7]. An FSM can be conceived as awide variety of systems that have finite number of states
abstract machine having finite states in which the machine ca(e.g., communication protocols, for lexical analysis asdum
be in only one state at any given time. The FSM can make&ompilers, for scanning text, for expression pattern matgh
a transition—i.e., change its state from tberrent stateto  etc.). An automaton can be envisioned as a special case of
another state when triggered by some event or condition. Moore machines in which only two outputs—ACCEPT and
given FSM is defined by its set of states, and the triggerinlREJECT—are defined. Variations on the general theme of
conditions for each transition. The “state transition mbde automata, with varying degrees of expressiveness, have bee
of FSM has been extensively used in formal verification andoroposed|[[77]: e.g., timed-automatal[82], Petri ngts [88,
serves as the basis of system modeling in “model checking'These formalisms have been adopted in the field of formal
The state transition model is amenable to mechanical autorerification: e.g., Petri nets have been commonly used for
mated verification, but suffers from the “state space expids representing concurrent network protocals|[84] while time
problem, which describes the case when the number states afitomatons have been used for verifying timing properties
the system model becomes so large that it becomes infeasibdé network protocols and real-time systems in time-aut@mat
to exhaustively explore the state-space using the availabbased model checking tools (to be discussed later in section
computational resources. V-A) such as UPPAAL[8E].

Broadly speaking, there are two kinds of FSN)sthe more
generalMealy machinesin which the output depends not
only on the system state but also on the system input,iiand

Moore machineswhich are special cases of Mealy m""Chines’structure is nothing but &beled FSM extended to incorpo-

12 ;vShll\(/l:h thde output Is dﬁczter:mlned by only tgehsystem State aie a labeling function that maps states to sets of atomic
. Is deterministic If the next state and the output are,,qjtions making it possible to specify simple proposi!
uniquely determined by the current state and input, otr&EWi o erties on the FSM. When used in conjunction with some
the FSM is non-deterministic if a given state and input cal

non-deterministically lead to one of many possible nexesta emporal operators, these propositional properties cansbd
) e X o specify properties like “from a state labelREQ the state
and outputs. Non-deterministic FSM (NFSM) can be V|eweq[ pecify prop Q

e il abeledACK will eventually be reached![86]. Kripke structure

as a generalization of deterministic FSM. can easily model diverse kinds of systems that are described
A protocol specification can be translated into a FSM modelusing formulae of first-order logic.

with each asynchronous process coded as a separate FSMkripke structures are often used to model reactive systems

extended by message queues and variables if necessary. Th@t interact with the environment in a continuous fashion

system remains finite and amenable to exhaustive search if thyithout terminating[[87]. Since such systems do not terteina

queue size and the range of variables is bounded. The systagpyt-output transformation characterization is not sigfit.

is non-deterministic in general since in each system state gstead, it is important to capture trstate of the system,

number of transitions may be simultaneously executabletd’h and how the system state changes as a result of some action.

are two important structural properties of FSMs when used t@ne way of doing this is by identifying the transition of the

represent protocol$ [78]. Firstly, the state space is spaes, gystem—which describes the system state before an action

the set of effectively reachable state is much less than thgccurs and after it occurs, respectively.

number of potentially reachable states with a ratid afi 10° More formally, Kripke structures consist of a set of states,

being typical. Secondly, the state space is tightly corewict get of transitions between states, and labels for eachsstate

.e., the states are usually reachable by mildly differeathp  gefining properties that are true in that state. A Kripkecitrze

that differ only in the qro!er in which the execution of the A over AP, representing a set of atomic propositions, is a 4-

asynchronous protocol is interleaved. tuple M = (S, So, R, L) wherei) S is thefinite set of states,
There is a well-developed theory for verification of FSMs:ii) S, is the set of initial statesii) R is the transition relation,

e.g., reachable states, and equivalence, etc., that adilyreg  andiv) L is a labeling function that labels every state with the

ploited for network verification tasks. In particular, reability  set of atomic propositions that are true in that state.

of states is very relevant in a networking context. The FSM fo

malism has been extensively used in formal verification work

for networking [48] [50] [79] [80]—in these works, the padke

2) Kripke Structure:Kripke structure is a labeled state tran-
sition graph that can adequately capture the temporal li@hav
of reactive systems. From a practical point of view, the Keip

3) Binary decision diagrams (BDDs)The concept of “bi-
nary decision diagrams” (BDDs) is quite old but was pop-

is considered as an FSM. Many network verification projecté/larized by Bryant in 1992([88] as an efficient method for
model the network as a large state machine (see description [EPresenting state transition systerns| [89]] [90]. It hasnbee
[22] and [21]). Unfortunately, the FSM verification problem Pointed out earlier that techniques like model checkingesuf

is PSPACE-complete, and therefore is computationally veryTom the problem of state explosion which is quite likely
complex. The problem, however, reduces td\fecomplete if (0 occur if the system under study is composed of com-

the FSM can be formulated as a combinational logic networkPOnents that can perform transitions in paraliel. This can
cause the system states to grow exponentially leading many

Automata Theorys a field of theoretical computer science experts to be skeptic about the ability of model checking
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to scale to large systems. Model checking owes most of itExperience with Internet protocols has shown that simple
success to the development of the data structure of BDDmformal English prose is insufficient for specifying andco
which allows efficient verification of large transition systs.  municating protocols [5]. Many of the problems that arise du
Computer science luminary Don Knuth cites BDDs as ondo informal specifications can be redressed through formal
of the most fundamental data structure development in thenethods for specification which aid not only in verification
last 25 years which allows solutions to problems previouslyand communication, but also in analysis [1]. In particular,
imagined as intractablé [90]. The BDD data structure allowsanalytical tools can analyze the formal description to emsu
concise representation of large transition systems ang eashat absence of protocol deadlock, data loss, races, hgzard
manipulation, and is therefore an important component ofind other pathological behaviors.
many logic synthesis and formal verification systems [9Q].[9 Formal specification can be used by the formal verification

Bryant also observed that reduced ordered BDDs (OBDDsprocess to verify that the desired properties are held bgyhe
are a canonical representation of Boolean functions. Tlkee ugem model. For the purpose of formal verificati@guivalence
of reduction and ordering is common in BDDs, and in fact, thecheckingcan be used to match an implementation against a full
term BDD is commonly understood to refer to reduced orderedpecification of what a program must do. However, due to the
BDDs [90]. BDDs are able to reduce the space required fosignificant overhead involved in writing a full specificatio
storing state transition systems by identifying redunéessic formal verification is often done with partial specification
through the following three rule§: merge equivalent leave§,  that describes only some desired behavior of the program.
merge isomorphic nodes, and lasiify to eliminate redundant This endeavor which contrasts with equivalence checking is
tests. known asproperty checkingMost property checking tools use

It was noted in[[9R] that the rulesets that network admiaistr either logical deductive interference or model checkingl a
tors typically write lead to small BDDs. BDD is a very popular report a counterexample when a property violation is seen.
data structure that can be used, along with efficient grapkt is worth emphasizing that correctness is not an unqudlifie
algorithms for BDDs, to significantly improve the computing concept since correctness measures the relation between tw
time and space efficiency of algorithnis [98] [50]. entities: a specification and an implementation, or a ptgper

4) Model extraction from codeOne of the hindrances in 2"d .'C;. design [1(;((.)]' Thus_f\_/enflcanon is only Ias. good as the
the popularization of formal verification is the tediousmes specification, making specification an extremely imporfztt
of the task of creating system models. A possible solutionOf verification. . . .

Broadly speakingformal specification techniquesan be

to this problem for the specific case sbftware systemé categorized into three types based on the underlying fasmal
to apply verification methods not to models of code, but to 9 yp ying

implementation code directly through some automated modézl'rsuy’ in the mathematical or language-based technigues

extraction technique. Some example efforts in this domair?g”r'g]szwty ?o%fgfgatseeggi,cdﬂlusinb?ﬁsgfﬂ-%ggg%aggcﬁsnitikesn to
include extension of the SPIN model checker for support of P p i Y que

embedded software in abstract models [94], formal verificat an existing programming language may be _extended to ingor-
of device driver code at Microsoff [95] through automatic porate the representation of a state machine and associated

predicate abstraction of C programs|[96], and CMC tool a{ules._Technlques like _extended FSMs, Petri nets, abm
Stanford that works directly with C code [97] machines fall under this category. Lastly, in teenporal logic
y = techniqueswhich are especially useful for reactive systems,

o in which the protocol is described in terms of statements

B. Formal Specification that implicitly incorporate the relative ordering of everand

In networking protocols, it is important that protocols aretheir actions. IEEE’s “property specification languageS(}
defined unambiguously. Traditionally, the specificatioogass (IEEE 1850 standard) is an example specification language
adopted by Internet Engineering Task Force (IETF) is basedooted in temporal logic that is commonly used in hardware
largely on specification through informal English prosethwi design where it is a common practice to augment design with
implementations also serving as an informal specificatiorassertions serving to specify correct behavior.
surrogate. Although in the early 1980s, various IETF stesigla  There are many standarfbrmal description languages
have been formally specified by various academics (inctydinfor protocols [19]. The Estelle language [98] and the SDL
an Estelle [[98] description of Transport Control Protocol,language [[101], specified by CCITT/ ITU, are based on a
TCP), the IETF has not embraced the use of formal descripextended state model. The LOTOS language [[102], on the
tion techniques and continues to specify protocols infélyma other hand, is based on a temporal logic model. The Z (pro-
relying primarily on the implementation as the specificatio nounced Zed) language [99] is a popular formal specification
The tendency to use the implementation as the specificatiolanguage useful for describirtgansformationalsystems such
has the drawback of not cleanly separating what is part oAs sequential programs in Hoare style using pre- and post-
the protocol and must be conformed to and what is systeraonditions. PROMELA is a specification language used for
and implementation dependent. The lack of the emphasispecifying LTL formulas that can be used for validation of
on formal specifications for Internet protocols has creaed reactivesystems with the SPIN model checker. The interested
problem where it is considered acceptable to create sadtwarreader is referred to a tutorial article [19] for more detaibout
without fully understanding the implications leading to anformal description and specification techniques such as,SDL
ad-hoc hit-and-trial based software development cult@83.[ Estelle, PROMELA, LOTOS, etc.
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V. TECHNIQUES FORFORMAL VERIFICATION this technique is applicable for finite state sys@mdthough

Various approaches have been proposed for formal verificdhis 100ks limiting, many interesting systems (e.g., haacsv
tion which include both automated and interactive techesgu devices, communication protocols, etc.) can be modeled as
We discuss model checking as an example automated meth&®MS in practice. . o
in sectiorLV-A. We will discuss theorem proving—a technique !t iS important to ensure that the term *model” in “model
that can automated for decidable logics such as propoaltionchecking” is not confused with its everyday usage of being
or first-order logic, but which works in concert with a human @n abstraction of the actual system under study. In the dase o
expert for dealing with the undecidable higher-order laagca ‘_‘model checking”, thg inventors of_th|s method were intézds
proof-assistant—in sectidm VB. In the later part of thistgen, N the model-theoretic interpretation [108] [109] of thente
we will discuss light-weight formal methods, static aniys model'—i.e., determining thatM, representing the system

and symbolic execution & simulation in sections VIC_V-D, interpreted as an automaton, is a (Kripkepdel for the
and[\ZE, respectively. temporal logic formulag representing the desired property

[107]. It should be noted that when we say tidtis a model
_ for the formula¢, we really are paraphrasing our intention
A. Model Checking of saying ‘¢, when interpreted as iM, is true’. Noting the
Developed independently in 1980’s by Clarke and Emélsondistinction between the various interpretations of moaels
[47], and by Queille and Sifakis [105], model checking can bealleviate any unnecessary confusions. To summarize, model
envisioned as an automated debugging, or exhaustive simaheckers are named such because they check whether a system,
lation and testing, technique useful for checking any priype interpreted as an automaton, is a (Kripke) model of a prgpert
violations (i.e., bugs or errord) [106]. While formal vecdiion = expressed as a temporal logic formula.
has traditionally been associated with logic-based aximma  Model checking has many benefits over deductive proof
or deductive techniques for establishing proofs of comess$, technigues which makes it preferable wherever it is applea
model checking has been the first step towards engine@tizati Some compelling benefits of model checkihg [107] inclujle:
of this field [106] [87]. it is fast compared to other rigorous methoip,it provides
The main insight of model checking is that proof diagnostic counterexampléeg) it can work well with partial
construction—a tedious and non-trivial task requiring djoo specifications/ properties;) logics can easily express various
deal of ingenuity and guidance from the user—is not necgssarconcurrency properties, and finally) it does involve any
for the case of finite state concurrent systems. In prooédhas human-guided proofs.
verification, we are interested in showilig- ¢ wherel is a Buchi automata has been used in model checking as a bridge
set of formulasepresenting the system description in a suitablebetween automata theory and temporal logic. In particular,
logic, and¢ is another formula representing the specification.Buchi automata can provide an automata-theoretic formal-
We are interested in a deductive prdof- ¢. Given a logical ization of a linear temporal logic, or LTL, formula. It was
proof system that is sound and complété; ¢ holdsiff T =¢  shown in the mid 1980s that there exists for every temporal
(semantic entailment). Semantic entailment is undec&dfdl  logic formula a Buchi automaton that accepts preciselyghos
first-order logic while model checking is decidable. In mibde runs that satisfy the formula. There are algorithms that can
checking, we are interested in showing thdt = ¢ where M mechanically convert any temporal logic formulae into the
represents a Kripke structfireor a labeled transition graph, as equivalent Buchi automaton. Typically, the property iriaats
a model of system description while the specification id stil are expressed as LTL formulas, and a negated version is
a formula (typically written in propositional temporal oy converted to Buchi automata to be used in the model checking
More specifically, the model checking problemis (from [1)07] algorithm to detect violation of the desired property.
“Let M be a Kripke structure (i.e., a state transition graph), Scalability of model checkingthe state explosion problem
¢ be a formula of temporal logic (i.e., the specification).d~in limits the application of model checking to large scale prob
all statess of M, such thatM, s = ¢ (i.e., M has property lems. Various approaches have been proposed for coping with
¢ at that states)”. As discussed earlier in sectidn IV-A2, this issue including symbolic model checking, bounded rhode
Kripke structures ardabeled FSM with the states labeled checking, and statistical model checking. These appreasatee
with a sets of atomic propositions that are true in this casecovered next.
all other unlabeled propositions are assumed false acuprdi . .
per the “closed-world” assumption. This model checking can Symbolic Model Checking:
be performed for finite state systems algorithmically, kenli The main insight of symbolic model checking is that it is
proof systems, in a push-button fashion. In model checkivey, more efficient to consider large number of states simultane-
verification procedure intelligently searches throughehéire  ously at a single step instead of traversing enumeratedyeac
state space of the design in an exhaustive fashidn [41]farsd t able states one at a time. Symbolic model checking facibtat
- S— — such a state space traversal by allowing representations of
ety ronet ) e o by o preors  Sales set and transiion refations as Boolean encodediasn
perspective) - - BDDs, or rgalated data_s_tructures. This allows handl_lng ofimu
8A Kripke structure, proposed by Saul Kripke, is a nondetaistic ~ larger designs containing hundreds of state variables][110

automaton representing a system’s behavior. Kripke strestare commonly
used in model checking for interpreting temporal logics. °Infinite state can only be analysed with abstractior [86] mtliction.
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[1171] [112]. Symbolic algorithms can thus work with the FSM  Various approaches have been proposed for building prob-
represented implicitly as a formula in quantified proposiél  abilistic model checking tools [119] [120] [1R1]. PRISM is
logic without the need of explicitly building a FSM graph. an example probabilistic model checking tool that can be
In summary, a symbolic model checking method is a modelsed for reachability analysis [122] and protocol verifimat
checking method that represents state sets symbolicgtliy, t [123]. While traditionally, establishing performance kxaion
cally using OBDDs, as opposed to an explicit enumeration ofnd correctness have been orthogonal tasks, a promising new
states. Symbolic model checking is the most commonly usedirection in formal methods research is to develop prolsitail
variant of model checking used by most industrial scale rhodemethods that can allow joint analysis of both correctnesk an
checking tools. The first symbolic model checking tool, SMV, performancel[124].
was developed by McMillan in 1992 and used BDDs to combat
the state explosion problem [113]. More recently, SMV has
been extended and reimplemented as NuSMV and NuSMV2 Model checking is not inherently well suited for verifying
[49]. software due to the asynchronous and unstructured nature
Bounded Model Checking: of software. While, the early successes of model checking
' were mainly in hardware verification, recent progress has
Symbol model checking can also be performed through SATnade model checking viable for software verification [125].
procedures[[114]. SAT procedures can operate on Booleaidopular model checking softwares include Java Pathfinder
expressions without requiring canonical forms and withtbet ~ [126], Microsoft's Slam Toolkit[[95], UC Berkeley’s BLAST
potential space explosion of BDDs. Various efficient imple-[127]. The interested reader is referred to a detailed suove
mentations are available for solving SAT problems. Boundednodel checking for software for more details [125].
model checking (BMC) uses a SAT procedure instead of BDDs
[115]. A Boolean formula is constructed that is satisfiaiffie
there is a counterexample of length By incrementing the There are a great number afiodel checking toolghat
bound k, longer counterexamples can be searched. If aftehave been devised with some popular model checkers being
some number of iterations, we may conclude that no counterexSPIN [46], NuSMV [49] and Alloy [[52]. SPIN, developed
ample exists and the specification holds. The state explosian early 1980s by Holzmann for assuring dependability in
problem is thus handled by focusing on falsification ratheant complex telephone switching systems, is a popular award-
exploring all reachable states. Incorporation of the figlsion ~ winnindJ explicit-statemodel checking tool. SPIN was the
approach into a SAT based framework in a BMC allows scalindirst model checker developed, with its initial focus beiny o
to much larger number of states. BMC technigues using théelecommunication systems and protocol verification. SPIN
falsification approach are very useful since in many prattic is now used for diverse applications from hardware verifi-
scenarios, we are more interested in finding bugs as earlyation to distributed control software used in nuclear powe
as possible in the design rather than in formally proving theplants and spacecrafts. The IEEE Futurebus cache coherence
correctness of the design. SAT-based BMC for falsificationprotocol is the first IEEE protocol whose specification was
is a very popular model checking technique in the industrydebugged successfully through model checking. NuSMV, in
As an example, safety property may be verified by increasingontrast to SPIN, is aymbolicmodel checking tool that also
the number of iterations to the bound defined by the diametencorporates features dfioundedmodel checking. NuSMV
of the FSM. The advantage of the bounded model checkingvas the first implementation of symbolic model checking
approach is that it can quickly find counterexamples due tand was developed by McMillan in 1992 [113]. NuSMV can
the depth first nature of SAT search procedures. Secondlytilize both BDD-based and SAT-based techniques. Alloy is
since the bound is increased incrementally, the approadh fin also a symbolic model checker that translates constraitds i
the counterexample of minimum length which leads to betteBoolean formulas which are then solved through an external
diagnostics. Finally, it also uses lesser space as compared SAT-solver. SPIN and NuSMV support temporal logic for
BDD-based approaches. The NuSMV?2 tdoll[49] incorporateproperty specifications with SPIN supporting propositiona
both BDD-based and SAT-based model checking. BMC caiTL and NuSMV supporting CTL. For model specification,
also be performed using SMT tools [116]. BMC tools includeSPIN uses the PROMELA language (which is inspired by
a CBMC [117] which is a bounded model checker for ANSI-C C) while NuSMV uses the SMV description language to
and C++ programs. specify finite state machines. Alloy uses first-order logic f
- L both model specification and property specification. A diedai
Statistical Model Checking: comparison of SPIN, NuSMV, and Alloy, and some other
Statistical model checking is a proposal that can allow rhodemodel checking tools, is presented [n_[128]. Popular model
checking to scale to large systems by relaxing the requinésne checking tools are listed in tadlellll, along with other ptpu
of formal correctness. The key insight is to use hypothesiéormal verification tools, for quick reference. Apart frorRI8l,
testing with a simulation based approach to deduce fronfNuSMV, and Alloy, it is worthwhile to_mention two other
some sample executions if the system under test satisfies ti@pular types of model checking tools. The PRISM tool [122]
specification([[118].

Model checking for Software:

Applications of Model Checking to Networking:

o ) 10The SPIN model checker has been awarded the ACM Softwarer8yst
Probabilistic Model Checking: Award http://www.acm.org/announcements/2801.htmil.
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is a probabilistic model checking tool, while the UPPAAL koo three key ingredients of a proof assistant. Firstly, it reed
[85] is a model checking tool based on timed-automata whichio incorporate an expressive formal language and logic—
can be used for verification of real-time systems. which is typically, but not always, a variant of higher-orde
Model checking techniques and tools have been extensivelpgic. Secondly, it needs to have support for checking moof
applied in the context of networking, and we will present aand in aiding proof construction. Lastly, it needs to have a
representative sample. Zave et al. have used model checkipgogramming language—typically a functional programming
to understand SIP_[129]. Al-Shaer et al. have used moddhnguage—that allows extending the system with new proof
checking for configuration analysis for general netwofK3] [5 procedures (e.g., decision procedures). There are vaiipus
and for SDN networks having federated OpenFlow infrastructeractive theorem provers that have been proposed ingudin
tures [80]. In [80], network routing tables are represerdsd tools that are based on first-order logic (e.g., ACILL2 [134],
BDDs and reachability predicates are computed using modeVicrosoft’s Z3 tool [66]—which uses many-sorted first-orde
checking. In other works for OpenFlow networks, Caninilogic, etc.) and others that are based on higher-order (@gic,
et al. present the model checking based NICE platform foisabelle [135], HOL[[136], PVS [137], Coq [1B8], etc.).
verification [130], and Son et al. present a model checking Applications to networkinaTheorem orovers have man
based security invariant property checker![69]. Most of the bpiiC ; : g: prover y
model checking work has focused on verifying safety Iorop_appllcatlons in networking research. As specific examples,

erty since verifying liveness property entails computing a will discuss three theorem proving tools that are popularly
y 9 property PUlNG 2\ seq in networking research. The Coq tool, which incorpo-

infinite long trace of states in which the desired property is . . L :
; L . ates higher-order logic along with richly-typed functédn
never reached with heuristics-based MaceMC being a notab rogramming language, defines a system for manipulating and

exception[131]. A summary of various applications of mOdeImechanical verification of formal mathematical proofs by-ma

Fnhfgl;lglglltechnlques in the context of networking is pres@nt chines [138]. Coq also supports extracting certified pnogra
' to popular functional languages like OCaml, Haskell, etee T
Coq tool has been used for verifying the network controler i

B. Theorem Provers SDN environments [139] and for ensuring per-packet and per-

In the theorem proving paradigm of formal verification, thefIOW consistency of network updatds 148]. The Z3 tool from

relationship i{mplication or equivalencg between the specifi- '\ﬁg?;?‘ﬁ’ \:g:/'g? 3:23 ?npcrﬁgﬁhosszm\ﬁgr?éf{iﬁnog‘%pgﬁ and
cation and the implementation is considered as a proof goa P y 9, y

which is verified using a computer-based tool called a thaore verification projects/[66]. Finally, the Isabelle/HOL tirem

prover. The dream of having automated theorem provers is %rc;y er ha.?. been uselg for netw%rlk verlflcalno.n ahr)d the %GP
long-standing dream of many an ambitious scientists agarti policy verification [13] is a notable example in this regar

from Leibniz, to Peano and Hilbert [132]. Herbrand in 1930 Besides the functional verification, theorem provers have

provided a mechanical method for proving theorems but duglsﬂiggggngsggggg tgr? Iﬁgﬁl Egggzjn:mge iir}glryn?l;(;;s?g;{wor
to lack of appropriate computing facilities the method was PP 9 9

difficult to apply. In 1936 Church and Turing showed thatggl%ag(lg?/ntr;gg% t[ﬁ::s’] rzngr(';/lﬁwrsz\éeCtT:iemoer%)A;(r)r]lér?gem:imglo_
it is impossible to devise a generic method of verifying theOf the Sto p—and-Wait r%tocol [141] scrr\)edulin al orithr%/
validity of first-order logic. First-order logic is said toeb of Wirelessl? sensor neework'“ [1~42] ’the memo? cgntention
semi-decidable in that methods exist for verifying vajidif a roblem in multiorocessor SJStheITIS ’[’L43] and thg Uantiati
formula if it is indeed valid, however, such methods will eev P vsis of inf P tion fl y tworl 144 q
terminate in general for invalid formulae. This has definesl t analysis of information flow in a network [TH4].
limits of automatic theorem proving. In the 1960s, Herbrand _ )
method was implemented on a digital computer, followedC- Light-weight Formal Methods
by an even more efficient Davis-Putnam-Logemann-Loveland “Full-blown” formal methods, such as model checkers and
(DPLL) algorithm [133]. The resolution principle, propase proof systems, have some limitations due to which there is
by Robinson in 1965, has been a major step forward. Thinterest in alternative “light-weight” formal methods 34
DPLL algorithm is important for many applications includin Proof systems, like theorem provers, have the deficiendy tha
automated theorem proving and satisfiability modulo the=ori they cannot be fully automated due to fundamental limits
(SMT). The DPLL algorithm is used to solve the CNF- of computation. Model checkers, on the other hand, are not
SAT problem—i.e., determine the satisfiability of propimsial  inherently suited to software systems due to the state siqulo
logic formulae in conjunctive normal form (CNF). problem, and since they cannot deal with indirection wheé |
Despite the theoretic complexity of automated reasoning ifundamental concept of software [52]. To avoid the overhaefad
expressive logics, in practicénteractive theorem provers  full-blown formal methods, fully automated analysis meatho
also known as proof assistants—which solve the proof verifibased on lightweight formal methods [146] have been prapose
cation problem are useful in many settings. Interactivetén  that exploit advances in technologies such as SAT solvers.
provers differ from automatic theorem proving in that it The Alloy analyzerworks by translating constraints to be
requires human assistance. A proof assistant is a program thsolved from Alloy into Boolean constraints which are then
takes a formalized mathematical statement and a plausibfed to an off-the-shelf SAT solver. Alloy is also known as
proof, and checks whether the proof is valid. There area model-findingtool since it aims to find an instance of a
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counterexample, known as a model in logic theory, quicklyuser) [150]. In particular, it turns out that soundness and
rather than for completeness. Alloy defines both a languageompleteness have a tradeoff. Fassurancebased projects

for describing structures and also a tool for exploring theim  where soundness is needed (i.e., if told that there are noserr
particular, it specifies a new high-level language, ingpirem  we should be sure that there are none), we are limited to
Z [99], for specifying the structure an behavior of software accepting incompleteness, or to accept false alarms oe fals
secondly, it uses an automated SAT-solver based analyzeositives. The presence of false alarms is usually irngafor

to work through all the possible scenarios. The softwareustomers of debugging tools—who aim incidentally to reduc
design modeled with a high-level notation is then analyzedhe number of bugs and not necessarily eliminate all of the
over billions of possible executions to catch any pathalagi bugs—who often give up on soundness to reduce the number
conditions. The important consequence is that subtle desigof false alarms. Most commercial debugging tools (such as
errors are caught even before the design is coded. The desigboverity, etc.) are neither sound nor complete, but perform
once thoroughly tested, can then be constructed with muctvell in practice catching many errors with lesser number of
more confidence. Alloy true to its style of being a light-watig false alarms.

formal method works on a analyze-first-then-prove prireipl It is instructive to compare static analysis with model
Alloy represents a new generation of software analysisrasgi checking directly[[151]. In general, model checking has som
similar in principle to tools traditionally used for verifiton  benefits that are hard for static analysis to match: é.gt,

of hardware designs$ [147]. can check the implication of code, and not just surfacebigsi
propertiesiji) it gives stronger correctness results, etc. A major
drawback of model checking approach is the need to create a
correct working environment model—this restrictions nemke
model checking infeasible for many networking verification
tasks [15P] and adds significant overhead even when feasible
especially for large scale systems. Also, no model is as
) ) good as the implementation itself, and the abstraction @& th
D. Static Analysis modeling process is a potential for producing false passitiv

Static analysis is a class of techniques concerned with exer missing critical errors. Static analysis is more usefiant
tracting information about the run-time behavior of a peogr  model checking in some aspects: eipit is quicker,ii) it can
or a configuration file, without actually executing the saurc easily check millions of lines of codéi) it can find thousands
file. Static analysis which means analysis without executio of errors. Some of these comparisons are direct outcomes of
(e.g., SLAM [95]) is to be contrasted with dynamic analysisthe fact that static analysis does not run any code, whileainod
which involves executing the program (e.g., Verisoft]|[12]) checking does [151]. Static analysis is a widely used tephi
Static analysis can discover bugs in configuration files, oused in many software testing tools (e.g. Coverity, FindBug
software systems, before they are activated or executedd thetc.) that can analyze extremely large code-beses [153].
obviating the reflexive debugging that results from discpwaé Static analysis is familiar to all programmers in its most
bugs after deployment. Due to the fundamental limits imgose basic form of typechecking in compilers (e.g., a Java coenpil
by the theory of computation (cf. Turing’s halting problem will catch errors such as adding a number to a Boolean, etc.)
which is notorious for being undecidable), static analgzer This kind of static analysis focuses on simple checking with
cannot extract run-time behavior of all programs perfectly. no false alarms and thus only scratches at the surface of what
Static analyzer attempt to defy the undecidability of thitihgg ~ can be achieved with static analysis. More extensive static
problem by not focusing omompleteneser soundnesdut  analysis requires more computation but can check a wider
instead on quick and efficient debugging. The key insightiuserange of properties—e.g., runtime exceptions due to diwisi
by static analysis is to utilize an approximate interpietgat by zero, array bounds violation, etc. can be detected. Since
or an abstract interpretation, of the program. In many Gasesuch analysis is difficult to do precisely, such extensietict
this approximate interpretation is finite, and thus amemabl analysis can involve false positives (non-errors repodsd
analysis. errors) and false negatives (non-reported errors).

The term soundness has a background in mathematical Extended static checking defines a powerful paradigm for
logic where a system is said to be sound if it can onlyprogram checkers in which verification conditions—i.e., a
prove valid arguments with respect to a semantics . In théogical formula that is valid iff the program is free of the
context of debugging, soundness means the ability to detectasses of error under consideration—are defined, and then
all possible errors of a certain class, or not miss a bug itounterexamples to the verification condition are searohed
one exists—in other words, a sound debugger will give nachanically [154]. Extended static checking for Java (EQZA)
false negativesCompleteness, in contrast, implies that there[155] is a compile time program checker that performs formal
will be no false positivesvhich requires exhaustive analysis verification of properties of Java source code through #®or
of every possible scenario. An effective static analyZaust proving. ESC/Java provides an annotation language, which
has to balance three desirable, but often competing, costis effectively a subset of Java Modeling Language (JML),
i) the cost of false negatives due to being unsoundthe  which a programmer can use to add Hoare-style preconditions
computational cost of analysis, arni@ the usability of the and postconditions and loop invariants into the prograni wit
tool (which can be measured in total time investment of thespecial comments in the source code.

Applications to networkingLight-weight formal methods
in general, and particularly the Alloy tool, have been wjdel
deployed to solve a wide variety of problems ranging from
security analysis/ [148] to the design of telephone switghin
networks [5] [149].
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Applications to networkingStatic analysis has also been objects—this interpretation is useful for developing ttetizal
used in networking context most notably for reachabilityfoundations of programming.
analysis in IP networks [156], firewall analysis (e.g., Marg In the remainder of this section, we will discuss the grammar
[157], etc.), BGP configuration fault detectian [152] [158ic. of languages, declarative programming, logic programming
It can also be used for debugging of networking softwaregisin and functional programming in sections VI-&. VI-B. VI-B1,
technigues described above. and[VI-B2, respectively.

E. Symbolic Simulation and Execution
Symbolic execution [159], also called symbolic evaluation

is a ‘abstract interpretation’ method for analyzing a pesgr ~ The most common type of grammar used for specifying
assuming Symb0||C values for Inputs rathe_r that aCtualtmpU |anguages is known as thepntext-free grammarContext_
that would arise through the normal execution of the programfree grammars are expressive enough to capture the reeursiv
Symbol execution is essentially a technique for generatingyntactic structure of most languages of our interest. Tte ¢
an optimized test suite that satisfies a customizable cgeera component of a context-free grammar is a set of rules where
criteria using which deep errors in software applicatior®/m g ryle typically defines a name and an expansion for that
be identified. Although the idea of symbolic execution istqui name. The Backus-Naur form (BNF) is a formal notation
old (proposed by King in 1976 [160]), symbolic execution ysed for encoding the grammar of a language in a form
has emerged as an effective tool recently with advancegmenable to human consumption. The BNF notation is used
in constraint satisfaction tools. Symbolic execution je®s py many programming languages, protocols or formats i thei
by exploring as many program paths as it can in a giverspecification. A rule of the BNF notation has the following
time budget, thereby creating a logical formula encodirgy th strycture: hame = expansion” where the symbol::=
explored paths. A constraint solver is then used to caleulatmeans ‘expands to’ or ‘may be replaced with’. Every name
feasible execution paths. Symbolic execution are much morg BNF is enclosed in angle brackets;>. Choice is indicated
powerful than dynamic execution techniques, such as thosgy a vertical bar|. For more details about the BNF format, the
incorporated in popular debugging tools like Valgrind [L61 interested reader is referred to [28]. The BNF format is used
since it can find a bug if there exiseny buggy input on  specify network programming languages in FlowExp (shart fo

a path without depending on a concrete input that triggergiow Expression)[[79], NetCoreLib for Frenetic [167] [168]
the bug. Symbolic simulation_[162] is an extension of thegtc.

idea of symbolic execution to hardware systems. Simulation
is a time-test tool for formal verification. Simulation cae b
generalized in two different way#: ternary simulation [163]—
where we have a “don’t care” value X in addition to 0 and 1;

if) symbolic simulation—where Boolean variables can act as Declarative programming is a programming style in which
input parameters and outputs are functions of these pagasnet we specify what the program must do without specifying
Ternary symbolic simulation unfortunately suffers frometh how to do it. The imperative programming style adopted by
problem of large growth in the state space leading reseecheimperative languages such as C, Java, etc., in contrattisiin

to look for alternative techniques in recent times|[22]. focuses on specifying algorithmically how the computer mus

Application to networkingHeader Space Analysis (HSA) dO its job. It may be highlighted that the imperative progiam
[164] is an example ternary symbolic simulation implemen-Ming style harmonizes with the imperative procedural (how
tation proposed recently for verifying various propertiesh  (0) @pproach typically adopted in computer science whie th
as reachability, loop detection, etc. for SDNs. Canini et ald€clarative programming style dovetails with a matheragtic
have proposed a symbolic execution and model checking bas@f 09ic-based approach which emphasized declarativet(wha
NICE framework for catching bugs which works by exploring 'S) knowledge [169]. Imperative programming style invalve
symbolically all possible code paths [130]. In another work the use of mutable state variables which makes reasoning and

Bishop et al.[[165] have proposed symbolic evaluation rigsti verification a difficult ta}sk. Declarative programming styin .
of TCP implementation against a HOL specification. contrast, eschews maintenance of state variables andsavoid

invisible side-effects and relies instead of mathematiogic
and evaluation of mathematical functions and logic forraula
VI. " PROGRAMMING LANGUAGES AND VERIFICATION Declarative programming is intimately tied to mathemadtica
There are three ways to establish the meaningearantics logic—programs in a declarative frameworks can be thought
of computer programs_[166]. loperational semanticsthe  of as theories of formal logic, and computations as deduostio
program is modeled by execution on an abstract machine—this that logic space. Examples of declarative languagesidec!
interpretation is useful for implementing compilers antein ~ SQL, frameworks such as: functional programming languages
preters. Inraxiomatic semanticpioneered by Hoare and Floyd, logic programming languages, constraint logic prograngmin
the program is modeled by the logical formulas it obeys—thisetc. In recent times, there has been a lot of interest in
interpretation is useful for proving program correctnéssie-  declarative languages, and in their use in networking ealbhec
notational semantigghe program is modeled by mathematical cloud networking[[170], since declarative languages arlt- we

A. Grammar of Languages

B. Declarative Programming
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suited to parallel programmiB[172]. Adoption of declara- etc.) across the network. Network Datalog (NDlog) is a data
tive programming languages is a manifestation of a contemand query model that has been proposed for declarative net-
porary trend in networking, brought on by the need to fix anworking. NDlog, which implements a network specific subset
ailing inflexible network architecture—and by software defi  of Datalog and supports distributed programming, expdses t
networking in particular, in which advanced programmingpartitioning of data across nodes and the link graph of the
techniques and database techniques are increasingly beingtwork. This makes the implementation much more amenable
applied to networkind [173]. We present two examples of SDNto static analysis and verifiable using other formal verifara
declarative languageB:the flow management language (FML) techniques such as general-purpose theorem provers. It has
is a declarative language for SDN [174] designed for networkbeen shown that declarative implementations of popular pro
operators so that static network policies may be written andocols can be done much more concisely and efficiently while
maintained more efficientlyii) the NetCore languagé [168] also allowing extensibility and safety [173]. Logic progra

is a high-level declarative language proposed for SDN thaming languages have recently been proposed for SDNs [179],
allows programmer to describe what behavior is desired anBlowLog: [180], with researchers also exploring declasati
not necessarily describe how to realize the implementatfon network verification[[181]. In another work, Kazemian et al.
that behavior. We will discuss SDN programming language$ave implemented a FML-like language in a Prolog frontend
in more detail in sectioh VI[-H2. to enable network administrators to specify high-leveiges

. o . . [79].
1) Logic Programming:Logic programming provides many
advantages including programmability at a very high level a  2) Functional Programming:The functional programming
natural support for formal semantics. Logic languageshsucparadigm considers computation to be the evaluation of math
as Prolog, Lisp, have been very popular in the Al communityematical functions—that are not dependent on state and will
for knowledge representation and automated reasoninpdro  always provide the same output for the same input. The main
an example declarative logic programming language dedignereason for the importance of functional programs is due to
primarily for Al based systems, works by stating and quegyin their direct correspondence with mathematical objectschvh
the logical relations between entities. Prolog like large® makes it easier to reason about thém [182]. The functional
are also useful in formal verification for automated theoremparadigm avoids variables, or more technically—mutalséest
proving. Logic programming languages are also popularén th (i.e., variables whose values can be changed), and encour-
databases community of computer science due to their suppaiges a function-based programming worldview instead. By
for declarative querying and symbolic manipulation. Dagal  avoiding mutable state, the source of numerous subtle bugs
an example database-based logic programming language, fadn imperative-style programming languages, verification o
itates declarative definition of properties and relatiopsibe-  programs become more simple. In functional programming,
tween objects with the language framework providing supporexecution of a program means evaluation of the expression
for computing with these objects (including querying aboutrepresented by the functional program. The functional pro-
objects declaratively). gramming style makes no use of variables. Instead of loops,
The declarative programming style is superior to the procethe functional program makes use of recursive functioes, (i.
dural style in some significant ways—especially, in the erit  functions that are defined in terms of themselves).
of formal verification [175]. The declarative style emphasi The main downfall of imperative programming is in race
the intent of a program and the static description of relatonditions when concurrency is supported. Race conditions
tionships and properties that hold in a program regardléss Qyre much harder to detect and fix since they may arise of non-
the computing context, thus easing understanding a computgeterministic interleavings of concurrent threads (whicay
program and reasoning about it. Unlike procedural langsiageinterleave in a myriad different ways). Imperative program
the effect of logic programming statements is not dependent ming is always vulnerable to race conditions since it reties
the context (i.e., the state of the computer when the pregedi mytable state. Functional programming puts up much better
statements were executed). S _ “with such race conditions since a pure functional language
There has been a lot of interest in using declarative logihas no mutable state. Since the future of programming is
programming languages for simplifying the implementatdn i, concurrency and parallelism, functional programming is
Internet protocols. They have been previously used folingit  increasingly migrating from fringes of the programming \gor
parsers (like the ‘yet another compiler-compiler’ (yace)ser  to the mainstream[ [171]. In summary, mutations allowed
tool [17€]) for application layer protocols [177], decléve  in the imperative programming paradigm severely limit any
routing [178], and declarative networking [173]. The basicopportunities for automatic parallel execution, while thek
insight behind declarative networking is the realizati@tt of dependencies in the (purely) functional paradigm pressen
recursive query languages are a natural fit for network protogreat opportunities for automatic parallel execution.
cols which essentially deal with computing and maintaining” The functional programming is based on the theoretical
distributed state (such as information about routes, @essi underpinnings of Alonzo Churchtambda calculus[183],

roposed in the 1930’s, defines rules about using unnamed
L1AImost every successful large-scale application of peliath, e.g., SQL prop 9

server, LINQ, MapReduce, etc., has been declarative ane-aiented[[171]. functions for representing and evaluating expressionsiida

This trend bodes well for the use of declarative programmiespecially ~ calculus, although Or_igin_a"y intended as a formal logical
functional programming, in parallel computing. system for mathematics is in fact a completely general pro-
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gramming language and defines a family of prototype proprogramming coupled with the FRP paradigm [189] [167]
gramming languages. Many modern programming languaggd90]. This trend is helped by ample foundational research
C++, Python, JavaScript, Ruby, Java 8, etc. borrow from thén these fields in the programming and databases community,
programming style of lambda calculus, following the lead ofand by the verifiability properties of functional languages
the Lisp programming language—which was the first main- Nettle [191] is a SDN specific language implemented as
stream language to include anonymous functions known aa domain-specific language in the functional programming
lambda functions. Two important features of lambda cakululanguage Haskell. Nettle adopts the design methodology of
is that it is functional—i.e., it is based on the concept ofdomain-specific languages (DSL) research, and is builtén th
a mathematical function and include notation for functionparadigm offunctional reactive programmingFRP) [192].
application and abstraction—and that is higher-order—ite Nettle has been used for providing a comprehensive abstrac-
provides a systematic formalism and notation to deal withtion calculation constructs for configuring BGP policies. |
operators whose input and output may be other operators. Tlree similar work, Procera [189] is a domain-specific language
lambda calculus model significantly differs from the Turing embedded in Haskell that can be used to specify high-level
model of a store with evolving state [184]. Interestinglyet dynamic reactive network control policies. In other wortke t
Turing model and lambda calculus were invented in the samErenetic project[[193] defines a family of domain-specific
year, 1936. Turing showed in 1937 that both these models welanguages for specifying high-level network policies. het
equivalent and in fact defined the same class of computabieitial work in the Frenetic projec{ [167], two sub-langusg
functions. In any case, computer programs and mathematicalere proposedi) a high-level declarative network query
proofs are directly related as the system of formal logiclanguage—which enable Frenetic programs to read the net-
and computational calculi are analogous—the famous “Gurrywork state using constructs for filtering, grouping, siplt
Howard correspondence” expresses the isomorphism betwedéimiting, aggregating, etc., anig a general purpose FRP-based
proof structures and functional spaces [185]. network policy management library—using which the policy
Popular functional programming languages include Lisp, into govern the forwarding of packets through the network can
vented by the Al pioneer John McCarthy, Haskell [186], Caml,be defined. The Frenetic framework borrows extensively from
OCaml, Scala, etc. Historically, most successful langsagethe FRP languages like Yampa [194], etc., and reuses many of
have been written for specific purposes—e.g., Lisp was egeat the proposed primitives. In more recent work, Pyretic [190]
for artificial intelligence, Fortran for numerical comptiten, is an example DSL in the Frenetic family which supports
and Prolog for natural language processing. Tdison d’etre  composable policies constructed from a set of fundamental
for ML has been the need of an efficient language for theorensonstructs such as basic policies and combinators alorty wit
proving [187]. ML originated as the metalanguage (thus itsassociated techniques for compiling these techniques emOp
name ML) of the famous theorem proving system calledFlow switches.
Edinburgh LCF[[188] for writing theorem proving algorithms
in formal deductive calculus. ML was designed to have thk ful
power of higher-order functional programming so that itldou
represent necessary inference rules and proof strat&jiese
early time, functional languages and theorem proving (and f In the history of the Internet, formal correctness has ryostl
mal verification in general) have been intimately interdn taken a backseat to practical expediency and pragmatic con-
(Edinburgh) ML has spawned a wide range of ML-based desiderations. The development, standardization, and geyat
scendant languages including Standard ML (SML) and OCamiprocess is cumbersome and inflexible leading to an environ-
OCaml is a programming language specifically designed foment which only just works[[195]. As an example of the
writing theorem provers, with numerous major systems beinginfortunate adhocism that pervades the culture of network
written in it (e.g., SLAM verification system from Microsoft protocols, it is noted that BGP, despite any lack of convecge
HOL Light theorem prover, etc.). The OCaml language, beingguarantees, is often used in service as an interior-gateway
perfectly suited for symbolic manipulations, is used egiegly  routing protocol (IGP)[[76]. While there were some initial
by the Coq proof assistant which is used extensively foisuccesses in the application of formal methods to netwgrkin
the verification of purely functional programs. Similarthe  [149], the networking enterprise quickly transformed into
SLAM verification system, proposed by Microsoft, also useda complex behemoth impervious to any attempts at formal
OCaml programming language. The ACL2 (“A Computationalanalysis and verification. In addition to the inherent caawfty
Logic for Applicative Common Lisp”) theorem prover is also of networking protocols, the vertical integration of cartand
composed of a first-order, purely functional subset of Commo data planes meant lack of modularity and a paucity of useful
Lisp. abstractions[[4]. With the tools of formal methods unable to
With the recent paradigm shift in networking broughttame the staggering complexity of networking, the resgltin
on by SDN, a clear trend of preferring high-level declara-frustration bred skepticism leading to a widespread @ilitic
tive languages, domain-specific languages (DSL), funation view, enunciated by Vint Cer{ [15], that formal methods are
languages—and more specificallfynctional reactive pro- “overblown, verbose, hard to use, (and) hard to understand”
gramming—for programming SDNs (both the SDN controller Fortunately, modern attempts at redesigning the Interssit o
as well as SDN applications) is emerging. Much of thefied architecture—and more specifically, the SDN movement—
recent work in SDN programming has followed the declarativecreate new abstractions by separating the control and data

VIl. APPLICATIONS OFFORMAL METHODS IN
COMMUNICATION NETWORKS
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planes and thus allow a great opportunity for incorporatingcomplexity of the problem, we set a more conservative target
formal methods in networking. With the utility of Internet in protocol verification of detecting the presence of errers
firmly entrenched in all aspects of modern life, the use ofshould they exist—with high probability instead of strigito
formal methods for ensuring correctness of specificatiosh anprove the absence of errors with certainty.
operation is anticipated to be incorporated into maingtrea  Various works have been proposed for protocol verification
Internet operations. including rigorous specification and conformance testeut

In the remainder of this section, we will describe variousniques for network protocol$ [212], rigorous treatment fod t
applications of formal verification methods to networkiffge =~ TCP protocol[[165][196], verification of ad-hoc routing pve
will discuss protocol verification in sectidn_VIHA. We will cols for wireless sensor networks: [213]. There have beewa f
follow it up in section[VI[-B with a discussion on property survey papers written focusing on communication protocols
verification and discuss reachability analysis, loop datec  [214] [7], including a FSM-based protocol verification seyv
and isolation verification, in sectiods_VI-BI, VII-B2, and [211] and a survey documenting experience with protocol
[VII-B3] respectively. We will then discuss the use of formal description [[5]. Various tools have been used for protocol
verification for network configuration management, and netverification including the theorem proving tool Isabell85]
work security in sections_VII-IC and_VITAD. We will discuss for BGP policy verification and the proof assistant Coq tool
various issues related to generic network verification otise ~ [138] for creating a featherweight version of the OpenFlow
VII-E] in particular, we will discuss declarative verificat,  protocol [139].
hardware verification, formal specification and synthesigj
implementation variation in sections VI-EL VI-EZ, VE3, B, Property Verification
VIT-E4] Finally, we will wrap up this section with applicatn . . , , ,
of formal methods specifically to SDN in section VII-F. More to -gréireelc;s ?ég?;g;;eriiiﬁ ?Jd 'gtrf?é:naair;e;%a:/%?ig;?gumty
specifically, we will discuss the new opportunities credbgd X P i gf t ppl d t Wh
SDN in sectior VII-F1, and follow it up with discussions on var!;)gs r;;]oper €S to ?ro OC?S and systems. tiall e.gggg are
SDN programming languages, data plane verification, contro’°"! ylnE. de pr(f'.)per yora s.ysserp, we are esserr: 1ally
plane verification, and network debugging in sections VAI-F In two kinds of propertiesi) Safety propertywhere we are

: mainly interested that ‘bad’ things will not occiir, Liveness
VII-E3] VTI-F4] and[VII-F5, respectively. A tabulated sunany ) A . ' e
of various applications of forFr)naI me){hods in the context Ofproperty.where we are mainly interested in that ‘good’ things

networking is presented in tablg Il. A summary of variousWi" eventually occur([100]. In general, safety propertygsiare

; : ; asier to discover by finding a counterexample, while ligsne
:gg:zﬁh]at are used in this regard is presented separately operty violations are difficult to obtain—in particulaa,

liveness violation example would require finding an infilyite
long execution trace in which the desired ‘good’ propertyare
A. Protocol Verification happens.[[131]. Recent works such as Anteater [70], Header

In layered communication networks, protocols define the Se§pace Analysis (HSALL19], FlowChecker 180], VeriFlw [198

of rules governing exchange of messages between int@aaiN:ereignaiitgrr?g?gvvsigxeéo;(;i %r:zglgnsropertles of a logical
processes which serve two related goals: firstly, to providé P 9 )

service to the local protocol layers above, secondly, teraut rcl)n (:Pt;eesri?raelggﬁ;b?l]ict trgﬁafescigolg’owg e\t,\ggtigﬁver e);%rgple
according to a defined protocol with remote peer partners oRroP y ysis, 100p '

other machines. In terms of specification, the former goal isverlflcanon, packet destination control.

defined through service specification, while the latter fingel 1) Reachability Analysis:Reachability analysis is a pow-
through protocol specification. Both these specifications—erful method widely used for formal verification of proto-
service-specification and protocol-specification—can be v cols [78] and concurrent distributed systems. Unfortugate
ified against their design or implementation. Verificatidn a reachability analysis suffers, like all methods based oitefin
the design stage is more useful as it can avoid unnecessasjate machines, from the state-explosion problems. Rbdcha
incorrect implementatiori [211]. ity analysis can benefit from symbolic methods which work
Holzmann [47][8] lists three ways in which protocols can without inspecting all the reachable states of the system to
fail: deadlocks—when all the protocols stall waiting for condi- scale to large networks—e.g., BDD-based symbolic tralersa
tions that can never be fulfillediyelocks—when execution se- have been proposed for reachability analysis of large finite
guences keep getting repeated indefinitely without theoprdt ~ state machines [215]. An example work that utilizes BDD-
making any effective progress, amtiproper terminations-  based symbolic model checking for reachability analysis is
when the protocol completes execution without satisfyimg t the ‘Network configuration in a box’ project by Al-Shaer et
proper terminating conditions. The general problem of figdi al. [50].
deadlocks in protocols is known to be complex, iIRSPACE- In a networking context, reachability analysis was first
complete at best which makes it undecidable for unboundedroposed for IP networks by Xie et al.[156]. The technique
message queues. Thus any method that relies exclusively on aroposed utilized a static snapshot of network configunatio
exhaustive search of state space method is bound to fad, thieulled from configuration state from each of the network
prompting much research on alternate non-exhaustive dethorouters, for determining reachability between appliaagioun-
that exploit symmetry and abstraction. Also, due to theliehe  ning on end-hosts. This reachability information is vergfus
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TABLE II. SUMMARY OF APPLICATIONSOF FORMAL VERIFICATION IN NETWORKING

Project and Reference Technique Brief Summary

Protocol Verification
Bishop et al.[[165]
Ridge et al.[[195]

Proposed symbolialeation testing of TCP implementation against a HOL sfation
Proposed a rigoroyga@geh for modeling and verifying TCP using the HOL proofistssit

Symbolic Evaluation
HOL proof assistant

Reachability Analysis
Xie et al.[156] Proposed a graph-theomdtorithm (transitive closure) for static analysis of IRwmerks with support
for ACL policies

Proposed a tool Quacnenprising algorithms for quantifying reachability bdsen network config-
uration (incorporated ACL) and for querying network reduility

Proposed aBETL based symbolic model checking approach for perfognimetwork configuration
in a box’

New SAT based solutions for gechability set predicate

HSA provides a proteagnostic method for finding data plane bugs in networkgomtly studying
the header space of packets and transformations applie¢djorietworking boxes
SAT solvers; Static Checking HSA-basedHiege policy checker for networks that works with increnenrecomputation
Mininet, Depth-first search, Tries  Implented as a layer between SDN controller and switches, Verikenifies network-wide invariants
in real-time dynamically as a forwarding rule is added

AP verifier redcthe set of predicates representing packet filters to mirateenic predicates, using
which AP verifier dramatically improves computation of netw reachability

Static Checking
Khakpour et al.[[197] Static Checking
Al-Shaer et al.[[5D] (Symbolic) Model Checking

Lopes et al.[[22] SAT solvers
HSA [164] SAT solvers; Static Checking

NetPlumber[[7D]
VeriFlow [198]

AP Verifier [93] Atomic Predicates Verifier

Loop Detection
HSA, NetPlumber, VeriFlow, AP See above
Verifier

These tools provide support for loop checking #s we

Isolation Verification
AP Verifier [93]
“Splendid Isolation” [[51]

AP verifier, disssed above, can also be used to verify slice isolakioh [93]
Proposes a slicaisstraction for SDNs with automatically verifiable formalolation properties
(expressed in CTL and checked through NuSMV tool)

Atomic Predicates Verifier
Model Checking

Configuration Management
rcc [152] Static Analysis
Qie et al. [158] Static Analysis

Static analysis tool for detegtiBGP configuration faults proactively before deployment
Proposed using service gnam incorporating a requirements language containingajlbigh-level
constraints, for detecting BGP configuration errors
(Lightweight) Model Checking; Proposed a method for managing (i.e., formalizing, and raatmg, reasoning about) network
Scenario Finding configuration with ‘model finding’ using the Alloy analyzer
(Symbolic) Model Checking Performs fiadlwverification with BDD-based model checking to performmsyolic reachability
analysis
The FlowCherctaol can be used to verify the correctness of OpenFlow tgddrinfrastructures and
debug reachability and security problems
Anteater, bsiilgpon Xie et al.[[156]implementsa tool for checking invariants in the data plane by
transforming invariants into SAT instances to be checkealresg network state by a SAT solver
BGP policy verificaticmsvperformed using Isabelle/ HOL prover

Narain et al.[[148]

ConfigCheckeri [50]
FlowChecker[[8D] (Symbolic) Model Checking
Anteater [70] SAT solvers; Static Checking

Paulson et all[135] Theorem Prover

Network Security

FLOVER [69] Model-Checking; SMT solvers Verifies that thegeegate of flow policies instantiated within an OpenFlowwek does not violate
the networks security policy
MulVAL [199] Logic-based Analysis A logic-based networkcseity analyzer

A SAT based techniquedonparing the equivalence and inclusion relationship betwwo firewalls,
and also propose Quantified Boolean Formula (QBF) based Agimization
SAT solvers & Scenario Finding Firewall aysig tool that allows tracing behavior to specific rules aedification against security
goals
Proposed a “Firewallc{? Advisor” for managing firewall filtering rules, and fadetecting all
anomalies in single or multiple firewall environments
Symbolic Execution & Model Studies protocol manipulation attacks in which adversaieluce honest players into undesirable
Checking behaviors
Model Checking Uses model checking talyze network vulnerabilities
Firewall Decision Diagrams Presentedracstred firewall design ensuring consistency, completerend compactness. Also,
proposed firewall decision diagram (FDD) for modeling firévgpecification formally

Zhang et al.[[67] SAT and QBF solvers
Margrave [[157]

Al-Shaer et al.[[200] Tree based model
Kothari et al. [201]

Ritchey et al.[[20R]
Gouda et al.[]203]

Automatic Synthesis
FVN project [204] FVN presents a apph towards unifying the design, specification, impleragon, and verification
of networking protocols based on a logic language NDLog

Model Checking Proposed techniques fathssis of network updates using NuSMV and OCaml tools

Reactive Synthesis & Model Proposed techniques for automated synthesis of reactivieotiers for SDNs

Checking

Logic-based framework

Noyes et al.[[205]
Wang et al.[[20B]

Data Plane Verification

FlowChecker([8D], Anteater [T0], Static Checking These tools perform static verificationhaf tlata plane of a network based on a snapshot of network
HSA [164] state

NetPlumber & VeriFlow [[198] Dynamic Checking These toolsfpem dynamic verification of the data plane using increraérecomputation techniques
ATPG [207] Automatic Testing ATPG is an automatic testingltfor generating test packets

NetSigtht, ndb[[208] Interactive Debuggers Interactivéudgging tools that operates passively

Control Plane Verification
Scott et al.[[209] ‘Retrospective Causal Inference’  Prepadsnproving SDN troubleshooting by automatically ideyitify the minimum sequence of inputs

responsible for causing a control software bug

Guha et al.[[168]

Reitblatt et al.
NICE [130]

FlowLog [180]

Sethi et al.[[21D]

Theorem Proving

Theorem Proving

Symbolic Execution & Model

Checking
Model Checking

Model Checking

Proposed a featherweigigion of the OpenFlow protocol, and used the Coq tool foifying the
network controller[[130]

Ensuring per-packet aneflpey consistency of network updates using the Coq prover
Performs symbolic execution of OpenFlow applications @/fipplying model checking to explore the
entire state space of the network

Proposed a declarative fisit@te language for programming SDN controllers that ba@amxpressive-
ness and analysis and is amenable to model checking

Proposed new abstractionsnodel checking SDN controllers
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TABLE IIl. R EPRESENTATIVE SUMMARY OF VARIOUS FORMAL VERIFICATIONTOOL S
Technique Tool Brief Summary
Model Checkers
SPIN [4€] SPIN is a mostly automated tool for verifying distited and concurrent systems
NuSMV [49] NuSMV, an extension of the original symbolic mbdéecking tool SMV, is a model checking tool based on BDDs
Alloy [B2] Alloy analyzer is a light-weight formal method d@h can analyze user specified properties of a (partial) model
PRISM [122] PRISM is a probabilistic model checker suitatdle systems that exhibit probabilistic behavior
UPPAAL [85] UPPAAL is a model-checking based tool-box, lthee timed-automata formalism, used for verification of ttzak systems
Theorem Provers
Edinburgh LCF[[188] Interactive theorem prover proposed %72 which introduced ML language as a metalanguage foingrjtroving tactics
HOL [136] HOL represents a family of interactive theoremvenes that are based on higher-order logics and strategies
Isabelle [[135] A popular LCF-style theorem prover (writi@nStandard ML) that can work with various logics
ACL2 [134] ACL2 is a mechanical theorem prover with a Commaspkvariant programming language, and an extensive fidgrdogic
based theory
PVS [137] PVS is an automated theorem prover with an intedrapecification language with multiple support tools
Coq [138] Coq is an interactive theorem prover that assistmding proofs, and in extracting a certified program from tonstructive
proof
SAT and SMT solvers
Microsoft's Z3 [6€] Z3 is a state of the art SMT solver from Misoft Research
Kodkod [53] Kodkod is a SAT-based constraint solver that wank with first-order logic with relations, transitive clo®, etc.
YICES [68] Yices is an efficient SMT solver that can also acaaSAT and MaxSAT solver

in network troubleshooting and management for verifying th reachability predicate (“Can a packet from node A reach node
implementation of the intent of the network designer, and fo B?”) to a generalized abstraction ofachability set(*What
troubleshooting reachability problems. Xie et al. reduce t are all the packets that can reach node B from node A?"). It
reachability problem to a classical graph theoretic pnoble is highlighted in [22] that reachability sets are useful fap
which can be solved in polynomial time by computing the reasonsincremental computatioandintelligibility . In general,
transitive closul to set union and intersection operations onthe tools for calculating reachability sets are less depesdop
the representation of reachability set. Recently, advarnice although some languages like Datalog provide out of the box
SAT technology has led to its use for reachability analysissupport for computation of reachability sets. The techaiqu
problems|[71] [22]. of incremental computation is useful for dynamic verifioati
Kazemian et al. have proposed a general protocol-agnostice., when a new rule is being added) and has been recently
static checking framework for networks based on headerspagroposed for real-time verification of SDN networks [198]
analysis (HSA)[[164]. Kazemian et al. have proposed a liprar [79]. The main insight underlying such an approach is the
of tools, called Hassel, which implements their proposedHS realization that a single rule change is unlikely to change
based framework to identify important classes of failuresolv ~ the underlying network state machine drastically. Thewrsfo
also includes forwarding loop detection, traffic isolatif@il- small modifications are necessary to the “reachability set”
ure, beside reachability failure. The basic insight of HS4d  incorporate the changes introduced by the addition of tie ne
model a packet by its header by treating the entire headdr fielule. Reachability set is also more intelligible as it proesi
as a concatenation of bits without any associated semantics a more general counter example—e.g., it can provide a set of
instead, the packet may be considered as a (geometric) poipéckets being dropped.
in the 0, 1% geometric space whetk is the maximum length

of the packet header. The network is then modeled as being !N @ Promising recently proposed work [93], Yang and Lam
composed of network boxes (such as routers, switches, etd? esent “Atomic Predicate (AP) Verifier”, which reduces the

that transform packets from one point to another point, oset of predicates representing network packet filters td afse

possibly set of points (assuming multicast). This georoetri atomic predicates that is provably both minimum and unique,

approach taken by HSA (i.e., of representing the packet a¥hich can be used to dramatically improve the computation
PP y ( P g P f network reachability. The basic insight of this work isath

a point in a subspace) allows the Hassel tools to work in &' N€ . . i ,
protocol-agnostic manner. Using HSA, we can eadilfind atomic predicates have the following key property: Any give

all packets that can reach from a point A to another poinPredicate is equal to the disjunction of the a subset of atomi

B, i) find loops regardless of the protocol/ layé) prove pred|cate_s, and_thus can be _stored_and represent_ed as a set of
that two slides are isolated. Unlike model checking, HSA isiNtegers identifying the atomic predicate. The conjurrcifor

not limited to providing a single counterexample in case ofth€ disjunction) of two predicates can be computed quickly

a failure detection, but can importantly provide inforroati &S the intersection (or union) of two sets of integers. As an
about the full set of failed packets. example, Yang and Lam show that while the Stanford network

Lopes et al. [22] have recently proposed extending thd'aS 71 ACLs and 1584 rules, there were only 21 atomic
P [22] y prop g predicates for these ACLs and rules (due to great redundancy
2Transitive closure oG has an directed edge from to y iff there is in the forwarding and ACL rules). By encoding the rules in

y . . . :
a directed path frome to y in G. Transitive closure is a standard graph- terms of atomic pred|cates (ln the form of BDDs which can be

theoretic technique which, intuitive speaking, providesefficient method for ~Manipulated through We”'known graph BDD algorithms)sthi
answering the reachability question ‘where can we get freme® unnecessary redundancy is removed leading to much greater
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space and time efficiency. In their performance evaluationbetween the high-level global end-to-end requirements and
Yang and Lam compare AP Verifier with Hassel in C andlow-level distributed configuration at individual devices
NetPlumber to demonstrate that AP verifier is significantly Static analysis has been used extensively for detecting
more time and space efficient [93]. configuration faults. Feamster et al. proposed a staticyaisal
Property verification also includes questions abpatket tool rcc for detecting BGP configuration faults [152]. The
destination control.Can a packeti) get out of the networkij) rcc tool allowed proactive analysis of network configurations
get droppediii) go through certain switches, &) never pass before deployment in an operational network by checking
through certain links. Model checking as well as ternary symthat BGP configuration satisfies a set of constraints, based o
bolic simulation techniques can be used for packet destimat the correctness specification. Tree tool, like most practical
control [21]. static analysis tools, is neither complete nor sound—ite.,

2) Loop Detection: Header Space Analysis (HSA) [164] can miss problematic configurations, and may complain about

defines a “network alaebra” which captures the mani ulationharmless deviations from the best practices. Neverthaless
9 P P as able to find many important classes of errors to make

of packet headers by network routers and switches. Inthe_HS%%’ useful in practice. Qie et all [158] proposed an approach
framework, packet headers, representech-amensional bit based on “service grammar” for BGP which incorporated a

fields, are operat_ed upon_by the function defined by rOUterI$’equirements language using which the network operator can
and switches which effectively transform the packet header specify high-level requirements against which the systeay m

HSA [164], and its enhancement NetPlumber [79], can verify &, "cpo cyaq. Unfortunately, the proposed grammar was rather
range of properties such as connectivity, reachabilityben low-level thus having possibilities of erroneous specifara

Sg:itghgboiﬁgfzd %ngcfgspiggdb'esgrl]at'?g t(’)este\)"(’jeﬁn"?er?ﬁ?éiln another work, Narain et al. proposed managing network
loop detection irl?(l?luding ConfigCheckPe I'S%] AP Verifier [93 configuration through model finding_{118] v_vhiIe using the
etc B Alloy analyzer [52]. In yet oth_er work, ConfigChecker [50]
: performs firewall verification with BDD-based model check-
3) Isolation Verification: For various reasons (such as secu-ing to perform symbolic reachability analysis. Configuati
rity, confidentiality, etc.), it is sometimes desirable tosare = management has been a fertile area for application for forma
that certain kinds of traffic are isolated from each othecun  verification methods with various proposals in literatu2&d]
rent Internet, this is managed by various ad-hoc mechanisn{d48] [80] [70Q].
often requiring manual intervention. For example, techeg)
used for ensuring isolation includ@: low level mechanisms D. Network Securit
such as VLANs or ACLs requiring configuratioii) special ’ y
purpose devices such as firewall§, or complex hypervisors There are various important subproblems of firewall ver-
such as the FlowVisor system [216] for OpenFlow networksification and synthesis [67]. Firstly, thigrewall equivalence
It is desirable to have more fundamental abstractions that ¢ checkingproblem focuses on determining if two firewalls have
be exploited to provide verifiable isolation between traffic  identical behavior—i.e., they drop and permit the same set
desired. An initial work in this regard has been presented foof packets. Secondly, thirewall inclusion checkingproblem
SDNs in the “splendid isolation” projedt [51] proposed astpa compares two firewall policies and can verify that one policy
of the Frenetic project [193]. In this work, a slice absti@et is inclusive, i.e., more strict, than the other policy. Tty
is presented and algorithms for compiling slices is premint the firewall rule redundancy checkingroblem focuses on
along with a tool for automatic verification of formal isdtat ~ determining redundant rules—i.e., rules that can be dilete
properties. In other works, AP Verifier can also verify slice without affecting the behavior of the firewall. Lastly, the
isolation as reported iri [93]. firewall synthesigproblem focuses on synthesizing a firewall
with minimum number of rules install that matches exactly th
behavior of another given firewall.
There has been a lot of work in firewall verification and
Configuration errors can create numerous connectivity, sesynthesis (e.g.. [67] [157[ [200] [201] [203]) and vulneitéip
curity, performance, and reliability problems. It has beenanalysis (e.g.,[[201] [202] [219]) and a variety of techréqu
pointed out in literature that the bulk of network downtime have been utilized including static analysis [220], mocdeddm
is in fact due to manual error§ [217] and misconfigurationanalysis [[210][[221], logic-based analysis [199], SAT sob/
of devices [[21]. The problem is especially acute since it ismodel checking[[69][[202], new abstractions (e.g., firewall
not far fetched for a misconfiguration of a single device todecision diagrams or FDD[ [203], atomic predicates (AP)
cripple an entire network. Various problems can arise fronverifier [93], etc.). The interested reader is referred tetaited
bugs due to misconfiguration including access controlfedu  description of related work ir [157] and [203].
isolation guarantee failures, routing loops, reachatfiditlures,
blackholes, etc. The presence of such problems can have .
debilitating effect on network performance and efficiertys £+ Network Verification
motivating a more rigorous and formal management of network Traditionally, the focus of formal verification communitg$
configuration. In configuration management, we would like tobeen on hardware systems or software systems, and rejativel
have multiple abstractions, incorporating correctnesscks, less on network verification. Networked systems comprise a

C. Network Configuration Management
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software component (implementing the node OS, protocolsjpdates have been proposed [205]. Recently Lopes ét al. [22]
applications, etc.) and a hardware component (featurieg thhave indicated building a synthesis tool for Microsoft Azur
range of hardware configuration such as microprocessorfirewalls as their future work—such a tool can enable syrighes
general purpose processors, DSPs, ASICs, etc.). Networkexd low-level rules from a high-level specification and thus
system are in fact distributed systems composed of end hostetwork operators can forego the error-prone access dontro
that use the network as well as networking nodes (such dsst (ACL) configuration CLI.

routers, switches, and various middleboxes such as firewall 4) Implementation VerificationHaving studied techniques
load balancers etc.) that implement the network. In previ- ) Imp 9 9

ous work, network verification is considered as essentially 1t can be used to verify design in previous subsections, we
state machine verification problem [22]—i.e., a communmacat will now see that a variety Of. technlques,_descnbed_ eantier
network can be visualized as a finite network of FSMs. Al-S€ctiorilV, can be used to verifypplementationsin particular,
though, this problem is quite complex theoreticallPSPACE- Whe le.m make use IQJ static checking as well as (_jynéa\mlc
complete for the general problem of verification of network ¢N€CKINg. In static validation, correciness propert|esmf|n_e

of FSMs—structural properties of networks fortunatelylaa as invariants or constraints which are then checked to finnd ou

techniques like Anteater [70] and HSA [164] to work satisfac any system faults. In certain cases, a pre-processing stage
torily in practice. be necessary to transform the real system into an interneedia

more checkable form. Static analysis and model checking are
1) Declarative Network VerificationAs pointed out earlier, static validation tools. While most model checking toolsrkvo
there is an increasing trend in using declarative prograigmi with specification models, some model checking tools (such
techniques, and techniques that have been successful in dgs MaceMC [[131], VeriSoft[[12] and CMC_[97]) can work
ductive databases community, in networking. The use of sucHirectly with implementation code making them very valabl
techniques also enables importantly the ability to perfornfor verifying implementations. In dynamic validation, olnet
network verification. There has been some work in this regar@ther hand, we rely on runtime verification and testing—hic
[181] in which the task of formal specification is performed per se are not really formal verification tools but nonetbele
through declarative networking code, using Network Dagalo perform a complementary role.
(NDLog), a distributed variant of Datalog, while verificati

is done through a general-purpose theorem prover. E. Applications in SDN

2) Hardware Verification:Formal verification methods have | this section, we will discuss new opportunities offered

been used for hardware verification of networking devices. Aor incorporating programming and verification advances in
general survey of formal verification in hardware design canthe networking context by the SDN architecture. We will
be seen al [6]. Some sample works in hardware verification ifnitially discuss the new degrees of freedom offered by SBN i
networking include verification ofi the lookup machine of a  sectior VII-E1. We will discuss SDN programming languages
hardware router [222]ii the Fairisle ATM swithing element i section[VI-E2 and will thereafter talk about data plane
[223], iii) network-on-chip[[224]([225]. and control plane verification in sectiohs VIIF3 and VIL.F3

3) Formal Specification and Synthesi€here are many resp_ectively. Finally, we will discuss SDN debugging toivls
benefits in formally specification including the clarity age- ~ S€CtONVILES.

panying rigorous specification of high-level specificatufthe 1) What is new about SDN?In traditional networking,
target networking problem along with the ability to employ the complex intricacies of a vertically integrated network
mechanized correctness checking to weed out trivial mestak architecture largely ruled out applications of formal meth
through techniques such type-checking. It has been shown isds to the domain of networking. This resulted in ad-hoc
research that informal specification of protocols can lead t management of networks by “masters of complexity”l [23]—
incorrect reasoning and implementation [226] and ambyguit network administrators who kept networks running mainly
[129]. through intuition and judgment honed through experienda wi
In order to create a correctly performing implementa-a very limited tool-set. Fortunately, the recent SDN amhit
tion, it is worthwhile to invest time and effort imesign ture is much cleaner and offers an opportunity at rethinking
verification Various approaches can be explored includingnetworking management and troubleshooting [228]. These ar
specialized meta-theories specific to routing and forwaydi three reasons for the optimistic evaluation of verification
[76], axiomatic logic-based formalisms_[227], or declarat prospects of SDNs: firstly, the control plane that previpusl
programming frameworks [173] [191], to specify the design.ran as distributed algorithms across individual devicesritav
These formalisms can then be analyzed used methods like thieeen refactored into a single program that runs on the con-
orem provers, model checking, SAT/ SMT solvers, lightweigh troller; secondly, the heterogeneity in traditional netking—
formal methods etc. to verify the correctness of the desigh a in devices, configuration interfaces, vendors, and sofig/ar
thereby guide the implementation. has given way to stock programmable switches supporting
There also has been work in synthesizing protocol im-standard interfaces with precise semantics [168]; lagtlig
plementations from formal specifications. An example workenvisioned that the core network, or tfedric, in the new
in this regard is the “formally verifiable networking” (FVN) SDN architecture will be purely hardware (finite state) asd i
project [204]. In another work, the synthesis of networkthus amenable to efficient application of verification tdghes
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[21]. These new degrees of freedom enabled by SDN havthe min-set-cover problem, and detects anomalies by lgokin
ignited a renewed resolve in the networking community offor persistent packet drops that are indicative of somenswét
applying formal methods to networking and to put networkingor hardware errors. Finally, the NetSigtht and the Network
on a solid theoretical foundation [1139] [229] [230]. Debugger (ndb) tools arénteractive debugging toolghat

_ o ... operate passively without generating any new packets enlik
2) SDN Programming Languagesvarious SDN Specific o ATPG tool. The ndb tool [208]—the analogue of gdb

programming languages have been proposed recently (€.giepygger for programming—is like a network-wide path-awar

Frgnetic [1?I_ﬁ]’ NetCore [531] [168], F_’yreltic [190], and Ngt tcpdump that builds packet histories which can be expldited
[73], etc.). These network programming languages enaloie pr ayork analysis applications to verify the policy comptia
grammers, in line with the vision of software defined netveork ¢ \otwork data plane behavior.

e

to define the desired network behavior at a high-level and th
compiler then translates the high level abstract desoriptip 4) Control Plane Verification:Various projects have aimed
rules that are installed on the underlying hardware devicegt verification of the control plane functionality of SDN# |
The NetCore languagé [231] was initially designed to previd the SDN architecture, it is envisioned that network proggam
support for parallel composition and was later extended byvill run as SDN applications on top of a northbound API
Pyretic [190] for sequential composition. NetCore proside exposed by SDN controller. This will allow SDN applications
a rich set of programming primitives including predicatesto leverage the services of the SDN controller, which will
for filtering packets, actions for modifying and forwarding be responsible for managing the distributed state through a
packets, and (parallel and sequential) composition operat southbound API like OpenFlow, while the SDN application
for building elaborate policies from simpler ones. NetCoas  can focus on using the state for the task it wishes to perform.
even been formalized in Coq. NetKat is similar to NetCore andt is anticipated that this architecture will allow innoit
Pyretic, but additionally provides formal axiomatic setiegs  to flourish and the development of numerous network based
and a compiler based on an equational theory for reasoningpplications. In such an environment, it is necessary tarens
about programs. NetKat is based Kikeene algebra with tests that we have tools available for testing and verifying such
which is a mature framework that combines Kleene algebra—SDN applications. Canini et al. present their NICE frame-
useful for reasoning about network structure—and Booleaivork for testing OpenFlow applications [130]. Kuzniar et al
algebra which is useful for reasoning about the predicéiats t have proposed another framework, named SOFT, for verifying
define switch behavior. NetKat provides consistent reagpni OpenFLow switch interoperability. There also has been work
principles that other network programming languages latk. on computationally verifying network programs in the Coq
contrast to fore-mentioned languages, which have a fumatio mechanical proof tool [232].

bent and are suited for programming of centralized corrs|!| There also has been work on isolating fault inducing in-
the DataLofl based declarative network programming lan-puts to SDN control software [209], controller verification

guageNDLog [178] [173] is a logic programming language [168], and ensuring per-packet and per-flow consistency of
suited to distributed programming. network updates [48]. The problem of verifying a generic SDN

o _ controller—which in its general setting is Turing complete

3) Data Plane Verification:Various approaches have been (e . NOX, Floodlight, etc.)—is undecidable. Guha et al.
proposed for data plane verification including static nhave proposed a method of using for machine verification
checking—in which the correctness is verified indepengientl of network controllers[[168]. FlowLog [180] is a declara-
i) dynamic checking—in which new forwarding state is tjye, finite-state, language for programming SDN contrslle
checked before being addei, automatic testing—where the that palances expressiveness and analysis and is amenable
correct behavior of the dataplane is checked automatjcallyg model checking. In another model checking based work,
andiv) interactive debugging—which aims at finding bugs in sethj et al.[[210] have proposed new data state and network
operational networks. The Anteater [70], FlowChecKerl [80] state abstractions that can be used for model checking SDN
and Hassell[[164] tools are exampgatic checking tools controllers more efficiently. The Frenetic framewofk [193]
Various real-timedynamic checking toolsave been proposed incorporates features to help achieve per-packet and ger-fl
in literature including NetPlumbef [79] and VeriFlow [198] consistency during network updates |[48]. The safe update
The NetPlumber tool uses a novel header space analysiotocol proposed il [48] builds upon approaches that use in
for performing a real time network policy check, while the cremental recomputation (e.g., Anteafer![70], VeriFIowd],
VeriFlow tool verifies network invariants—e.g., lack of ass etc.), which may have a transient stage in which the property
control violations, absence of routing loops, blackholts,— {5 pe verified may be violated, by ensuring that the property

in real time and presents a diagnostic report in case of aviol ynder check also holds during the transient stage.
tion. The Automatic Test Packet Generation (ATPG) tool is an

automatic testing tool that automatically generates taskegts 5) Network DebuggingAs mentioned before, networks are
[207]. The ATPG verifies full reachability in a network, ugin composed of both hardware and software components and are
minimal network of test packets by using a heuristic soleer f Managed in many cases manually. Due to this reason, networks

can fail in a variety of ways making the job of debugging

T3Datalog is a declarative logic programming language Use@ asery and troubleshooting a network very complex. Traditionally

language for deductive databases. It is a simplified formrofdg, and can netWO'fk!ng has a very primitive toolset fOI’ troubleshogtin
be envisioned as a subset of Prolog sans the complex teromgedlby Prolog.  comprising few ad-hoc tools such as ping, traceroute, etc.
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usually complemented by the painstaking manual process @&f. Scalable Formal Verification For Large Networks
inspecting log files. Broadly speaking, debugging can take

place either statically or dynamically. Static debugging— Advanced in technologies such as BDDs and SAT solvers
akin to compile-time checking—works by inspecting network have extended the state of the art considerably in recensyea
configuration and settings through static analysis tootsjeh =~ However, more work needs to be done for current formal
checking, SAT solvers, etc. Dynamic checking—similar to-ru  Verification techniques to scale to large networks and tdyver
time checking—works by checking if the data plane is behavlarge software systems (such as network applications amd pr
ing as it should (techniques for data plane verification havdocol implementations). An approach that has been propiased
earlier been discussed in sectfon VIIFF3). Dynamic chegkin literature for scaling to large networks is to utilize incren-
can catch errors that arise from reasons other that errsneot! recomputation thereby avoiding the overhead of redoing
configurations, e.g., it can help in the caseipfhardware expensive static calculations. For example, NetPlunmbéd][1
errorsiii) link failure, iii) congestioniv) intermittent problems, improves HSA [[164], and Veriflow{ [198] improves Anteater
etc. Heller et al. have proposed systematic troubleshgotin[Z0], by supporting incremental computation. The incogpor
of SDNs by establishing equivalence of network views attion of incremental recomputations techniques have altbwe
different layers [[228]. In particular, Heller et al. progos these tools to scale to reasonably large networks. In recent
comparingi) actual network behavior vs. policy) the policy ~work, Yang and Lam have proposed an efficient real-time
vs. device stateiii) the device state vs. the hardware state verifier of network properties using atomic predicates| [93]
etc. By comparing these diverse network views systematjcal More work is needed in this area to exploit these recent works
more efficient troubleshooting can be performed which willS0 that network verification for large networks can become
allow identification of faults and systematic tracking doswot ~ both practical and efficient.

causes.

Handigol et al. [[208] have proposed the ndb (network
debugger) tool, analogous to the software debugging gdb too
that aims to capture and reconstruct the sequence of everfts
that leads to buggy behavior. In particular, it allows ugers
define a ‘network breakpoint’ in the form of (header, switch)t
filter to identify the errant behavior, and then produces
packet backtrace, which includes historical informatitow
the path taken by the packet as well as the state of the flo
tables at each switch, to aid in troubleshooting of network

Eﬁsgéllga sirgil?r vein, V\liun?]$ahm_ et al.f[2|3f4] havet proposed ontrollers [[206], synthesis of finite state controllersnfr
e ewind framework which 1S usetul for capturing andq 44| |ogic specifications, and synthesis of programs fr
reproducing the sequence of problematic OpenFlow comman amples by exploiting domain specific knowledge, étc. [124

sequence. In another \(vork, SCOFt et a_I. have proposed USINB the context of networking, more work needs to be done so
correspondence checking and simulation based causat 'nfethat subsystems such as protocols, configurations, haedwar

encing to isolate and localize software faults in SN I~‘235]'may be synthesized through a high-level formal specificatio
In networked systems, erroneous behavior can manifedt itse

due to the various issues related to distributed computich s only in a user-friendly manner.
as asynchrony, concurrency, and partial failures leadng t
time-consuming troubleshooting and considerable ah@g€][2
Various debugging tools have been proposed for debugging. Selection of the Right Formal Method for the Task
general distributed systems: e.g., Rip [236], etc., andraatic
debugging techniques specific to SDN have been proposed in As highlighted in this work, there is a vast amount of work
[237]. that has been done in the field of formal methods. There are
various logics, notations, technologies and tools avhi|aach
VIII. OPENISSUES ANDFUTURE WORK making its own claim of superiority, that may be utilized. Wa
The area of formal methods and verification is vast withof the claims are valid in that certain tools do certain excel
various mature tools and techniques available. With ndtimgr  in niche areas; however, each tool has its disadvantages as
being fundamentally important to all aspects of life inéghgd  well. As Keshav pointed out i [238], the choice of the most
government, defence, industry, finance, etc., networksirare appropriate tool is certainly not trivial even for an esisiéd
dire need of provably correct mechanisms. Notwithstanttieg researcher, let alone for a graduate student. It is impbrtan
lack of any major breakthroughs made by formal methods irto use the most appropriate specification language for the
traditional networking, architectural support from SDMmg  task, as noted in the 10 commandments stated in| [239]. With
with its clean abstractions provide a source of optimism foresearch in network verification recently starting to flshriit
the future of formal methods in networking. The nascent fields important to determine the right tools for various vesfion
of network verification is wide open and is ripe for further tasks in network verification. Two tools that are immediatel
exploration. In this section, we will point a few importaqgen  useful for a networking researcher are Alloy and SPIN: a
issues and highlight possible future work. practical comparison of these two tools is presented in][240

Automated Synthesis

Synthesis which promises to automatically derive implemen
ations from specifications is an extremely important fatur
agoal that can improve programmer productivity. The problem
of automated synthesis is at the frontier of verificatioreegsh
day [22]. Some important works in this regard include
ynthesis of network updates [205], synthesis of network



D. Specialized Network Verification Tools [4]

In contrast to sophisticated well-honed design automation
tools that are available for general hardWérand software
industries, networking industry has almost no rigoroudstoo [5]
for verification. The vision of building a network CAD was
articulated by McKeown. Encouragingly, as the SDN archi- (g
tecture is becoming mainstream, there is renewed intemest i
building specialized tools that will allow automated deting,
verification, and analysis. Some important issues that teed [7]
be addressed before such a vision can be realized ark [228]:
incorporating program semantics into network troubleimgo
tools; ii) improved techniques for checking invarianig; de- (8]
velopment of new abstractions, especially in the SDN cdntex

to facilitate troubleshooting. [9]

E. Verification for Concurrent and Parallel Programming

With the emergence of data centers and cloud computing
the programming world is undergoing a silent revolutiorhvt
growing trend towards parallel programming. Although,réhe
are various approaches that have been proposed to suppo[r]tz]
verification of concurrent programs, more research needs to
be done to propose new clean simplified abstractions for
building verified concurrently executing programs that can [13]
exploit modern multi-core and multi-processor architees
and parallel programming style suited to data centers andicl
computing.

[10]
[11]

[14]

IX. CONCLUSIONS

We are in an exciting time in the networking world with
recent innovations such as software defined networking and
cloud computing fundamentally altering the landscape ef th [16]
networking world. Keeping in mind the criticality of the
Internet infrastructure, assuring the correct behaviowvani-
ous subsystems of the Internet has become essential. Ther[%]
is great interest in applying the vast amount of work that
has been done in the community of formal methods and
verification to networks. The work in formal methods draws
upon many diverse fields such as logic, theoretical computer18]
science, programming languages, mathematics, etc., amahe
appears daunting to a non-specialist. In this work, we prtese [19]
a detailed tutorial on the various methods and techniqued us
in formal methods and verification while providing necegsar
background and references to important works. We also prese (20]
a detailed survey of the application of formal methods in the
networking context. We have also identified some important[21]
research directions that can be pursued in future work.

[15]
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