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ABSTRACT

Sampling is a standard approach in big-graph analyticsgta
is to efficiently estimate the graph properties by consgliarsam-
ple of the whole population. A perfect sample is assumed te mi
ror every property of the whole population. Unfortunatelych a
perfect sample is hard to collect in complex populationshsae
graphs (e.g. web graphs, social networks etc), where anlyirdp
network connects the units of the population. Thereforepadg
sample will be representative in the sense that graph piepef
interest can be estimated with a known degree of accuracy.

While previous work focused particularly on sampling sceem
used to estimate certain graph properties (e.g. triangiety;anuch
less is known for the case when we need to estimate variopb gra
properties with the same sampling scheme. In this paperrore p
pose a generic stream sampling framework for big-graphy&nal
ics, called Graph Sample and Hold (gSH). To begin, the pgos
framework samples from massive graphs sequentially in glesin
pass, one edge at a time, while maintaining a small state heéfe t
show how to produce unbiased estimators for various gragbepr
ties from the sample. Given that the graph analysis algosttvill
run on a sample instead of the whole population, the runtione-c
plexity of these algorithm is kept under control. Moreowgiven
that the estimators of graph properties are unbiased, firexima-
tion error is kept under control. Finally, we show the parfance
of the proposed framework (gSH) on various types of grapi) s
as social graphs, among others.

1. INTRODUCTION

1.1 Motivation

We live in a vastly connected world. A large percentage of
world’s population routinely use online applications (e.Bace-
book and instant messaging) that allow them to interact thigtir
friends, family, colleagues and anybody else that they waskn-
alyzing various properties of these interconnection neta/dgs a
key aspect in managing these applications; for exampleguane
ing interesting dynamics often prove crucial for eithertdimay new
services or making existing ones better. Since these omeection
networks are often modeled as graphs, and these networksgee
in practice (e.g., Facebook has more than a billion nodé®)ient
big-graph analyticdas recently become extremely important.

One key stumbling block for enabling big graph analyticshis t
limitation in computational resources. Despite advanceslis-
tributed and parallel processing frameworks such as Map&ed
for graph analytics and the appearance of infinite resotrctdse
cloud, running brute-force graph analytics is either tostlgptoo

slow, or too inefficient in many practical situations. Farthfind-
ing an ‘approximate’ answer is usually sufficient for manpesy
of analyses; the extra cost and time in finding the exact answe
often not worth the extra accuracyamplingtherefore provides an
attractive approach to quickly and efficiently finding an rapp
mate answer to a query, or more generally, any analysis tlgec

Many interesting graphs in the online world naturally ewobver
time, as new nodes join or new edges are added to the network. A
natural representation of such graphs is in the form of astref
edges, as some prior work notéd [4]. Clearly, in such a stirgam
graph model, sampling algorithms that process the datadrpasss
are more efficient than those that process data in an agbibrar
der. Even for static graphs, the streaming model is stilliagp
ble, with a one-pass algorithm for processing arbitraryiggeover
this graph typically more efficient than those that involviitary
traversals through the graph.

1.2 Sampling, Estimation, Accuracy

In this paper, we propose a new sampling framework for big-
graph analytics, called Graph Sample and Hold (gSH). gSH es-
sentially maintains a small amount of state and passesghralli
edges in the graph in a streaming fashion. The sampling pileba
ity of an arriving edge can in general be a function of theestor
state, such as the adjacency properties of the arriving wdlle
those already sampled. (This can be seen as an analog of the ma
ner in which standard Sample and Hdld[18] samples packets wi
a probability depending on whether their key matches oremdyr
sampled). Since the algorithm involves processing onlyrgsa of
edges (and thus, nodes), it keeps run time complexity uritsake

gSH provides a generic framework for unbiased estimation of
the counts of arbitrary subgraphs. This uses the Horvitariison
construction([24] in which the count of any sampled objeetégghted
by dividing by its sampling probability. In gSH this is resgid by
maintaining along with each sampled edge, the samplinggtiitb
ity that was in force when it was sampled. The counts of sylgra
of sampled edges are then weighted according to the proéitiet o
selection probabilities of their constituent edges. Sitheeedge
sampling probabilities are determined conditionally witkpect to
the prior sampling outcomes, this product reflects the dégece
structure of edge selection.

The sampling framework also provide the means to compute the
accuracy of estimates, since the unbiased estimator ofiti@nce
of the count estimator can be computed from the sampling-prob
abilities of selected edges alone. More generally, the rizvee
between the count estimators of any pair of subgraphs castbe e
mated in the same manner.

The framework itself is quite generic. By varying the depen-
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dence of sampling probabilities on previous history, one tcene
the estimation various properties of the original graphcieffitly
with arbitrary degrees of accuracy. For example, simpléoumi
sampling of edges at random may naturally lead to selectiagya
number of higher-degree nodes since higher-degree nogearip

relation of packets according to their keys is replaced lgcahcy
relation between links. But this generalization brings yndiffer-
ences as well. In particular, many graph properties invtlae-
sitive properties (e.g., triangles) that are relativeljnteresting in
network measurements (and hence, under explored). For afany

more number of edges. For each of these sampled nodes, we catthese properties, it is important to realize that the aayuod the

choose the holding function to simply track the size of thgrde
for these specific nodes, of course accounting for the loghenf

analytics depends on the ordering of edges to some exteithwh
was not the case for the vast majority of network measurement

count before the node has been sampled in an unbiased mannemproblems considered in the literature.

Similarly, by carefully designing the sampling functiongwan
obtain a uniformly random sample of nodes (similar to thescla

sic node sampling), for whom we can choose to hold an accurate

count of number of triangles each of these nodes is part of.

1.3 Applications of the gSH Framework

In this paper, we demonstrate applications of the gSH frame-

work in two directions. Firstly, we formulate a parametedZ#am-
ily gSH(p,q) of gSH sampling schemes, in which an arrivingead
with no adjacencies with previously sampled edges is sslagtth
probability p; otherwise it is sampled with probability Secondly,
we consider four specific quantities of interest to estinveitlin
the framework. These are counts of links, triangles, coteukec
paths of length two, and the derived global clustering coieffit.

2. FRAMEWORKFOR GRAPH SAMPLING

2.1 Graph Stream Model

Let G = (V, K) be a graph. We call two edgésk’ € K’ are
adjacentk ~ k', if they join at some node. Specifically:

e Directed adjacencyk = (ki,kz) ~ k' = (ki, ky) iff ko =
K} or k1 = k5. Note that~ is not symmetric in this case.

e Undirected adjacencyk = (ki,ko) ~ k' = (ki,ky) iff
kN k' # 0. Note that~ is symmetric in this case.

Without loss of generality we assume edges are unique;witber

We also provide an unbiased estimator of node counts based ongjstinguishing labels that are ignored kycan be appended.

edge sampling. Note that we do not claim that these lists afrex
ples are by any means exhaustive or that the framework camacc
modate arbitrary queries efficiently.

1.4 Contributions and Outline

In Sectiorl2, we describe the general framework for graph- sam
pling, and show how it can be used to provide unbiased estgnat
of the counts of arbitrary selections of subgraphs. We atews
how unbiased estimates of the variance of these estimadarbe
efficiently computed within the same framework. In Seclibmw8a
show how counts of specific types of subgraph (links, triaggl
paths of length 2) and the global clustering coefficient care&-
timated in this framework. In Sectidd 4, we describe the igec
gSH(p.q) graph Sample and Hold algorithms, and illustitagestp-
plication of gSH(p,1) on a simple graph. In Sectidn 5, we dbsc
a set of evaluations based on a number of real network tojgslog
We apply the estimators described in Secfibn 4 to the cowts d
scribed in Sectiofil3, and compare empirical confidenceviaker
with those estimated directly from the samples. We also @vmp
accuracy with prior work. We discuss the general relatioowf
work to existing literature in Sectidd 6 and conclude in RexT.

1.5 Relation to Sample and Hold

gSH for big-graph analytics bears some resemblance todise cl
sic Sample and Hold (SH) approach][18], versions of which afs
peared as Counting Samples of Gibbons and Matias[22], anel we
used for attack detection by Smitha, Kim and Reddy [41]. In SH
packets carry a key that identifies the flow to which they bglon
A router maintains a cache of information concerning the $lofv
packets that traverse it. If the key of an arriving packetaies a
key on which information is currently maintained in the muthe
information for that key (such as packet and byte counts iamddg
information) is updated accordingly. Otherwise the packstm-
pled with some probability. If selected, a new entry is instantiated
in the cache for that key. SH is more likely to sample longexlo
Thus, SH provides an efficient way to store information conicg
the disposition of packet across the small proportion of §lokat
carry a large proportion of all network packets.

The edges inK arrive in an ordek : [|K|] — K. Fork, k' €
K, we writek < k' if k appears earlier thaii in arrival order. For
1 < |K|, K; ={k € K : k = k;} comprises the firstarrivals.

2.2 Edge Sampling Model

We describe the sampling of edges through a random process
{H;} = {H; : i € [|K|]} whereH; = 1 if k; is selected
H; = 0 otherwise. LetF; denote the set of possible outcomes
{H.,...,H;}; We assume that an edge is selected according to a
probability that is a function of the sampling outcomes ajious
edges. For example, the selection probability of an edgebeaan
function of the (random) number of previously selected edbat
are adjacent to it. Thus we write

P[k‘L is selecteq{Hl, ey Hz‘71}] = E[HZ|]:271] = Pi (1)

wherep; € (0, 1] is randomprobability that is determined by the
firsti — 1 sampling outcom@s

2.3 Subgraph Estimation

In this paper, we shall principally be concerned with estinta
the frequency of occurrence of certain subset& afithin the sam-
ple. Our principal tool is theelection estimatorS; = H;/p; of
the link k;. It is uniquely defined by the properties: (A]') > 0; (ii)

S; > 0iff H; > 0; and (iii) E[S;|F;_1] = 1, which we prove in
Theoren{dl below. We recogniﬁ as a Horvitz-Thompson esti-
mator [24] of unity, which indicating the presencekefin K.

The idea generalizes to indicators of general subsets afsedg
with K. We call a subsef C K an ordered subset when written
in increasing arrival ordey = (Ji, , Jias - - -y Jim ) With i1 < i2 <
-+ < im. For an ordered subsgtof K we write

H(J)= ][ H: and P(J)= ][] p:
Ji€J Ji€J

with the convention thaf ()) = P(§) = 1. We say that/ is
selected i (J) = 1. The selection estimator for an ordered subset

@)

'Formally,{ 7; } is the natural filtration associated with the process

gSH can be viewed as an analog of SH in which the equivalence {H;}, and{p;} is previsible w.r.t{F;}; see([48].
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Our main structural result concerns the properties ifﬁbé).

THEOREM 1. (i) E[S;|Fi_1] = 1 and henc&[S;] = 1
(ii) For any ordered subsef = (j;,, ..., i) Of K,
E[Sir, - Jin WFioa] = 8Girs oo Gimn) (@)
and hence
E[S(J)] = (5)

(ii) Let .J,J’ be two ordered subsets &f. If J N J' = @ then
E[S(J)S(J')] = 1and henceCov(S(J), S(J')) =0 (6)

(iv) LetJy,...,Je be disjoint ordered subsets &f. Letq be a
polynomial in¢ vgriables thelt is linear in each of its argu-
ments. ThetE[g(S(J1),...,S(Je))] = q(1,...,1).

(v) LetJ, J’ be two ordered subsets &f with JAJ' their sym-
metric difference. The@(J, J') defined below is non-negative
and an unbiased estimator ov(5(.J), S(J)), which is
hence non-negativeC(J, J') is defined to b& whenJ N

= (), and otherwise:
1)

(vi) S(J) (§(J) — 1) is an unbiased estimator &far(5(.J)).

C(J,J) =8 uJ) (§(J nJ')— @)

PROOF. (i) E[Si|Fi—1] = E[H:i/pi|Fi-
(ii) is a corollary of (i) since

1] =1, sincep; > 0.

E[SGirs s Jim ) Fim 1] 8)
= E[BSiFi 118G, s i1 Fin s
= SGirs- s Gim ) ©)
(iiiy When J 0 .J' = 0, then by (ii)
E[S(J)S(J) =E[S(JNnJ)] =1 (10)

(iv) Is a direct corollary if (iii)
(v) Unbiasedness: The caden J' = () follows from (jii). Oth-
erwise,

E[C(J, )]

E[S(J)S(J (11)
E[S(J)S(J

E[S(J)S5(J 112)
sinceE[S(J)] = E[S(J')] = 1. Nonnegativity: since eacH(.J)
is non-negativeC'(J, J') is a product ofS(JAJ'), which is non-

negative, withH (J N J')(1/P*(JNJ') —1/P(JNJ")) >0
(vi) is a special case of (v) with = J'. [

J) —E[S(JUJ)]
"] =1=Cov(S(J),S8(J

3. SUBGRAPH SUM ESTIMATION

We now describe in more detail the process of estimation, and
computing variance estimates. The most general quantiyviie
wish to estimate is a weighted sum over collections of syfitga
for brevity, we will refer to these asubgraph sums This class
includes quantities such as counts of total nodes or links,ior
counts of more complex objects such as connected pathsgthlen

two, or triangles that have been a focus of study in the relgent
erature. However, the class is more general quantities inhadn
selector is applied to all subgraphs of a given type (e.gngflies)
and only subgraphs fulfilling a selection criterion (e.g.sdwh on
labels on the nodes of the triangle) are to be included in thatc

3.1 General Estimation and Variance

To allow for the greatest possible generality, we fgt= 2%
denote the set of subsets &f, and letf be a real function oiiC.
For any subsef) C K, the subset sum of over@ is

Q=Y f()

Jeq

13)

Here Q represents the set of subgraphs fulfilling a selection-crite
rion as described above. L@t denote the set of objects @ that
are sampled, i.e., thosé = (k;,,...,k:,) € Q for which all
links are selected. The following is an obvious consequerfitiee
linearity of expectation and Theordh 1

THEOREM 2. (i) Anunbiased estimator of(Q) is
Q= f(NS) = f(N)/PI) (14
JeQ Jed

(i) An unbiased estimator df'ar(f(Q)) is

S HDr

J,J'€Q:JNJ £

Y(1/P(JUJNA/P(JNJT)—=1)

Note that the sum if_(15) can formally be left unrestrictettsi
terms with non-intersecting, J' are zero due to our convention
that P() = 1

3.2 Edges

As beforeK denotes the edges @:let K denote the set of sam-
pled edges. Then

(15)

NK_Z—

is an unbiased estimate dfx = |K|. An unbiased estimate of the
variance ofNg is
1
)
Di

(k1,k2,k3)inG, andT the

Zi

(16)
* Di
k€K

3.3 Triangles

Let T denote the set of triangle=
set of sampled triangles. Then

> 1/P(r)

TET

Nr = (17)

is an unbiased estimate 8fr = |T'|, the number of triangles iG'.
Since two intersecting triangles have either one link in g@m or

are identical, an unbiased estimatévfafr(ﬁcp) is
-1
57)

Zp ( ) ZPTUT (P((1

'ET
wheree(7, 7') is the common edge betweerandr’




3.4 Connected Paths of Length 2

Let A denote the set of connected paths of length tivo=
(k1,k2) in G, andA the subset of these that are sampled. Then

Na=>"1/P(L)

LeA

(18)

is an unbiased estimate &fx = |A|, the number of such paths
in G. Since two non-identical members d&f have one edge in
common, an unbiased estimate\afr (N, ) is

= o (7o )* X raom (e )

L#L'elX

wheree(L, L') = L N L' is the common edge betweénand L’

3.5 Clustering Coefficient

The global clustering coefficient of a graph is definedhas-
3N1 /Na. While 3N7 /Ny is anestimator ofa, it is not unbiased.
However, the well known delta-methad [38] suggests usingra f
mal Taylor expansion. But we note that a rigorous applicatib
this method depends on establishing asymptotic propm‘tié@r
and N, for large graphs, the study of which we defer to a subse-
quent paper. With this caveat we proceed as follows. For@oran
vectorX = (Xi,..., X,) asecond order Taylor expansion results

in the approximation
Var(f(Xi1,...,Xn)) " v-Mv (19)

wherev = (V f)(E[X]) andM is the covariance matrix of th&;.
Consideringf (N7, NA) = Nr/Na we obtain the approximation:

A
Var(Np /Ny~ Yl) | NeVartta) g
A A
o Nr Covllr, Na) COVJ\([{YT’NA) (1)
A

For computation we replace all quantities by their corresirg
unbiased estimators derived previously. Following Thedfk the
covariance term is estimated as

1 1
-1 22
£~ P(rUL) (P(TﬂL) ) (22)
reT,Lel
TNLAD

3.6 Nodes

Node selection is not directly expressed as a subgraph sutm, b
rather through a polynomial of the type treated in Thediv).1(
Let K (x) denote the edges containing the nade V. Now ob-
servex remains unsampled if and only if no edgeAf(z) is sam-
pled. This motivates the following estimator of node setett

H (1—§i)

k; €K (x)

ny=1-— (23)

The following is a direct consequence of Theofdm 1(iv)

LEMMA 1. n, = 0 if and only if no edge fronk (z) is sam-
pled, andE[n,] = 1.

4. GRAPH SAMPLE AND HOLD
4.1 Algorithms

We now turn to specific sampling algorithms that conform ® th
edge sampling model of Sectibn P.%raph Sample and Hold
gSH(p, q) is a single pass algorithm over a stream of edges. The
edgek is somewhat analogous to the key of (standard) sample and
hold. However, the notion of key matching is different. Anng
edge is deemed to match an edge currently stored if eithes of i
nodes match a node currently being stored (in appropriateese
for the directed and undirected case). A matching edge iplsain
with probability ¢. If there is not a match, the edge is stored with
some probability. An edge not sampled is discarded permanently.
For estimation purposes we also need to keep track of thapileb
ity with which as selected edge is sampled. We formally dpeci
gSH(p, ¢) as Algorithn{l.

Algorithm 1: Graph Sample and Hold: gSHl q)

K+«
while new weighted edgk do
if k ~ k' some(k’,p’) € K then
| r=q
else
Lr=r

Append(k, r) to K with probability r

In some sense, gSH samples connected components in the same
way the standard sample and hold samples flows, although ther
are some differences. The main difference is a single caedec
component in the original graph may be sampled as multipte-co
ponents. This can happen, for example, if omission of an edge
from the sample can disconnect a component. Clearly, ther and
which nodes are streamed determines whether or not suchisgmp
disconnection can occur.

Clearly, gSH would admit generalizations that allow a manme
plex dependence of sampling probability for new edge on the ¢
rent sampled edge set. Just as with gSH itself, the detailseof
sampling scheme should allow to certain subgraphs to be favo
selection. In this paper we do not delve into this matter ieagr
detail, rather we look at a simple illustrative modificatiohgSH
that favor the selection of triangles. g$Hs identical togSH,
except that any arriving edge that would complete a triargytee-
lected with probability 1; see Algorithin 2. Obviously g§H1)
and gSH-(p, 1) are identical.

4.2 lllustration with gSH(p,1)

We use a simple example of a path of length 3 to illustrateithat
Graph Sample and Hold g$H 1), the distribution of the random
graph depends on the order in which the edges are presertted. T
graphG = (V, K) comprises 4 nodeg = a, b, ¢, d connected by
3 undirected edge&x = {(a,b), (b, c), (¢, d) which are the keys
for our setting. There are 6 possible arrival orders for thgsk
of which we need only analyzg the other orders being obtained
by time reversal. These are displayed in the “Order” coluimns
Table[1. For each order, the possible selection outcomethéor
three edges by the check marks followed by the probability of
each selection. The adjusted weights for each outcomepikagtexd
in “Weights” followed by corresponding estimate of the natie
gree, i.e. the sum of weights of edges incident at each node. O
can check by inspection that the probability-weighted sofrthe



Order Selection Prob. Weights Est. Node Degree
(@b (o) (ed) | (ab) (ho) (cid) (ab) (be) (cd) | a b c d
2 v vV » i/p 1 T/p 1/p+1 2 T
v v 1-pp o 1/p 1 0 1/p 1/p+1 1
v |Q=-p?| 0 0 1/p| 0 0 /p  1/p
: : -l a-p*| 0o o oo 0 0 0
2 1 3| v v 7 » T 1/p 1 | 1 1/p+1 1/p+1I 1
v v | (L=pp®|1/p O Up|1l/p 1/p /p  1/p
~ v |(l=p’p| 0O 0 1/p| O 0 /p 1/p
v (I-p’p|1/p 0 O |1/p 1/p 0 0
: : - la-p*|l 0 0o 0] o0 0 0 0
1 3 2 v v v P’ 1/p 1 1/p|1/p 1/p+1 1/p+1 1/p
v v : p(l—-p) | 1/p 1 0 |1/p 1/p+1 1 0
v v 1-p)p 0 1 1/p| O 1 1/p+1 1
v (I-p?p| O 1/p O | O 1/p /p 0
1-p*| 0 o0 0] o0 0 0 0

Table 1: Estimation on a path of length 3 using gSKip, 1)

Algorithm 2: Graph Sample and Hold for Triangles:

gSHr(p, q)

K« 0

while new weighted edge do
if £ would complete a triangle i then

| r=1

Table 3: Estimates of expected value, relative error, samplsize,
lower bounds, and upper bounds when sample sizé 40K edges,
with sampling probability p,q = 0.005 for web-BerkStan, and
p = 0.005,¢ = 0.008 otherwise. SSize is the number of sam-
pled edges, andLB,U B are the 95% lower, and upper bound

respectively.
else . EdgesNgk
H / ! /
|ka k" some(k’,p’) € K then Nac Ne B Nel gsie  Lp 0B
r= !
a4 socfb-CMU  249.9K 249.6K  0.0013  1.7K  236.8K  262.4K
else socfb-UCLA  747.6K  751.3K  0.0050 5K 729.3K  773.34K
L r=p socfb-Wisconsin  835.9K  835.7K 0.0003 5.5K 812.2K  859.1K
web-Stanford 1.9M 1.9M 0.0004  14.8K 1.9M 2M
> Y web-Google 4.3M 4.3M 0.0007 25.2K 4.2M 4.3M
| Append(k, ) to K with probabilityr web-BerkStan ~ 6.6M  6.6M 00006  39.8K 65M  6.7M
Triangles Np
Ny Ny BrNelogsize LB UB
. . . socfb-CMU 23M  2.3M 0.0003  1.7/K _ 1.6M 2.9M
Table 2: Statistics of datasetsn is the number of nodes N is the socfb-UCLA  51M  51M  0.0095 5K 42M  6.03M
number of edges, Nt is the number of triangles, N, is the number socfb-Wisconsin ~ 4.8M 4.8M 0.0058 5.5K 4M 5.7M
of connected paths of length 2 is the global clustering coefficient, =~ web-Stanford ~ 11.3M  11.3M 00023  14.8K = 37M  18.8M
and D is the densit web-Google 13.3M  134M  0.0029 252K 11.7M 15M
Y. web-BerkStan ~ 64.6M  65M 0.0063  39.8K 455M  84.6M
graph n Nk Nrp Na @ D Path. Length two Ny
GDUCLA 20k 746K 6aM 107AM 014314 00036 No By MWl ssie LB UD
socfb- . . . . . s
socfb-Wisconsin 24K 835.0K 4.8M 121.4M 0.12013 00029  So¢f-CMU - 37.4M - 37.3M —0.0018 17K 326M  42M
socfb-UCLA  107.1M 107.8M  0.0060 5K 100.1M 115.42M
web-Stanford 282K 1.9M 11.3M  3.9T  0.008625.01 x 10~° socfb-Wisconsin  121.4M 121.2M  0.0018 55K 108.9M  133.4M
web-Google ~ 876K  4.3M  13.3M 727.4M 0.055231.15 x 10~° web-Stanford 3.9T 3.9T 0.0004  14.8K  3.6T 427
web-BerkStan 685K  6.6M  64.6M 27.9T  0.0069£.83 x 10~° web-Google ~ 727.4M  724.3M  0.0042 252K 677.1M  771.5M
web-BerkStan ~ 27.9T  27.9T  0.0002  39.8K 26.5T  29.3T
Global Clustering
) ) ) ) o a [8=al  §Size LB UB
weight estimators are, while the corresponding sums of the de- Soclb-CMU — 0.18526 018574 000260 17K 0.14576 022572
gree estimators yield the the true node degree. socfb-UCLA  0.14314 0.14363  0.00340 5K 0.12239 0.16487
socfb-Wisconsin  0.12013 0.12101  0.00730 55K 0.10125 (714
web-Stanford  0.00862 0.00862 0.00020  14.8K 0.00257 0D146
5. EXPERIMENTS AND EVALUATION web-Google ~ 0.05523 0.05565 0.00760 25.2K 0.04825 0.06305
web-BerkStan ~ 0.00694 0.00698  0.00680  39.8K 0.00496 0MO90

We test the performance of our proposed framework (gSH) as

described in Algorithni ]2 (withr = 1 for edges that are closing
triangles) on various social and information networks v2igh K —
7M edges. For all of the following networks, we consider an undi
rected graph, discard edge weights, self-loops, and we agniie




stream by randomly permuting the edges. Table 2 summatiees t
main characteristics of these graphs, such thiat the number of
nodes,Nk is the number of edgedyr is the number of triangles,
N, is the number of connected paths of lengthnds the global
clustering coefficient, and is the density.

1. Social Facebook Graphs Here, the nodes are people and

5.2 Confidence Bounds

Having selected a sample that can be used to estimate ttad actu
statistic, it is also desirable to construct a confidencerual within
which we aresufficientlysure that the actual graph statistic of inter-
est lies. We construct 5% confidence interval for the estimates
for edge (Vk), triangle (N7), connected paths of length V()
counts, and clustering coefficient)(as follows,

edges represent friendships among Facebook users in three

different US schools (CMU, UCLA, and Wisconsin) [44].

2. Web Graphs. Here, the nodes are web-pages and edges are
hyperlinks among these pages in different domains [42].

From TabléR, we observe that social Facebook graphs areadigne

est + 1.96/Var(est) (24)

where the estimatest andV ar(est) are computed using the equa-
tions of the unbiased estimators of counts and their vagiasdis-
cussed in Sectidd 2. For example, 86 confidence interval for

dense as compared to the web graphs. We ran the experimentd® €dge countis,

on MacPro 2.66GHZ 6-Core Intel processor, with 48GB memory.
In order to test the effect of parameter settings (peandg), we
perform100 independent experiments and we consider all possible
combinations op andgq in the following range,

p,q = {0.005, 0.008, 0.01, 0.03, 0.05,0.08,0.1}

Our experimental procedure is done as follows, indepehdémt
eachp = pi, q = qi:
1. Given one parameter settipg= p;, ¢ = ¢, obtain a sample
K usinggSHr(p;,q:) (as in Algorithn2)

2. Using S, compute the unbiased estimates of the following
statistics: Edge count¥x ; Triangle countsVr; Connected
paths of length twaV, ; Global Clustering Coefficient.

3. Compute the unbiased estimates of their variance

5.1 Performance Analysis

We proceed by first demonstrating how accurate the proposed
framework’s estimates for all the different graph statistive dis-
cuss in this paper across various social and informatiowarés.
Given a samplef( C K, we consider the absolute relative error
(i.e., ElestizActually 55 3 measure of how far is the estimate from
the actual graph statistic of interest, whéféest) is the mean esti-
mated value acrosk)0 independent runs. Tadlé 3 provides the es-
timates in comparison to the actual statistics when the kEasipe
is < 40K with p,q = 0.005 for web-BerkStan angg = 0.005,

g = 0.008 otherwise. We summarize below our main findings
from Table3:

For edge count estimated’f;), we observe that the relative
error is in the range d8.03% —0.5% across all graphs.

For triangle count estimate®Vgr), we observe that the rela-
tive error is in the range df.03% —0.95% across all graphs.

For estimates of the number of connected paths of length two
(IVa), we observe that the relative error is in the range of
0.02% —0.6% across all graphs.

For global clustering coefficient estimates),(we observe
that the relative error is in the range®02% —0.76% across
all graphs.

Nk +1.96\/Var(Nk)

whereUB = Nk +1.961/ Var(Nk), LB = Nx—1.961/ Var(Nx)

are the upper and lower bounds on the edge count respecfiieely

ble[3 provides th€5% upper and lower bounds (i.&€/,B, LB) for

the sample when the sample sizedsl0K edges. We observe that

the actual statistics across all different graphs lie imieen the

bounds of the confidence interval (i.&.8 < Actual < UB).
Additionally, we study the properties of the sampling disition

of our proposed framework (gSH) as we change the sample size.

Figurel shows the sampling distribution as we increaseaimpke

size (for all possible settings @f g in the range).005-0.1 as de-

scribed previously). More specifically, we plot the fraatig<*

(blue diamonds in the figure), whefe(est) is the mean estimated

value acrosd00 independent runs. Further, we plot the fractions

+2E and£E_ (green circles in the figure). These plots show

the sampling distribution of all statistics for socfb-UCLa#nd socfb-

Wisconsin graphs. We now summarize our findings from Fifghire 1

We observe that the sampling distribution is centered ahd ba
anced over the red lingyz:s = 1) which represents the
actual value of the graph statistic. This observation shows
the unbiased properties of the estimators for the four graph
guantities of interest that we discussed in Sedfion 2.

We observe that the upper and lower bounds contain the ac-
tual value (represented by the red line) for different combi
nations ofp, ¢

We observe that as we increase the sample size, the bounds
convergeo be more concentrated over the actual value of the
graph statistic (i.e, variance is decreasing)

We observe that the confidence intervals for edge counts are
small in the range 0©.98-1.02

We observe that the confidence intervals for triangle counts
and clustering coefficient are large compared to other graph
statistics (in the range @¥87-1.12).

We observe that samples with size 40K edges provide

a reasonable tradeoff between the sample size and unbiased
estimates with low variance

Thus we conclude that the sampling distribution of the pro-
posed framework has many desirable properties of unbiased-
ness and low variance as we increase the sample size.

Note that in Figur€]l, we use a square (with gold color) torrefe

(25)

We observe that graphs that are more dense (such as socfbne sample reported in Tatile 3. We also found similar obsieng

UCLA) show higher error rates as compared to sparse graphs for the remaining graphs (omitted due to space constraints)

(such as web-Stanford).

From all above, we observe that the highest error is in the
triangle count estimates and yet it is still1%.

In addition to the analysis above, we compute the exact egeer
probability v of the 95% confidence as follows,

v = P(LB < Actual < UB) (26)
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Table 4: Coverage Probability~ for 95% confidence
interval

graph YNy YNp YN Vo
socfb-CMU 0.94 0.95 0.96 0.92
socfb-UCLA 0.96 0.95 0.95 0.92
socfb-Wisconsin  0.95 0.95 0.96 0.95
web-Stanford 0.97 0.92 0.95 0.92
web-Google 0.95 0.93 0.95 0.95
web-BerkStan 0.96 0.94 0.93 0.93

Table 5: The relative error and sample size of
Jha [25] in comparison to our framework for triangle
count estimation

Jhaet al.[25] gSH
graph WTN;TNT‘ SSize WTT;NT‘ SSize
web-Stanford ~ 0.07 40K 0.0023 14.8K
web-Google =~ 0.04 40K 0.0029 25.2K
web-BerkStan = 0.12 40K 0.0063 39.8K

For eachp = pi, ¢ = ¢i;, we compute the proportion of samples
in which the actual statistic lies in the confidence interaloss
100 independent sampling experiment§ Hr(ps, q:). We vary
p, q in the range 06.005-0.01, and for each possible combination
of p,q (e.g.,p = 0.005, ¢ = 0.008), we compute the exact cover-
age probabilityy. Table[4 provides the mean coverage probability
with p,¢ = {0.005, 0.008,0.01} for all different graphs. Note
YN YNg» YN, » andy, indicate the exact coverage probability of
edge, triangle, path length 2 counts, and clustering caefitice-
spectively. We see that the nomirtdi% confidence interval holds
to a good approximation, as~ 95% across all graphs.

5.3 Comparison to Previous Work

Table 6: Elapsed time (seconds) for counting edges, triangs, and
paths of len.2

Full Graph Sampled Graph
graph Time Graphsize Time SSize
web-Stanford  19.68 1.9M 0.13 148K
web-Google 5.05 4.3M 055 25.2K
web-BerkStan  113.9 6.6M 1.05 39.8K

a very large error; see Sectigh 6 for more details.

5.4 Effect ofp,q on Sampling Rate

While Figure[1 shows that the sampling distribution of the-pr
posed framework is unbiased regardless the choipegthe ques-
tion of what is the effect of the choice of ¢ on the sample size
still needs to be explored. In this section, we study thecefiéthe
choice of parameter settings on the fraction of edges sahfien
the graph.

Figure[2 shows the fraction of sampled edges as we pafyin
the range 06.005-0.1 for two web graphs and two social Facebook
graphs. Note that the graphs are ordered by their densigckch
Table[2) going from the most sparse to the most dense graph. We
observe that wheq < 0.01, regardless the choice pfthe fraction
of sampled edges is in the rangedo$% —2.5% of the total number
of edges in the graph. We also observe thaj gees from0.01 to
0.03, the fraction of sampled edges would be in the range @%
—5%. These observations hold for all the graphs we studied.

On the other hand, aggoes from0.03 to 0.1, the fraction of
sampled edges depends on whether the graph is dense or.sparse
For example, for web-Google graph,@goes fron0.03 t0 0.1, the
fraction of sampled edges goes frai% to 15%. Also, for web-
Stanford graph, ag goes fron0.03 to 0.1, the fraction of sampled
edges goes fromi% to 25%. Moreover, for the most dense graph
we have in this paper (socfb-CMU), the fraction of samplegesd
goes from5% to 31%. Note that when we tried = 1, regardless
the choice op, at least more tha®0% of the edges were sampled.

Sincep is the probability of sampling a fresh edge (not adjacent
to a previously sampled edge), one could think af the probabil-

We compare to the most recent research done on triangle-count ity of random jumps (similar to random walk methods) to exelo

ing by Jhaet al.[25]. Jhaet al. proposed a Streaming-Triangles al-
gorithm to estimate the triangle counts. Their algorithmintans
two data structures. The first data structure is the edgevase

unsampled regions in the graph. On the other haris the prob-
ability of sampling an edge adjacent to previous edges. efbe,
one could think ofy as the probability of exploring the neighbor-

and used to maintain a uniform random sample of edges as theyhood of previously sampled edges (similar to the forwardpbal-

streamed in. The second data structure is the wedge (pathlen
two) reservoir and used to select a uniform sample of wedges ¢
ated by the edge reservoir. The algorithm proceeds in avaser
sampling fashion as a new edggeis streaming in. Then, edge

ity in Forest Fire samplind [29]).

From all the discussion above, we conclude that using a gmall
settings (i.e.< 0.008) is better to control the fraction of sampled
edges, and also recommended since the sampling distribatio

e+ gets the chance to be sampled and replace a previously samthe proposed framework is unbiased regardless the choipegof

pled edge with probability /¢. Similarly, a randomly selected new
wedge (formed by:) replaces a previously sampled wedge from
the wedge reservoir. Tableé 5 provides a comparison between o
proposed framework (gSH) and the Streaming-Trianglesitgo
proposed in [[25]. Note that we compare with the results itegor
in their paper.

as we show in FigurEl 1 (also see Secfidn 2). However, if a tight
confidence interval is needed, then increaginghelps reduce the
variance estimates.

5.5 Implementation Issues
In practice, statistical variance estimators are costiotopute. In

From Tabld b, we observe that across the three web graphs, ourthis paper, we provide an efficient parallel procedure to fmate

proposed framework has a relative erovders of magnitudéess
than the Streaming-Triangles algorithm proposed[in| [2§}wall
as with a small(er) overhead storage (in most of the graph®.
note that the work done by Jleaal.[25] compares to other state of
the art algorithms and shows that they are not practical evdlige

the variance estimate. We take triangles as an example.idgéons
for example any pair of triangles and+’, assuming- andr’ are
not identical, the covariance efandr’ is greater than zero, if and
only if the two triangles are intersecting. Since two ingeting tri-
angles have either one edge in common or are identical, wir@hn



intersecting triangles by finding all trianglegidentto a particular
edgee. In this case, the intersection probability of the two tgkes
is P(t N 7") = P(e). Note that ifr andr’ are identical, then the
computation is straightforward.

The procedure is very simple as follows,

e Given a sample set of edgé?s, for each edge € K

— find the set of all trianglesI{.) incident toe

— for each pair(r, 7’), wherer, 7’ € T.. Compute the
Cov(r,7") such thatP(r N 7") = P(e)

Since, the computation of each edge is independent of otlyese
we parallelize the computation of the variance estimatiere-
over, since the computation of triangle counts and pathsrajth
two can themselves be parallelized, we compare the totpseth
time in seconds used to compute these counts on both thedplhg
and a sampled graph of size40K edges. Tablgl6 provide the re-
sults of this comparison for the three web graphs. Note thtte

of graph datad.g, social networks, emails, IP traffic, Twitter hash-
tags). Following the earliest work on graph streams [23]lesd
types of problems were explored in the field of analytics ofma
sive graph streams. For example, to count trianglels [258 341,
9,[2€], finding common neighborhoods [10], estimating paglr
values [[36], and characterizing degree sequences in gralfih
streams[16]. In the data mining and machine learning fiakta is
the work done on clustering graph streahnis [2], outlier deted3],
searching for subgraph patterns|[13], mining dense straicpat-
terns [1], and querying the frequency of particular edget sarb-
graphs in the graphs strearhs|[50]. For an excellent surv&anan
lytics of massive graph streams, we refer the readeér td |23, 4
Much of this work has used various sampling schemes to sam-
ple from the stream of graph edges. Surprisingly, the mgjari
this work has focused primarily on sampling schemes thatbean
used to estimate certain graph properties (e.g. trianglets,
while much less is known for the case when we need a generic ap-
proach to estimate various graph properties with the samelszy
scheme with minimum assumptions.

case of the sampled graph, we also sum the computations of the For example, the work done in [11] proposed an algorithm with

variance estimators in addition to the triangle and pathermgth
two count estimators. Also, note that we use the sample teghor
Table[3. The results show a significant reduction in the tisedied

to compute triangles and paths of length two counts. For pl@m
consider the web-BerkStan graph, where the total time isced
from 113 seconds to 1.05 seconds. Note that all the compuoadif
Table[® are performed on a Macbook Pro laptop 2.9GHZ Inte€Cor
i7 with 8GB memory. Note that the storage state of gSH is omly i
terms of the number of sampled edges. In others words, tine sto
age of the sampling probabilities is negligible since itas part of
the in-memory consulting state of the stream sampling freonie
gSH. Moreover, we use only three different probabilities g(and

1), that can be stored with a custdn- bit data structure, where
00, 01, and10 representp, ¢ and1 respectively.

6. RELATED WORK

In this section, we discuss the related work on the problem of
large-scale graph analytics and their applications. Geiyespeak-
ing, there are two bodies of work related to this paper: @pgran-
alytics in graph stream setting, and (ii) graph analyticthenon-
streaming setting (e.g. usingAWREDUCE and HADOOP). In this
paper, we propose a generic stream sampling framework @pr bi
graph analytics, called Graph Sample and Hold (gSH), thaksvo
in asingle pas®ver the streams. Therefore, we focus on the related
work for graph analytics in graph stream setting and we lyriefl
view the other related work.

Graph Analysis Using Streaming Algorithms.

Before exploring the literature of graph stream analyties,
briefly review the literature in data stream analysis andimgin
that may not contain graph data. For example, for sequerme sa
pling (e.g, reservoir sampling)_[47.16], for computing frequency
counts [[32] 1P] and load shedding [43], and for mining cohcep
drifting data streams _[20]. Additionally, The idea sdmple and
hold (SH) was introduced in [19] for unbiased sampling of network
measurements with integral weights. Subsequently, otbek ax-
plored adaptive SH, and SH with signed updates|[14, 15]. Neve
theless, none of this work has considered the framewosaoiple
and hold (SH) for social and information networks. In this pa-
per, however, we propose the frameworlgadiph sample and hold
(gSH) for big-graph analytics.

There has been an increasing interest in mining, analyst, a
querying of massive graph streams as a result of the prafifer

space bound guarantees for triangle counting and clugtesti-
mation in theincidence stream modelhere all edges incident to
a node arrive in order together. However, in the incidenceast
model, counting triangles is a relatively easy problem,@nhting

the number of paths of length two is simply straightforwaba. the
other hand, it has been shown that these bounds and accstiate e
mates will no longer hold in the case afljacency stream model
where the edges arrive arbitrarily with no particular orf@s;[34].

Another example, the work done Jbaal. in [25] proposed a
practical, single pass)(y/n)-space streaming algorithm specifi-
cally for triangle counting and clustering estimation wétiditive
error guarantee (as opposed to other algorithms with velatiror
guarantee). Although, the algorithm is practical and axipnates
the triangle counts accurately at a sample siz¢0dt edges, their
method is specifically designed for triangle counting. Nithaless,
we compare to the results of triangle counts reported_in, [@5¢
we show that our framework is not only generic but also preduc
errors with orders of magnitude less than the algorithrn &j,[@nd
with a small(er) storage overhead in many times.

More recently, Pavaet al. proposed a space-efficient stream-
ing algorithm for counting and sampling triangles in[34]hig
algorithm is practical and works in a single pass streanmasgibn
with orderO(mA /T)-space, wheré\ is the maximum degree of
the graph. However, this algorithm needs to store estimdia@.,
wedges that may form potential triangles), and each of teste
mators storesit leastone edge. In their paper, the authors show
that they need at lea$®8 estimators (i.e., more thar8 K edges),
to obtain accurate results (large storage overhead conhpatais
paper). The sampling algorithm of [34] bears some formatmres
blance to our approach in using different sampling prolitzs|de-
pending on whether or not an arriving edge is adjacent to\dqure
edge, but otherwise the details are substantially differen

Other semi-streaming algorithms were proposed for trangunt-
ing, such as the work iri_[9], however, they are not practicel a
produce large error as discussed_in [34].

Horvitz-Thompson estimation was proposed in the graplsieal
ting by Frank [[21], including applications to subgraph sényp
but limited to a model of simple random sampling of verticéthw
out replacement; see also Kolaczykl[27].

Graph Analysis Using Static and Parallel Algorithms.
We briefly review other research for graph analysis in noeashing
setting (i.e., static). For example, exact counting ofnigias with



runtime @(m3/2) [37], or approximately by sampling edges as
in [45]. Although not working in a streaming fashion, the @lg
rithm in [45] uses unbiased estimators of triangle countsilar

to our work. Moreover, other algorithms were proposed based
wedge sampling and proved to be accurate in practice, suttieas
work in [39,/40[ 28]. More recently, the work donein[35] posed

a parallel framework for finding the maximum clique.

Finally, there has been an increasing interest in the gepeyi-
lem of network sampling. For example, to obtain a represiosta
subgraph([29,14], to preserve the community structure[[3], t&
perform A/B testing of social features [7], and many othéeiiast-
ing work [17,5]46].

7. CONCLUSION

In this paper, we presented a generic framework for bigigrap

analytics called graph sample and hold (gSH). The gSH frame-

work samples from massive grapbsquentially in a single pass
one edge at a time, while maintaining a small state typidaig
than 1% of the total number of edges in the graph. Our contribu-
tions can be summarized in the following points:

e gSH works sequentially in a single pass, while maintaining a
small state.

e We show how to produce unbiased estimators and their vari-

ance for four specific graph quantities of interest to eséma
within the framework. Further, we show how to obtain con-
fidence bounds using the variance unbiased estimators.

e We conducted several experiments on real world graphs, such

(4]

(5]

(6]

(7]
(8]

9]

[10]

[11]

[12]

as social Facebook graphs, and web graphs. The results show13]

that the relative error goes from02% t00.95% for a sample
with < 40K edges, across different types of graphs. More-
over, the results show that the sampling distribution is-cen
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tered and balanced over the actual values of the four graph [14] COHEN, E., CORMODE, G., AND DUFFIELD, N. Don't let

guantities of interest, with tightening error bounds as the
sample size increases.

e We discuss the effect of parameter chgice on the propor-
tion of sampled edges.

e We compare to the state of the &rt[[25], and our proposed
framework has a relative errorders of magnitudéess than
the Streaming-Triangles algorithm proposed|in|[25], ad wel

as with a small(er) overhead storage (in most of the graphs).

We note that the work ir [25] compares to other state of the

art algorithms and shows that they are not practical and pro-

duce a very large error; see Secfidn 6 for more details.

e We show how to parallelize and efficiently compute the un-
biased variance estimators, and we discuss the signifieant r
ductions in computation time that can be achieved by gSH
framework.

In future work, we aim to extend gSH to other graph properties
such as cliques, coloring number, and size of connected @omp
nents, among many others.
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