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(also see Chaum, Crépeau, and Damgard [3]), establislaed t
information theoretically secure computation of any fime .
is feasible byn users who are connected pairwise by private®MPute the functioz™
noiseless communication links and who have access to priv8
randomness, even if any set of strictly less that2 users

collude. Then/2 threshold is for the honest-but-curious settin
where the users do not deviate from the protocol during i
execution, but a SUbS.et of .users may collude at the end OfIn cases where the number of colluders exceed these thdsslaolditional
the protocol to try to infer information about data of othefoisy resources (e.g., distributed sources or noisy cliginoan be exploited
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Abstract—In secure multiparty computation, mutually dis- users that they cannot infer from their own data and outputs

trusting users in a network want to collaborate to compute of the function they computed. In making this inferenceythe
functions of data which is distributed among the users. The

users should not learn any additional information about thedata
of others than what they may infer from their own data and - I
the functions they are computing. Previous works have mogtl Of the protocol. The threshold is/3 for the malicious case
considered the worst case context (i.e., without assumingng where the colluding users may also deviate from the protocol
distribution for the data); Lee and Abbe (2014) is a notable during its execution. It is also known that these threshales
exception. Here, we study the average case (i.e., we work tvia
distribution on the data) where correctness and privacy is aly
desired asymptotically.

may make use of their own data, their private randomness, and
all the messages they sent and received during the execution

tight in the sense that there exist functions which cannot be
securely computed when the number of colluders exceed these

For concreteness and simplicity, we consider a secure veosi of thresholdd

the function computation problem of Korner and Marton (1979) The amount of communication and randomness required to

where two users observe a doubly symmetric binary source Wit securely compute in the model dfl[1],][3] is an important
parameter p and the third user wants to compute the XOR.

We show that the amount of communication and randomness . .
resources required depends on the level of correctness desi.  €Xt€nt, for the_ most part, in .the worst case context (i.e.,
When zero-error and perfect privacy are required, the resuts of ~ Without assuming any distribution for the data) and for zero
Data et al. (2014) show that it can be achieved if and only if a error computation with perfect privacyl[2],1[4].1[8]=[1 1L 3],

total rate of 1 bit is communicated between every pair of uses  [14]. Most directly relevant to this paper is|[8] where geaer
and private randomness at the rate of 1 is used up. In contrast

we show here that, if we only want the probability of error to . . .
vanish asymptotically in blocklength, it can be achieved bya €O computation in a three-user model with perfect pyvac
lower rate (binary entropy of p) for all the links and for private  @gainst individual users.

randomness; this also guarantees perfect privacy. We alsdisw In this paper, in contrast to the above works, we take a

that no smaller rates are possible even if privacy is only regired  djstributed source coding approach to this problem. Specif
asymptotically.

open problem. Several works have addressed this to a limited

information theoretic lower bounds were obtained for zero-

ically, we will assume a probability distribution for the tda
. INTRODUCTION (discrete memoryless distributed source), and seek thragee

In secure multiparty computation (MPC), mutually disteustcase performance under asymptotically vanishing error and

ing users in a network want to collaborate to compute fun¥@nishing privacy leakage. We would like to point out tha][1
tions of data which is distributed among the users. The usérs:” i ;
should not learn any additional information about the ddta BOtion of security than what we consider below. For con-
others than what they may infer from their own data and t
functions they are computing. Various applications such
online auctions, electronic voting, and privacy preseyuata
mining motivate the study of MPC |6, Chapter 1].

&lgeady considered a similar setting, but for a much weaker

irieteness and simplicity, we focus on the famous example
gg Korner and Marton[[12]. Consider Figuié 1. Alice (user
1) and Bob (user 2) observe dal&* and Y™ which aren-
length bit strings drawn i.i.d. according to the distrilouti
In a seminal result, Ben-Or, Goldwasser, and Wigdersbn [ﬁrﬁ}/(%y) = Slugy + 521,—y, Where0 < p < 1/2.

is is sometimes referred to as the doubly symmetric binary
¢ source (DSBS) with parameter Charlie (user 3) wants to
= X"®Y", the binary sum (XOR)
{ the corresponding elements of the data vectors. Note that
Z™ ~ i.i.d. Bernoullipp). Kdrner and Marton gave a function
omputation scheme which requires a ratd?of H(p) each
?@m Alice to Charlie and Bob to Charlie such that Charlie

to perform secure computation] [7]. In this paper, our focuom the case
Authors are listed in the alphabetical order. where such additional resources are unavailable.
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recoversZ™ with vanishing error (as» — oo), where H, We prove this converse result for a fairly general class of
is the binary entropy function. The scheme involved Alicenteractive protocols.
and Bob sending syndromes of their observations computedRelated works include works on function computation with-
for the same capacity approaching linear code for binaoyt the privacy requiremerit [L6]—[18]. As already pointed o
symmetric channel with crossover probability (BSC(p)). above, another related work [s [15]. It studies the randa@sne
Charlie computes the binary sum of the syndromes to obtagrquired for secure sum computation under two different set
the syndrome ofZ™ from which Z™ can be recovered with tings: (i) in the zero-error, perfect privacy, worst-caséting,
high probability. and (ii) average case, asymptotically correct setting unde
We will additionally require the privacy conditions thata much weaker notion of privacy that users are unable to
Alice and Bob must not learn more information about eadsymptotically correctly guess the entire data of anotiser,u
other’'s data than what they can already infer from their owsut when no private randomness is available to the users.
data, and that Charlie should not learn more informatioruaibo Il PROBLEM DEFINITION AND STATEMENT OF RESULTS
Alice and Bob’s data than what he can infer from the binary
sum Z" he wants to compute. Users only have access to
private randomness and pairwise noiseless bidirectiooral ¢
munication links which they may use over multiple rounds.
The users are assumed to be honest-but-curious! By [1], it
is known that any function of the data at Alice and Bob gn
can be computed at Charlie while guaranteeing these privacy M 3 /™
requirements. We are interested in characterizing thes i@te
communication (expected number of bits exchanged over each
link per source symbol) and the rate of private randomness Y 2 Mo
used. Our main result is a characterization of these rates
for the case where we only require that Charlie reconstruct
Z™ with asymptotically vanishing probability of error (as Fig. 1. Setup for computing XOR securely
n — oo) and when the privacy conditions hold in the sense of
asymptotically vanishing information leakage (statedrfaly ~ In the setup of Figuréll, Alice (user 1) and Bob (user
in Sectior()). 2) have blocks of data/input bitX” and Y™ respectively,
One of the examples in[8] gives the answers for the zerghere (X™,Y™) are drawn i.i.d. from a Doubly Symmetric
error and perfect privacy case. It is easy to see that a simpi@ary Source (DSBS)-distribution pxy (z,y) such thatX
protocol achieves a rate of one bit per source symbol ovér eg@id Y are both Bernoullil/2), and Pr(X # Y) = p.
of the links and a rate of one bit of private randomHe§&] Charlie (user 3) wishes to compute an estimate of the
shows that there is no zero-error, perfectly private pratocbit-wise XOR of X™ and Y. That is, Z" is an estimate
which can do with less. In fact, none of these rates can bé 2" = X™ @ Y™. Notice thatX™, Z" are independent
lowered even at the expense of higher rates for the othe?®d SO areY”,Z". Each pair of users is connected by a
For completeness, a short proof of this is presented in th#ary, error-free, bidirectional link private from theher
appendix. user. At the beginning of the protocol, all users are allowed
If the zero-error requirement is relaxed to vanishing errd generate private random variables, i.e., they may gémera
the coding scheme of Kérner and Marton suggests the follo#@ndom variables which are independent of each other and the
ing secure computation scheme which only requires ratesdta. We are interested in reliably asecurely computinghe
H,(p). Recall that Kérner and Marton’s function computatioXOR, where any single user does not learn anything about the
scheme requires a rate @& = Hy(p) from each of Alice other users’ inputs/output (if any) at the end of the protoco
and Bob to Charlie. For secure computation, Alice sends ##an what its own input/output (if any) reveals about there. W
Bob annR-length vectorK™" of i.i.d. uniformly distributed formalise this in Definitio 3. We assume that the users are
bits drawn from her private randomness. Both Alice anonest-but-curious, i.e., they follow the protocol hohebut
Bob send their respective syndromes (of lengtR) XOR- are interested in obtaining additional illegitimate infation
ed with K"# to Charlie. Charlie adds these to recover thabout the inputs/output of other users from all the messages
syndrome ofZ™ as before. It is easy to see that this schemexchanged.
in fact, guarantees perfect privacy. We show that this sehem To accomplish the above task, users need to communi-
is optimal in the sense that none of the rates can be reduééée. Communication proceeds over multiple rounds. In each
even at the expense of higher rates for the others and evefpiindt, every user sends a (potentially empty) message in the
only asymptotically vanishing information leakage is dedi form of a variable length, binary string to every other user.
Let M—J> denote the message from useto userj, sent in
°For example, Charlie sends to Alice amlength vector K™ of i.i.d. round t. M_> may depend only on useis input (if any),

uniformly distributed bits from his private randomnessicalsends< ™ @ X ™
to Bob: éob in tum send¢k™ @ )?n) BY" o Char"e‘cfr‘om which he can Private rand]omness and all the messages it has seen s@far. W

recoverX™ @ Y™. Perfect privacy is easy to verify. require thatMi—J>7 , belong to a variable length prefix-free code

X’ll

M3




C?}.t which itself could be random (determined by the inputasymptotically vanishing amount of information about thei
and the private randomnesses). However, at the beginningdata in addition taZ™ which he is allowed to compute. Similar
round+, both userg andj must each deterministically knowinterpretations hold for the other two privacy conditions.

C— . from the messages they have exchanged with each other. .. . -
17 ,t
over thei;-link between them in the previous — 1) rounds. Beflmtlon 4. Therate regionR for the setup in Figurd]l

The total number of rounds is also allowed to be random, blat defined as the closure of the set of all achievable rate

from the above description, it is clear that each user witheo quadruples.
to know when the exchanges involving it have finished. We Our main result is a characterization of the rate regin
insist that the protocol terminates in finite number of roesmd]_h 1
with probability 1. On termination, Charlie outpus® as a eorem L.
funcpon of his private randomness and all the messages hg _ {(Ri3, Ra3, R12) :min(Rys, Ras, Ri2, p) > H(Z)}.
received.

_— . : Remark 1:The achievability is in fact proved for the perfect
Definition 1. In a protocolI1,,, wheren is the input block v%rivacy case where the privacy conditioid (2)-(4) hold with

length, users exchange messages with each other over kevera

rounds as described above at the end of which Charl?equa”ty' And, our converse is proved for the weak privacy

produces an outpug™. ;etting where[(2)E(4) are.replaceq by B)-(7) (see Secidn I.
i.e., only the rates of information leaked need to vanish
We use the following notation throughout this paper. Thasymptotically.
transcripton ij-link at time ¢ is Remark 2:We note that if Charlie is required to computé&
with zero error and perfect privacy (i.e., whdd (@)-(4) hold
Mij = (Mg M3; ). with equality), then on all three links we needbits to be

We also definerj = (M;j.+)L_y, and M;; = Mg denotes exc.:hanged.anqh bits of .private randomness is needéed [8].
the final transcript on théj-link. Finally, L+ | is the length, This result is discussed in the Appendix.

in bits, of the messagé/-: . Clearly, Lg is a random

) 7t
variable andLl.—j_t € {0,1,2,...}. Similarly the length random lll. PROOF OFACHIEVABILITY
variablesL;; +, L;?j andL;; are defined as the lengths &f;;; ., Our achievability scheme directly builds on Koérner and
M/; and M;; respectively. Marton’s scheme for modulo-two sum of doubly symmetric

binary sources[[12]. SinceX,Y’) is a DSBSp, their XOR

Z = X @Y is Bernoullip). It is well-known that linear
codes achieve the capacity of the binary symmetric channel.
i.e., for fixede > 0, R = H(p) + ¢ and for each block
lengthn, there is a linear coding matrik,, of size(nR) x n

Definition 2. The rate of II,, is defined by the quadruple
(r13,n, T23,n, "12,n, Pn) Where:

1
T13,n = —E[L13]
n

S lE[L%] and a decodeD,, such thatP(D,(A,Z") # Z™) — 0 as
T n — oo. In Kérner and Marton’s scheme, Alice sends, X™)
- lE[Lu] and Bob send$A,Y"™) to Charlie, who XORs the received
' vectors component-wise to géf,,Z"). Using the decoder
oy = lH(M13,M23,Mlg|X”,Y") D, Charlie recoversZ_” With vanishing probability of error.
n In our scheme, Alice first generates := nR private
We note that once the protocol ends at some finite time, aindom Bernoulli{/2) bits K™ and sends it to Bob. She
the subsequent messages are of zero-length. also sendsA = K™ @& (A,X") to Charlie. Bob sends

Definition 3. A rate quadruple R3, Ro23, R12, p) is achiev- B K™ & (AnY )_to Charlie. Charl_le XORs }lhe two
. : . . binary vectors he received component-wise to(detZ") and
able in the setup of Figufg 1 if there exists a sequence of pro- .
tocols(IL,) with rates < Ry forij=1,231+; proceeds to decode as before. This scheme has the rate-tuple
n/neh Tijn = g 1010 ST T (R, R, R, R) with R = H(p) + €. Sincee can be chosen to
and p,, < p, such that

be arbitrarily small, it is sufficient to consider this clask

P(Z"#+ 2Z") — 0 (1) protocols for the achievability of Theorelmh 1.
I(Mys, Mig; Y™ |X™) — 0 2 It is straightforward to show that our protocol is perfectly
T ’ ivate, i.e., [(2),[(B), 4) hold with lity. FoI (2),
I(Mas, Myo: X[Y™) — 0 3) private, i.e.,[([®),[(B), and]4) hold with equality. Foi (2)
I(My3, Maz; X™, Y™ Z™) — 0. @) IAK™Y"X")=I(K™Y"X")+I(AY"X", K") =0,

Notice that we daot need to explicitly include the private since K™ is independent of X™,Y™), and A is a function of
random variables in the privacy conditions since condétbn (X", K™). Similarly, (3) holds with equality. Finally, foi{4),
on the messages and input (if any) at a user, its private rando
variable is independent of the the other input(§). (4) is a (4, B; X", Y"|Z")
privacy promise to Alice and Bob that Charlie learns only =I(A,B; X"|Z")



=I(A,B,Z" X" —-I(Z"; X™) =H(X™"Y™")+I(X™Y"™) — I[(X™; M12)

_\,0_/ ————
= = nH(Z)

= I(Km D (Aan)v K™ D (Anyn)a Zn;Xn) — I(Xn, YnlMlg, M13) —MNe€qg — NE3

=I(K"® (A X"), 2" X"™) < I(X" Mo |Mia)

=0, >nH(Z)+ I(X™Y") — I(X™; M) — I(X™; Y| Mys)
since (K™ @ A, X™, Z") is independent of™. The penul- — I(My3; Y| X", M12) —neg — nes

timate step follows from the fact thak™ & (A, Y") =

(K™ (A X™)) @ (A Z7). =nH(Z)+I(X™Y") - I(X™;Y", M12)
IV. PROOF OFCONVERSE — ney — ney — nes
Let (Ris, Ros, R12,p) be an achievable rate quadruple. =nH(Z) — I(X"; M12|Y™) —ne1 — nes — nes
Then, by Definition[ B, there exists a sequence of protocols —
(I, )nen With the corresponding rates;,, < Rij;, i,j = < nez, by @
1,2,3,i # j, pn < p, satisfying [1) and the weak privacy = nH(Z) — nez — ney — neg — nes.

< nex, by B

conditions Here, in [ID),C3, and C5;, denote the prefix-free codes
1 12, .2, y
€1 := = I(Myz, My2; Y| X™) — 0, (5) that are used in sending the messagds, , and My; ,,
n respectively. These codes depend on the particular instanc
€y = 1 I(Mas, Myo; X"[Y™) — 0, (6) of the protocol, andtire known to Alice and Bob based on
n all the messagesM;, ) communicated between them till
€3 1= 1 I(Mys, Mas; X™, Y™ Z™) — 0, (7) timet — 1. (10) follows from the fact that expected length
n L of any prefix-free binary code for a random varialile
asn — oo. By Fano’s inequality,[{1) implies, as — oo, is lower bounded byH (U) [5, Theorem 5.3.1].[{(11) holds
1 because at timeg, the prefix-free codes used by any two
€4 1= _H(Zn|2n) —50. (8) users (say 1 and 2) are determined bif; ' (@3) follows
n because, sinc&™ and Z" are independent](X™; M;3) <
For the lower bound o2, we proceed as follows. I(X"™; Mys, Mas, Z") = I(X™; My, Mas|Z™) < nes. (I3)
E[L1s] (9) follows from H(X™|Y™, M2, M13) < nes which can be

seen as follows: From the cut separating Alice from Bob
and Charlie, it follows that, conditioned q@d/2, M;3,Y™),
Charlie’s outputZ™ is independent ofX™, which implies
the Markov chainZ" — (Mi2, My5,Y™) — X™. Therefore,

L3, +E [z, H(X"|Y", My, Myg) = H(X"|Y™, My, Mys, 27). Since

Ly, + L,

~
Il

I
=
M8

1

o

=1 Z = X @Y, we have H(X"|Y" M, Mi3,2") =

S H(Z™Y™, Mg, Mys, Z™) < H(Z™|Z™) = ne4.
=z ZH(MB,t|CB,t) + H(Mﬁ,twﬁ,t) (10) Now, sincee; + €2 + €3 + €4 — 0 asn — oo, andria,, =

t;l %E[ng] < Ri2, We have,
> > H(Mg, |Mi3"h) + H(Mg [Mi5") (11) Ry» > H(Z).

t=1

oo The lower bound onE[L;3] and E[L.3] can be proved
> ZH(Mﬁt,MﬁAMf;l) along the same lines as f@[L2]. For E[L15], we use the

t=1 prefix free codesCy, and Cg;, for My, and My, at
= H(M2) (12) time ¢ which can be determined fromiM{;'). Once we
> H(Mi2|Mi3) get to the pointE[L,3] > H(M3) > H(Mis|Mi2), we
> (X" Myo| Mys) apply H(Ms|Mi2) > I(X™; My3|M2), and frpm this point
(X" Moo, M 1(X™ M onwards, proceed exactly as fromn(13). SinEg ;3] and
= I(X"; M2, Mys) — I(X™; M) E[Ls3] are symmetric, appropriate modifications will prove
> I(X™; My3|Mi2) — nes (13) the same result foE[Los]. Thus, we have
= H(X"|My2) — I(X"; |n 127; 13) and Rys > H(Z).

~ HXTYT, Mig, Mig) = ey Remark: Korner and Marton[[12] proved a lower bound of

> (X”|M12)—I(X";Y"|M12,M13)—n64—n63 (14) ) - P

. . o H(Z) on Ry13 and Ry3 assuming non-interactive communica-
(X™) = I(X"™; M) — I(X™; Y| M2, Mi3) tion between Alice/Bob and Charlie, that is, Alice and Bob
— NE€g — ME3 both send one message to Charlie and based on these two

[
Tz



messages Charlie produces the output. However, this daesam each of the three links. In Theoréin 2, we show that this is
directly apply here since now there is a link between Aliceptimal.
and Bob, and in addition we allow interactive communicatiolr_1 .
X ma 1. Any perfectly secure protocol for computing XOR
and private randomness. Note that our bound depends on b ?ff] . ;
. o . . with zero-error and perfect privacy), fopxy with full
the privacy and correctness conditions since, in the alesehc e
: . . . . Fupport, satisfies
the privacy conditions, Alice need not communicate digect

with Charlie, for instance. H(X" M2, My3) = H(Y"|Ms, Mas) = 0,
For the randomness ragg we proceed as follows: I(Mya; X", Y™) = I(My3: X", Y™) = I(Mag; X", Y™) = 0.
npn 2 H(Mi2| X", Y™) Proof: See [8, Lemmas 2 and 3]. [ ]
= H(M2|X") — I(Mi2; Y"|X™) The lemma states that (i) examining the transcripts on the
< nesr. by @ links which Alice is party to must reveak™ (similarly for
> I(Mia; Mi3|X™) — ney Bob andY™), and (ii) examining the transcripts on any one

of the links must reveal nothing aboit™, Y.

X" Mys|Mya) — nes — ney (15) Theorem 2_(Theorem 13 ofi[8]) Any perfectly secure protocol
for computing XOR (with zero-error and perfect privacyy, fo
pxy with full support, satisfies,

where [Ib) follows for the same reason &s](13). To bound
I(X™; My13|Mi2) in (I8), we proceed similarly as done from

I(

= I(Mlg,Xn;]\/flg) — I(Xn,]\/flg) — ney
I(
n

H(Z) — nes — ner —nes —nes —ner,  (16)

T12,n,T23,n, 713, Pn = 1.

3. Proof: We only prove the lower bound dii[L;2] and p.
Since2¢; + €2 + €3 + €4 — 0 asn — oo, andp, < p, we The others follow similarly. We can lower bouri[L;2] by
have H(M2) exactly as we did in the proof of converse (Section
V) of Theorem[1. So
p=>H(Z).
. nriz,n = E[L12] > H(Mi2)
This completes the proof of the converse. > H(Ma|Ms)
Remark: Our converse allows for a very general class of "
protocols. We not only consider protocols with fixed-length = H(Miz, X" |Mys) 17)
messages, but those with variable length messages as well. > H(X"|Mi3)
We imposed a technical condition that the (potentially aanyl = H(X"), (18)

prefix-free code used for any message transmission on a link

be fully determined by previous messages exchanged over Yere (17) and(18) follow from Lemnid 1.

same link. Strictly speaking, this is not necessary. It sififice =~ Now we apply thedistribution switchingidea from [8]

for the two communicating users to both agree on the saffecomplete the argument. Briefly, we note that any secure
code (with probability 1), but in this they may rely on theiProtocol for XOR, where input distributiomxy has full
data (if any), private randomness, and messages from tfte tiiupport, continues to be a secure protocol even if we swhiteh t
user as well. We believe that the same result holds evenifor tiiput distribution to a different ongy . This follows directly
slightly more general setting. The proof here can be readffm zero-error and prefect privacy conditions. Togethghw

extended to derive the same lower bounds in this more gendl@mmall, this implies that the marginal distributions of the
case for all butR;s. transcriptsMy2, Mas and M3 (and therefore their expected

lengths) do not change if we switch the input distribution;
APPENDIX see [[8, Section 3.2] for more details. This allows us to argue

. . that
Here we summarize the arguments pf [8] specialized to
perfectly secure computation of XOR (with zero error and

perfect privacy), i.e.,[{1)={4) hold with equality. We allo , o , _
all input distributionspxy with full support. Alice and Bob Wherepxy is any distribution having full support. Now, taking

each have a blockk™ and Y of n bits respectively, and the uniform distribution gives,,, > 1. For randomness,

.Charlielwants 'Fo comput™, compopent-wisg XOR of the npn > H(Mia, Mog, My3| X", Y™)
input bits. A simple protocol for this is: Alice samples

nrig,, > sup H(X") =n,

Pxy

i.i.d. uniformly distributed bits(Ky, Ko, ..., K,) from her 2 H(Mp] X", Y™)

private randomness and sendis; = K" @& X" to Charlie = H(Mi2) (from Lemmdl)
and M1, = K™ to Bob. Bob computed/;5 @ Y™ and sends > H(Mi2|M3)

it to Charlie asM,3. Charlie computed/13 @ Mas3, which is >n. (as fornris, above

equal toX" @Y™ and outputs it. Clearly, this protocol requires
n privately random bits as well as bits to be communicated [ ]
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