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Abstract—Discriminatory channel estimation (DCE) is a re- Moreover, [8] investigated the secrecy improvement resmlt
cently developed strategy to enlarge the performance diffence from frequency selectivity in MIMO-OFDM systems. From a
between a legitimate receiver (LR) and an unauthorized redeer signal processing perspective, various beamforming sekem

(UR) in a multiple-input multiple-output (MIMO) wireless s ys- . .
tem. Specifically, it makes use of properly designed trainig [9,10] have been developed to enhance the signal reception a

signals to degrade channel estimation at the UR which in turn the LR whilst limiting the quality of signal at the UR. The
limits the UR’s eavesdropping capability during data transmis- beamforming design requires the channel state information

sion. In this paper, we propose a new two-way training scheme (CS|) of the LR and/or the UR priori. The physical layer

for DCE through exploiting a whitening-rotation (WR) based ; ; it ;
semiblind method. To characterize the performance of DCE, a security can be u_sed in many application senarios [%3],
the two-way relaying [11-13].

closed-form expression of the normalized mean squared erro : h . .
(NMSE) of the channel estimation is derived for both the LR Several studies on physical layer security mainly focus on
and the UR. Furthermore, the developed analytical results ® data transmission without the assumption of perfect CSé Th

NMSE are utilized to perform optimal power allocation between pijlot transmission phase is the period to acquire CSI. It is
the training signal and artificial noise (AN). The advantage of . qyn that channel estimation performance has a significant

our proposed DCE scheme are two folds: 1) compared to the . . . )
existing DCE scheme based on the linear minimum mean square effect on data detection. This observation has motivated th

error (LMMSE) channel estimator, the proposed scheme adopt  development of a new training strategy called discriminato
a semiblind approach and achieves better DCE performance;)2 channel estimation (DCE) such that the channel estimation

the proposed scheme is robust against active eavesdroppimgth gt the UR is much worse than the channel estimation at the
the pilot contamination attack, whereas the existing schemfails LR. For this, artificial noise (AN) [14-16] is inserted in the
under such an attack. . L . . . .
o o ~ training signals to jam the UR while keeping a minimal level
Index Terms—Two-way training, discriminatory channel esti-  of interference to the LR. Chang al. [17] first designed
mation, semiblind approach, pilot contamination attack a DCE scheme by employing multiple feedback-and-training
processes. This scheme requires large training overhedd an
I. INTRODUCTION high design complexity. Later, a two-way training based DCE

Eavesdropping by unauthorized receivers has become@eMe was proposed in the study [18] to reduce overhead
prevalent security threat in wireless communications dubé and hence improve the efficiency of DCE over the original

broadcast nature of the wireless medium. Therefore, t{iiscriSCh_eme in [1_7]' The two-way_ DCE scheme in [18] works well
inating the signal reception performance between a legtém against passive eavesdropping attack from the UR. However,

receiver (LR) and an unauthorized receiver (UR) becomes & W€ Will show in this paper, the two-way DCE scheme is

important issue in secure communications [1,2]. To addrd@t able to achieve the desired performance undeadtive
the issue, the concept of physical layer security [3,4] resnb eavesdropping named the pilot contamination attack [18¢ T

introduced which utilizes the physical layer propertiesaof pilot conta_lrr_lination attack makes use of t_he fixed and qu_"(?l
wireless channel to achieve the desired discriminatoryicéia known training sequence used by the LR in the reverse tiginin

performance. From an information-theoretic perspective, Phase in order to influence the channel estimation at the
studies in [5-7] showed that the maximal data rate can gansmitter (TX). Therefore, it is important to design ausb
achieved by exploiting the difference in the channel coad DCE scheme against the pilot contamination attack, which

between the LR and the UR, while preventing the UR frofffoes not require any fixed and known training sequence at

eavesdropping any information from the received signals. : .
In this paper, we propose a new two-way training scheme
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disrupting the channel estimation at the UR. With respect tc N,
the proposed scheme, we have the following contributions.
Legitimate receiver (LR)

« The proposed WR-based DCE scheme achieves a bett H
DCE performance than the existing LMMSE-based DCE N,
scheme in [18]. By combining the blind and training- ,
based algorithms, the WR-based semiblind technique E’ H B
can potentially enhance the quality of DCE. As shown in

our numerical results, the proposed scheme outperformr

the existing scheme with the same training overhead. T ? N,

Transmitter (TX) G

« Another advantage of the proposed DCE scheme is th GT
provision of a way to protect against the pilot contamina-
tion attack due to the randomness feature in the trainin Unauthorized receiver (UR)
signal used by the LR. We present an analytical model , _ _ _

d trate effective attack protection and show t Fig. 1. A wireless Ml_l\_/IO system_mcludes a mult|-ante_3nna5|$raltter (T_X),

to demons - . p ulti-antennas legitimate receiver (LR) and a multi-angs unauthorized
such attack has a minor impact on the DCE performanceceiver (UR).

« Moreover, we analytically evaluate the DCE performance
of the proposed scheme by deriving the NMSE of channel o
estimation at both the LR and the UR. The optimal I:JOW@,hannel estimation at the LR but also prevent the UR from
allocation between the training signals and the AN is al®ptimating the wiretap channel. _ _
investigated and an efficient solution is obtained as anThe system model is based on the following assumptions.
one-dimensional line search. 1) Channels are assumed to be independently distributed

The remainder of this paper is organized as follows. First, and have reciprocitye.g., matrix H represents downlink
the system model and problem description are presented in legitimate channel an#” is uplink legitimate channel.
Section 1. The proposed two-way training scheme using the Besides, matricedl, G and B are assumed to be the
WR-based channel estimator is presented in Section Ill. The Rayleigh flat fading channels.
performance analysis under the pilot contamination attack 2) The entries of channel matriceg G andB are assumed

discussed in Section IV. Next, simulation results are given ~ t0 beii.d, CN(0,0f;), CN(0,08) andCN(0,03), re-
Section V, followed by the conclusions in Section VI. Throug spectively; moreover, the entries of receiver noises are
the paper, we adopt the following notations: assumed to be the same as independent additive white
Gaussian distributed,i.d, CN(0, o3).
TABLE | The reciprocal assumption indicates that the uplink and
NOTATIONLIST IN THIS PAPER downlink channel paths are similar, which happens in time-
Symbols Notations di\./i.sion duplex (TDD) systems [23]. Sych assumption is very
* conjugate critical for the two-way training, and this paper mainly fses
17; : transpostet on the design of a DCE scheme in a TDD systems; besides,
complex conjugate transpose - . . T
S Hadamard product the Rayleigh flat _fadlng channel assumptlc_m _|nd|cates that
Tr() The trace of a mairix channels are relatively fixed over the transmission of symbo
I -lr __Frobenius norm in one time slot but change randomly between time slots.
diag(*) | @ stacking of the diagonal elemenis For the second assumption of the system, it refers that the
of the involved matrix into a vecto

conditions of channels and noises are respectively tremged
same for the sake of fair performance.

[I. SYSTEM MODEL AND PROBLEM DESCRIPTION In this paper, two eavesdropping scenarios are taken into
A. System Model account, that is, passive eavesdropping and active eagesdr

As shown in Fig.1, we consider a wireless MIMO syste ing (pilot contamination attack [19]). For the first cadee t

consisting of a transmitter (TX), a legitimate receiver JLR LIJQrin(:gnl%esnterlgitr?i/ng;e;izgz S;%?asﬁev;:ttg?igl? tﬁzduBl.Q not
and an unauthorized receiver (UR). In the system, the TX, t(H;(relly receives signals but élso emits false trainin,g pil ot
Ir_ezsggti\t/ztleyushza}l\!)?vi?gﬁh:?:jeg[ioagéznﬁgsﬁﬁ T)n]ZLL)J’R tt)he uplink channeGT within the training process. Such pilot
C o ntamination attack is a potential threat for the two-way

means of two different communication channels, namely'leg{raining
imate channel and wiretap channel. The legitimate chamtkl a '
the wiretap channel are denotediis= CM*N1, G € CN*Nr, B The Existing Two-way Training Scheme
respectively. Besides, the channel from the LR to the UR is
denoted a3 € CNvxN,

To enable the LR to interpret the legitimate channel, the T%Qf
needs to emit a sequence of training pilots, but this alswall
the UR to perform wiretap channel estimation. Therefore, th Po
design of pilot signal is required to ensure a high quality S = N—LTOCO 1)

The two-way training includes a reverse training phase and
orward training phase. For the reverse training phase, th
sends a reverse training signal to the TX as



where P, is the power of the training pilot, and the reversevherediag(Xn) = [¢1, ..., &n, 7. One possible choice GV

pilot matrix Co € CNcxT1 satisfies an orthogonal conditionand Q can beUgyrXyr and Vyr, respectively. Without loss

CoCH =Iy,.. The received signal at the TX is given by of generality, the channel estimation can be divided into tw
steps with the WR-based semiblind method:

Xo = H'Sg + Eo, (2) 1) Estimate the whitening matri® in a blind fashion using
the autocorrelation matrix of the received signals along
with a subspace based method.

2) Estimate the unitary rotation matr® using the training
pilots with the constrained maximum likelihood (ML)-
Ho = 0&(04S0SH + 021y ) 1S XEL. () based method.
. ) The two-steps of the WR-based channel estimator provides
In the forward training phase, the TX transmits a sequengepa,y training design for improving the DCE performance.

of f_orwgrd training signa}Is inserteq with AN to enable (?m_lnnSpecifically, the WR-based semiblind method can be used for
estimation at the LR while degrading the channel acquisid o channel estimation both at the LR and the UR during the
the UR. In particular, the AN-aided training sequence, detho two-way training.

by S41, has the following expression

S, 2 /ETICI LNy A @ B Our Proposed WR-based DCE Scheme
N 1) Sep |. reverse training phase: The LR sends the reverse

where P, denotes the power of forward training pilofg, is training signals to the TX for the uplink channel estimation
the training lengthC, € CNt*T1 represents the forward pilot without benefiting the channel estimation process at the UR.
matrix which satisfies an orthogonal conditiGh C!! = Iy,. In the proposed scheme, the design of reverse traininglsigna
Here,Ny_ is a matrix whose column vectors form an orthoghas the same expression of (1). I.Differer.wt from the existing
onal basis for the left null space #i,, that is,NHﬁOﬂg =0 two-wa%/ ga'r;'rlﬁy thLeFfe re(\j/ers? trliunlng Skl)gnils ﬁ}reﬂzﬂﬂﬁfo
H _ " Nr—N) 3Ty generated at the and only known by itself, therefore,
andNﬁo.Nﬁf? = In—n I add|t|0n,z-x.e. =TT s the the TX can not apply the LMMSE method for the channel
AN matrix with each component beirig.d. CA/(0, 02). estimation
_The received signals at the LR and the UR are respectlverHerel the TX can resort to the blind part of the WR-
given by based semiblind method for the partial acquisition of clednn
X1 =HS; + Ey, G) wur Specifically, we estimate the whitening matrix &f" by
Y: = GS; + Fy, (6) p_erforming _SVD on the autoc_orrelation matrix of the recdive
signals, which has the following form

whereEq, € CN*To refers to the AWGN matrix. By employ-
ing the linear minimum mean-square error (LMMSE) method
[24], the channel estimation at the TX is given by

where E; € CN*Tt and F; € CNxTt gre the AWGN X XH
matrices. By using the LMMSE, the channel estimation at the Rx, = Pg 0,
LR can be expressed as N0

(10)

Referring to [(2D), we can estimate the whitening matrix of

Hy = of{(0fS1SY + ogIn,) " 'S: X1} ) 5T as
The UR also makes use of the received signals for its channel Wo = iUX0 E)%(D (11)
estimation in the same manner B§ (7), but the channel perfor- VPo
mance at the UR would be restricted due to the AN. by performing SVD onRx,. By using [2) , the autocorrela-
tion matrix Rx, can be expressed by
[1l. PROPOSEDDCE SCHEME UNDERPASSIVE Rx, = HH* + ARx,. (12)

EAVESDROPPING
A. Preliminary of Whitening-Rotation based Channel Esti-
L

N *
rator o | ARx, = 5 (H'ARs, 5, + ARY, 5, H' + ARg, g,).
We first give a brief introduction of the WR-based semi- 0 (13)

blind channel approach [20-22]. The channel ma#X IS \yhere the cross correlation matricARs, &, ARE, £, are
firstly estimated in the reverse training phase, so we ta&e Hefined as follows respectively
decomposition of channd™ as an example by

From [12), the error oRx, has the following form

A SOEE
H = WQ", (8) ARsomo = 37
whereW ¢ CNN js a whitening matrix an@) € CN->*MN js ARg, g, 2 EOES,
an unitary rotation matrix.e., Q"Q = QQ" = I, . Besides, ’ To
performing singular value decomposition (SVD) [25] on the Considering the noise interference, the error of the esticha
channelHT gives W, can be defined as

H' = UgrZur Vi, (9) AWy 2 Wy —W. (14)



By using the results of{8) an@d {13\ W, can be deduced appendix A), the unitary rotation matrix can be calculated a

as follows
AW, = —ARSO’EOQ (15) Qi = Ug, Vi, (21)
2) Sep Il. forward training phase: For the forward training by performing SVD on the matrix
phase, the design of forward training sequence is requaed t X* STW
enable the LR to interpret the downlink channel information Xq & i Sa RASS (22)
but degrade the channel performance at the UR. Here, the new Tl
forward training signal is given by where
P o H
S12,/ N—;Tlcl + Ny, A, (16) Xq =Ug, Y%, Vi,
where N, € CNex(Nr=No) g the orthogonal comple- Caﬁi‘fg{g&”gyéo _(8%2’* ‘t;?,? legitimate channekl can be
ment space matrix ofW, satisfying N WO =0 and A
N Ny, = Ing—n, - Compared to (4) [:(36) utilizes the left 2y Channel estimation at UR: Likewise, the wiretape

nuII space ofW, instead of ], for the generation of AN. channelG can be decomposed as
In fact, the left null spaces to the matric8¥, and HT are "
same because the mati¥, has all the eigenvalues (HT G =MR", (23)

We denote the first term of (16) as whereM € CNvoxM s the whitening matrix, an®R € CNrxNr

~ P is the unitary rotation matrix. Beside§ can be decomposed
51 = N—TT101 by SVD as follows
The LR may suffer from the the imperfect estimation of G = UGEGVE, (24)

W, due to the interference of AN, thus the power allocation . _
problem betweer; ando2 needs to be allocated carefully. wherediag(2g) = [y1, ..., ] - Without loss of generality,
we can assume tha¥l = UgXg andR = Vg.
2.1) Channel estimation at the LR: Using (5) and (16), When the UR employs the WR-based semiblind channel

the received signal matrix at the LR can be rewritten as¥elo €stimator for its channel estimation, the received sigretiix
- - of (6) can be rewritten as follows
LR : X, = HS; + E;, (17) o
UR:Y; =GS; +Fq, (25)
where

whereF; £ GNw A+F1 Then, the whitening matrix of
G can be obtalned as

We apply the WR-based semiblind channel estimator for the

El £ HNWOA + El.

channel estimation at the LR. First, the whitening matrix of M= U Z9n, (26)
H can be estimated as by performing SVD to the matrix
* T ~
Wi=v; =% (18) 7op 2 Y1 St 27)
by performing SVD on the matrix %Tl
. X, SH where
Xw 2 %Tl, (19) )
Np 11 Yum =Uyg, B¢, Vo,
where . . .
Next, the rotation matrix ofs can be calculated using the
5 H L
Xw =Ug Zx, Vi training-based method [22],
After that, the unitary rotation matrix dfl can be obtained R = \ e U'Z' (28)

by solving the following optimization problem under the
perturbation-free case, by performing SVD to the matrix

2 YR N MHYIST
. ; - P ’
LR: mmf E ” Xl E quusl HF (20) N—?_Tl

st. QQ" =1y, where

(29)

. - _ Yg = Uy, 3¢ VY
whereS; = V& S;, X;(i) represents théth column of X, R Yr ' ¥R’

and Ql(j) refers to thejth column of S;, respectively. By Using (26) and (28), the wiretap chanr@lcan be calculated
using the Lagrange method (the derivation can be found iy G = MRH.



C. DCE Performance Analysis

We mainly discuss the DCE performance in this Sectio
A quantitative analysis of power allocation is offered foet

optimal DCE scheme.

1) Channel estimation performance at the LR: To analyze
channel estimation performance, we define the perturbation

errors of Wy andQq, i.e, AW; £ Wi — W andAQ; £
Q1 — Q. The estimation error oH at the LR is given by

AH; 2 H,-H=Q'WI-Q"W] ~ Q* AWI+AQ;W".

(30)

First, we derive the closed-form expression AfWj.
Similar to (15),AW; has the following expression

Nt T *
AW, = P_lQ ARZ g (31)
where
AR§1,E1 = A]:_{§1-,El + ARglyAN\Hﬁ/’oHH'

Notice thatNI;v Wy = 0, (31) can be rewritten as
o

1

NT T * * T H
AW, = 5T QARG ;, — 5 ARE, \N ARY, ,).

o S1,A" W,
(32)

Next, we deduce the closed-form expressiol\dd; . Using
the result of [22],AQ; equals to

AQ; ~ Q(T'qoTg)", (33)
where
1 1
2¢2 TETtE,
1 A
Tq = £2+¢3 T EHER, (34)
1 1
& e 26
and
g = AX{Q - Q"AXq. (35)

To derive the perturbation error oAXq, we define
Xq £ Xq + AXq. Using (5), [22) can be modified as

Xq=H'W + H' AW, + E—IARgLEIW. (36)
Therefore, we have
AXq =H*AW, + NTARD . w. (37)
P, S1,Eq
Substituting [(37) into[(35) , we have
TIg = 0. (38)

As a result, [[3B) can be summarized A€QQ; = 0, and the
perturbation error oH; is given by
Py \

_ * * T H
AH,; = N_T(AR§1,E1 — p_OARél,ANWOARSoon)'
(39)

Similar to the derivation of [22], the NMSE criterion like4P
Hf the estimated matriHl at the LR is given by

H
s, & TE(AH AHY))
N.Nr (40)
- NTO'(QJ NL(NT — NL)O'g NTO'(QJ
Py PoTo PiTy

2) Channel estimation performance at the UR: We define
the perturbation errors dM and R, i.e, AM £ M — M
and AR £ R — R. In the following, the estimation error of
channelG can be given by

AG 2 G -G =MR" - MR" ~ MARH + AMRH.
(41)

First, we derive the closed-form expression®M. Similar
to (15), AM has the following expression

AM = N ARH

- R
P S1,F.7 7

(42)
where
ARél,Fl é ARélANl\-}VOGH + ARgl,Fl.

Next, we deduce the closed-form expressiod\dk. Similar
to (33), the perturbation matrix dR is given by

whereI'r is
1 1
297 TR,
1 1
Tr = | %+ $EE, (44)
X N
My TE’ 729,
and
IIr = R"'AYR — AYRR. (45)

To derive the perturbation error matriAYg, we define
Yr £ Yr + AYR. Using [6), [29) can be approximately by

N N
~ NpH H T\ rH H
Yr~M"G+AM"G + 5-M"ARY . (46)
Therefore,
N
_ H T\ H H
AYr = AM"G + _PlM ARél,Fl' 47

Substituting[(4]7) into[(45), we havdg = 0. As a result,[(413)
can be summarized @8R = 0. Then, the perturbation matrix
of G can be yielded as

Nt
AG =
P

_I(GNWOARgl,A +ARg, ) (48)

In consequence, the NMSE criterion of estima€edt the UR
can be derived by

Te(E{AGAGH)})
NtNy
. NTU(QJ + NT(NT - NL)UgUé
PiTh '

NMSE, £

(49)




Comparing [(4D) and[{49), we find that the NMSE per- V. PROPOSEDDCE SCHEME UNDER THEPILOT
formance at the LR and the UR are mainly relevant to the CONTAMINATION ATTACK

selection of power values among the training pilots and AN. | this Section, we analyze the performance of our proposed

When the power of training pilots becomes stronger, th§cE scheme under the pilot contamination attack.
precision of the channel estimation is higher for the LR but

lower for the UR. Alternatively, the estimation precisios i
lower for the LR while higher for the UR when the power o
training pilots becomes lower. Therefore, a power allarati Under the existing two-way training scheme, the pilot
trade-off exists between the training pilots and AN. contamination attack is possible when the reverse training
3) Optimal Power Allocation between the Training Pilots pilots are known by the UR. Notice that the publicly known
and AN: One needs to allocate the available power betwe&@Verse training pilots provide an opportunity for the UR to
the training pilots and the AN carefully through minimizingmake an adverse influence on the channel estimation at the
the channel estimation error at the LR while restricting thEX. In particular, the UR sends the reverse training pildts a

estimation error at the UR. We formulate the power allogatighe same time as the LR’s transmission during the reverse
as the following optimization problem training phase. With the additive AWGN matiB, € CNT<To,

the received signals at the TX are given by

fA. The Existing Pilot Contamination Attack

min NMSE_ (50) _
Py,P1>0,02>0 XO = HTSO + EO + GTSO + FO’ (53)
s.t. NMSEy > 7, (502)
where
PO S Pave (50b)
Pl + (NT - NL)Ug < Pavea (SOC) SO = @TOCO
1 ’

wherey > 0 refers to the threshold of the UR’s achievable ~
NMSE, andP,,. is the total energy constraint of the trainingF is the pov!er_of injected fake pilot and pilot matri,
signal. We defing = £141 (Np—Np)o?, z = Py. Then, satisfies thatCoCl =1Iy.. If the UR knows the reverse

Np Yy = o X _ —~ . ..
the problem[(B0) can be reformulated as training pilot, thenPy, = Py and Cy = Cy. For simplicity,
we define the injected noises ¢f {53) as

i + yNLog

min (51)
z>0,y>0 X xrz
o yol
st 24 226 > (51a)
z T
z < Pave, (51b)
INT
+ y S Pll’UE' (51C)

1

Fo £ G'Sq + Fo. (54)

The pilot contamination attack can be viewed as a form of
malicious signal injection. With the injection of false itrang
pilot, the UR can degrade the TX's estimation of uplink
channelH" and also align the wiretap channel estimation for
the UR. In conclusion, the impact of the pilot contamination

The problem[(51) is a convex optimization problem involvattack on the two-way DCE scheme has two folds: it reduces
ing three variablegx,y, z). We will prove that the three- the accuracy of the LR’s estimation of the downlink channel
dimensional optimization problem can be solved by a simptiie to the leakage of AN; and more seriously it increases the
one-dimensional line search [26]. (The proof can be found WR’s channel performance.

the Appendix B.)

o Proposition 1.
to the convex
constraint that
optimal value o
dimensional opt

s.t.

where

Let {«*,y*, 2*} be the optimal solution
optinlization problem in (BI) with the
P < v < (Nr = Ni)Paye. The
f 2 can be solved by the following one-

imization problem

% . y@)Niog

min (52)
x x xrz
2 2 2
ﬁ <z< (UGPaue + 002)T1 : (52a)
v ¥I1 + Nrog,
2
*\ Ty — UO
y(l’ ) - Ué )
Z2* = Pe.

The associated values of y*,z* are given by y(z*), Paye,

respectively.

B. The Impact of Pilot Contamination Attack on the Proposed
Scheme

For our proposed two-way training, the reverse training
pilots are randomly generated at the LR and only known
by itself. Therefore, the randomness feature of the reverse
training pilots provides a natural way of protecting agtins
the pilot contamination attack. Possibly, the UR may try to
exploit the received signals from channBl via the blind
detection methods [27,28]. However, the UR would suffer
from a rotation ambiguity between the estimated chardel
and channelB. Therefore, it is still no use for the UR to
interpret the reverse training pilot without the coopemnatof
the LR.

Here, we consider a scenario when the UR performs pilot
contamination attack with a guessing-based way, that &, th
pilots Co is randomly generated by a guess way. We employ
the WR-based semiblind channel estimator for the DCE per-
formance. In order to study such attack, we mainly focus on

With the result of Proposition 1, we can construct welts impact on the NMSE performance of the estimated channel

designed training sequences for achieving optimal DCE pgi, at the LR. By using[{31), the perturbation error of the
formance.



whitening matrix to the estimated chani®| can be rewritten

as 30
NT T *
AW, = 5TQTAR, 5. (55) A )
where
ARgLEl ~ g 2Q5
Ny H T T 5
ARy g, — P—OARgl,ANWO(ARSDE0 + ARSO,FO)' 21 ,
Similar to [33), the perturbation error of the unitary raiat %
matrix can be deduced asQi = 0. Hence, the perturbation 10 —X7— Traninig power P, y=0.03 ~—A_A
error of the estimated channH, is given by —A—ANpowera? =003
AH, = 5 —©-— Traninig power P, y=0.1 )
P N —e— AN power az y=0.1
1 * L A p* T H H ; ;
N_T{AR51=E1 - P_OARS'L,ANWU (ARSO,EO + ARS[),FO)}- 010 15 20 SNés(dB) 30 35 40
(56) :

With the result of [BB), the NMSE criterion of the estimateffig- 2. Power allocation among the training signals and AMun proposed
. . DCE scheme
channelH; at the LR is given by
- NTUS NL(NT — NL)O'g NTO'§
NMSE, ~ P.Ty PoTo PiT, running. We first demonstrate the efficiency of the proposed
NL(Nr — NU)o2 Nro2  Nyo? (57)  DCE scheme. Both the LR and the UR exploit their channel
T 2 = TO P TG). estimation with the received signal samples. The optimal
t 070 070 . ;JOWGI’ value among”, and o2 can be calculated via the
~ When we comparel (57) an@_{40), the third term [ofl (5@ptimized solution of[[52). Fig.2 shows that more power is
is newly introduced due to the injection of fake trainingeeded for the forward training pilots than the AN at all
pilot. The third term is significantly smaller than the firsSgNR |evels. There is a minor variation between the powers

of two terms. Therefore, the pilot contamination attackyonlyf forward training pilots and the AN at all SNR levels. This
marginally increases the NMSE error at the LR. Furthermorgyseryation indicates that the power allocation solutias &
(57) demonstrates that the power allocation using Prdpasit ¢t5pje performance.

1 is still valid under the pilot contamination attack. From Fig.3 (a) and Fig.3 (b), it is found that the NMSE
performance at the LR with the WR-based DCE scheme
V. NUMERICAL RESULTS achieves better DCE performance than the LMMSE-based

We consider a MIMO wireless system with one LR and oneCE scheme. By assuming that the TX knows perfect CSI
UR. In the system, we hav®dr = 4, N;, = 2 and Ny = 2. of the uplink channel, we illustrate the ideal lower bound of
Channel matrice®l or G are i.i.d. complex Gaussian randomNMSE with the proposed DCE scheme in the figures. The
variables with zero mean and unit variane€;(= ¢4 = 1); gap between the ideal lower bound with perfect CSI and
and the additive noise matric&s, E; or F; arei.i.d. AWGN the NMSE error at the LR with the LMMSE-based DCE
(02 = 0.01). We set the maximum transmission power as 3&cheme is wide while it is very close to the WR-based DCE
dBm,i.e, P,,. = 1. The reverse training pilot matrix and thescheme. Furthermore, Fig 3.(c) shows the relationship dstw
forward pilot matrix satisfy thatCoCH = Iy, C:CY = Iy,, NMSE at the LR and the training sequence length. The NMSE
respectively. Moreover, the overall training length isegivas performance at the LR improves the DCE performance with
T = 280, in which Ty = 77 = 140. The parametety is set longer training pilots. Although our simulation resultsear
as 0.08 or 0.1 [17]. WithP,,. = 1, the criterion of signal- shown for the scenario where the LR and UR are at the same
to-noise ratios (SNRs) at the LR and the UR can be defindistance from the TXdZ = o), the proposed DCE scheme
as works well even if the UR is much closer to the TX as long

E| HS; ||2 1 as the transmit power is sufficiently large. The reason is tha
SNR = E[EL 2 o2 the SNR at the UR does not change much with distance when
! F2 0 (58) the inserted AN dominates the noise at the UR.
E|GS. g 1

SNRy = ———— = —, We then look into the performance of the proposed WR-
B[l Fq |2 %0 based DCE scheme under a pilot contamination attack. As we

where SNR,. = SNRy. Here, the DCE scheme based omave discussed in Section IV, the UR has no knowledge of
the LMMSE channel estimator in [18] is employed as the reverse training signals. In addition, we suppose that t
fair comparison to the proposed DCE scheme based on thR sends another guess-based orthogonal sighats attack
WR channel estimator. In the following, the scheme in [18he system, in whichP, = P,,. = 1. From Fig.4 (a), one
is called as LMMSE-based DCE scheme, and the proposezh see that the NMSE performance at the LR with LMMSE-
scheme is named as WR-based DCE scheme. The resulbased DCE scheme has approximately reached the limitation
each DCE scheme is obtained over 100,000 Monte Cadbthe UR’s NMSE due to the poor channel estimation. On the
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Fig. 3. NMSE performance comparison between the LMMSE b4s€E Fig. 4. NMSE performance of the LMMSE-based DCE scheme amd\R-
scheme and the WR-based DCE scheme L - 0
based DCE scheme under the pilot contamination attack



contrary, the NMSE performance at the LR with the proposéftile divide %Tl on both sides of[(80), and denote
DCE scheme only has a slight reduction. Similar results can L

be observed in Fig.4 (b) in case of = 0.1. As a result, R & X;STW,

the LMMSE-based DCE scheme is more sensitive to the pilot A T

contamination attack than our proposed DCE scheme. ) _ )
Fig.4 (c) shows the impact of pilot contamination attack'SiNg the conjugate symmetry feature @f we premultiply

il :
on the performance of our proposed scheme with variation 8f' 1 (€0) and post-multiphyQ™ to the conjugate of[(80).
attack power. Since the LMMSE-based DCE scheme worRé€rforming a subtraction between the two new equations, we

not very well under the pilot contamination attack, we onlp"’“’e o .

focus on the performance of the proposed DCE scheme. The Q"' Xq =XqgQ. (61)
result show that the obtained NMSE error at the LR has a slight . - . .
reduction with the increasing powét. The attack power is {Qccordmg to the specific structure ¢£{61), it holds if andyon
restricted at the UR, hence the pilot contamination attaak hIf
an ignorable impact on the performance of our proposed DCE A

schgme P P brop Qi = UXQV;J(Q’ (62)

where Uy and V4 _ are the decomposition results after
Q Q

VI. CONCLUSION performing SVD onXq, eg., Xq = Us Bx, Vi,

In this paper, we proposed a new two-way training scheme
for DCE in wireless MIMO systems. To improve the DCE APPENDIX B
performance, an efficient whitening-rotation (WR) basedise DERIVATION OF OPTIMUM POWER ALLOCATION
blind approach has been employed in the two-way training. A _
closed-form of NMSE on the channel estimation between theFirst, we need to develop the range of parametefor the
LR and the UR has been developed, facilitating optimal powgK{reme case whep= 0, we know that
allocation between the training signals and AN. Furtheemor P..Ti
the proposed training design offers a countermeasure stgain T < “Np
the pilot contamination attack. It has been proved that the | ) )
pilot contamination attack has a very limited impact on thBY Using the power constraint df (81c). In this cagéas the
DCE performance. Simulation results demonstrate that d@¥ver bound
proposed scheme can achieve higher performance than the Nro?
existing training scheme. = PooeTi

Our future work includes the following directions of re- )
search: (a) We will extend the study of DCE from narrowbant? obtain the upper bound of we need to analyze the NMSE

systems to wideband OFDM-based systems [29]. The powef°" %erf_ormancg atﬂt\r)le URt\)/vhe:n: 0. Similar to [42), the
allocation between the training signal and AN across atitpil Perturbation matrix oiv can be rewritten as

subcarriers will be an interesting problem to investigéhg. AM~ ARY . N" R

We will apply the semiblind two-way training method to taekl - AF17 W T (65)
thetpilot contamination problem in multi-cell massive MIMOQy, this case, we have the result as follows

systems.

(63)

(64)

NMSEy ~ (Nt — N_)Pave. (66)
APPENDIXA

DERIVATION OF UNITARY ROTATION MATRIX This result implies the worst MNSE performance at the UR,

] ) ) ) so we can obtain the upper bowed-gf
According to [20), the rotation matriQ can be obtained

by using Lagrange method as follows, v < (N1 — Nz)Pras- (67)

For the variabley, it satisfies the following inequations as

N|_ NT
LR: minf(Q,\p) = Z | X1 (i) — Z&jqi?sl(j) [E
i—1 i-1

2
Ty — 0f _ Ny
N Nr Np U%‘ < Y < Pave T1 (68)
Re{Ni(q'q; — 1 Ref{pijqq;}. _ _ _
+; e{Ailaa )}+; ,;1 eluisai a5} by using the constraints of (51a) and (blc). Besides, the
a - (59) inequations of[(68) holds if and only if
By differentiating [59)w.r.t Q and let it equals td), we Py — N > 7y —2 03' (69)
have T o
XiSIW1 - QWIS:SiW, = Q6, (60) Thus,z satisfies
where® is the matrix of Lagrange multipliers which satisfies o2 cpe (0% Puve +02)T1 (70)

O, = )\iaeij = [ij when+ > J and @ij = /L;}- wheni < 7. 7 '7T1 +NTO%;
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From the optimal problem[ (1), the objective function igie]
monotonically decreasing with respect to the variafpleso

the optimal value can be achieved when [17]

*

2
Ty — 0
Yt = 0

== (72)
9a
Furthermore; is independent from andy, thus the objective [18]

function approaches its optimization point wheh= P,,..
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