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Abstract

We employ Permutation Trellis Code (PTC) based multi-level Frequency Shift Keying signaling to
mitigate the impact of Primary Users (PUs) on the performance of Secondary Users (SUs) in Cognitive
Radio Networks (CRNs). The PUs are assumed to be dynamic in that they appear intermittently and stay
active for an unknown duration. Our approach is based on the use of PTC combined with multi-level
FSK modulation to make the SU transmissions robust against PU interference and noise disturbances
and help an SU improve its data rate by increasing its transmission bandwidth while operating at low
power and not creating destructive interference for PUs. We evaluate system performance by obtaining
an approximation for the actual Bit Error Rate (BER) using properties of the Viterbi decoder and carry
out a thorough performance analysis in terms of BER and throughput. The results show that the proposed
coded system achieves i) robustness by ensuring that SUs have stable throughput in the presence of
heavy PU interference and ii) improved resiliency of SU links to interference in the presence of multiple

dynamic PUs.
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I. INTRODUCTION

Today a large portion of the frequency spectrum assigned by the Federal Communications
Commission (FCC) is used intermittently resulting in inefficient usage of the assigned frequency
bands. In order to accommodate the increased demand for spectrum in wireless applications,
Dynamic Spectrum Access (DSA) has been proposed as the new communication paradigm for
wireless systems where the existing spectrum is utilized opportunistically [1], [2]. The radios
using this technique are called Cognitive Radios (CRs). In a Cognitive Radio Network (CRN),
Primary Users (PUs) are the licensed users who have the right to access their spectrum at any
time. When Secondary Users (SUs) have data to transmit, they look for spectrum holes which
are the frequency bands not being used by primary users and transmit their data over them
[3], [4]. In order to ensure a non-degraded PU operation in the network, existing literature has
considered several effective protection techniques, e.g., beamforming of SU signals and putting
interference temperature limits to satisfy PU signal-to-interference plus noise constraint [5], [6].
In addition, there are scenarios in which SUs can co-exist with the PUs as long as they do not
violate the quality of service requirements of the PUs [7], [8].

Orthogonal frequency division multiplexing (OFDM) has been suggested as a multi-carrier
communication candidate for CR systems where the available spectrum is divided into sub-
carriers each of which carries a low rate data stream [9]-[13]. A typical approach for a CR
using OFDM is to sense the PU activity over the sub-carriers and then adjust its communication
parameters accordingly. The goal is to protect PUs as well as intended SU receivers from possible
collisions resulting from the use of the same sub-carriers. Continuous spectrum sensing and re-
formation of wireless links may result in substantial performance degradation for SUs [14].
For instance, the throughput of the secondary system is affected by the time spent for channel
sensing. When an SU spends more time on spectrum sensing, a smaller number of information
bits will be transmitted over a smaller interval of time resulting in reduced system throughput.
On the other hand, decreasing sensing duration may result in a larger probability of making

incorrect decisions, thereby decreasing the throughput of both SU and PU. In this regard, the
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authors in [15] numerically analyze the trade-offs between throughput and sensing duration in
addition to coding blocklength and buffer constraints. In [16], the authors study the problem of
designing a sensing slot duration to maximize the achievable throughput for the SUs under the
constraint that the PUs are sufficiently protected.

Error correction coding (ECC) has been proposed for CRNs as one possible technique to
better protect SU links and prevent degradation in their performance. In [10], it is assumed
that an SU transmitter vacates the band once a PU is detected. Due to the sudden appearance
of a PU, rateless codes have been considered to compensate for the packet loss in SU data
which is transmitted through parallel subchannels. The authors in [11] consider the design of
two efficient anti-jamming coding techniques for the recovery of lost transmitted packets via
parallel channels, namely rateless and piecewise coding. Similar to the spectrum model defined
in [10], a system’s throughput and goodput are analyzed and a performance comparison is
carried out between these two coding techniques. For an OFDM-based CRN presented in [12],
SU transmitters and receivers continuously sense the spectrum, exchange information and decide
on the available and unavailable portions of the frequency spectrum. Depending on frequency
availability, an appropriate Reed-Solomon coding scheme is used to retrieve the bits transmitted
over the unavailable portions of the frequency spectrum. The authors in [13] further explore Low-
Density-Parity-Check (LDPC) codes in an OFDM scheme where a switching model is considered
for dynamic and distributed spectrum allocation. They also analyze the effects of errors during
PU detection on channel capacity and system performance. The switch is assumed to be open
for each SU detecting a PU. When the switch is open, the channel is modeled as a binary erasure
channel (BEC) and the cognitive transmitter continues to transmit its message allowing bits to
be erroneous when received. Another major use of the ECC schemes is presented in [17] where
the authors study the performance of cooperative relaying in cognitive radio networks using
a rateless coding error-control mechanism. They assume that an SU transmitter participates in
PU’s transmission as a relay instead of vacating the band in order to reduce the channel access
time by a PU. Since the use of rateless codes allows an SU receiver to decode data regardless
of which packets it has received as long as enough encoded packets are received, these codes
are very suitable for cooperative schemes. The authors in [18] propose an end-to-end hybrid
ARQ scheme in CRNs consisting of unidirectional opportunistic links to reduce the number of

retransmissions with a fixed throughput offset. Their error control approach is based on coded
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cooperation among paths and amplify-and-forward relaying of packets within a path such that
this hybrid ARQ works for CRNs even if some coded data are missing. The authors implement
their scheme using convolutional codes combined with BPSK modulation.

In this paper, we investigate the error correction performance of Permutation Trellis Codes
(PTCs) [19], [20] combined with multi-level Frequency Shift Keying modulation systems in
CRNs. The proposed PTC based framework is quite general and is applicable to many systems
beyond CRNs where interference is an issue. For example, the framework has been applied
to power line communications [19], [20] where strong interferers are assumed to be always
present as an extreme case. In this paper, we show a much wider applicability of the PTC based
framework as an interference mitigation approach by applying it to CRNs where the special
challenge is to guarantee reliable communication by SUs in the presence of intermittent PUs
that stay active for an unknown duration without the need of detecting them. These dynamic
PUs serve as the source of strong interference for SU communications. Another challenge lies in
the susceptibility of SU transmissions in a CRN to intentional interference like jamming attacks.
In such a case, it is extremely important to guarantee a minimum degree of operability of the
network. In other words, additive white Gaussian noise (AWGN) is not the critical limitation here,
but rather an unpredictable and/or intermittent interference, e.g., PU transmissions and jamming
attacks. Therefore, the emphasis of the proposed PTC based framework is on robustness, rather
than on data rate or bandwidth use. To the best of our knowledge, our work is the first to
consider the use of PTCs in CRNs. The motivation for this proposed approach is to overcome
the tremendous degrading effect of PU interference on an SU transmission and to provide a
stable level of reliable information reception regardless of how severe or prolonged a dynamic
PU activity is and without requiring an accurate detection of it. In our model, an SU transmits
its own information using low power concurrently with PU transmissions without the need to
relay PU’s traffic [17] or to vacate the band [10]. Different from [12], we assume that no
information exchange or spectrum negotiation takes place between the SU transmitter-receiver
pair. Our proposed scheme is different from existing work where communication sessions are
carried over parallel subchannels [10]-[13]. This is due to the fact that our scheme is based
on multi-level FSK modulation with PTC using a single subchannel at a time. By using PTC,
continuous channel sensing by the SU transmitter-receiver pair is no longer required, since an

appropriate PTC can cope with high levels of PU interference on a given SU link. Thus, SUs
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no longer suffer from the huge overhead created by continuous sensing of the spectrum.

We consider a similar system model as devised in [19], [20] and carry out a thorough perfor-
mance analysis in terms of BERs and throughput for dynamically varying interference. In [19],
[20], the authors were interested in the design of PTCs that mitigate the impact of permanent
interferences that exist in power line communications. In their work, they conducted a simulation
study and presented results on the performance of different PTCs with respect to the probability
of an element of the code matrix being in error in the presence of different noises on one or
more channels. They also investigated the choice of distance increasing/conservative/reducing
mappings for a given PTC with respect to narrowband interference that always exists on one
band in the presence of background noise in terms of BER. The authors in [19], [20] provide a
BER performance analysis via simulations and not analytically.

The analytical BER analysis of a PTC coded M-FSK system is imperative to determine its
link quality. In other words, the BER estimate is a useful tool for cross-layer design. Given that
the PU stays active once it starts transmitting, the exact bit error rate (BER) is derived using
an exhaustive search [21]. Hence, the analytical evaluation of BER becomes computationally
prohibitive for large codes. Rather than using an exhaustive search, in this paper, we develop an
approximation of BER using the properties of the Viterbi decoder. Also, in our previous work
[21], a very special case is considered where a PU stays active once it starts transmission. In
this paper, we consider a more practical scenario where a 2-state Markov chain is employed to
model the dynamic PU activity in terms of alternating On-Off periods. It should be noted that
the work on [19] and [20] also considered an extreme case where the authors assumed that the
interference was always present and did not consider dynamically varying interference. In the
more general framework presented in this paper, the performance results provided, e.g., BER,
are intuitive and more useful in comparison to the worst-case guaranteed performance presented
in [21].

Under the same resources such as energy per bit, transmission bandwidth, and transmission
time, we compare the throughput performance of the proposed communication system with
a simple uncoded opportunistic M-FSK system and a convolutionally coded OFDM system
using BPSK modulation. The simulation results show that the proposed system outperforms the
aforementioned systems in the presence of heavy PU interference. We also compare the BER

performance of the proposed communication system with an LDPC code coupled with an M-
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FSK modulation system for static and dynamic activities of a PU. It is shown that the proposed
scheme outperforms the other one. Moreover, we present results on the degree of resiliency to
interference that a PTC can guarantee for the SU link in the presence of interference by multiple
dynamic PUs.

To summarize, the main contributions of the paper are:

« We consider a more practical scenario in which we represent the cognitive radio network
using a dynamic PU channel occupancy model including the case of multiple PUs.

« To mitigate interference created by these dynamic PUs, we propose the use of PTC-based
multi-level FSK signaling that incurs no overhead costs as no channel sensing is required
before SU transmissions.

« Using the proposed PTC based framework, the SU transmissions achieves robustness against
the dynamic PUs’ interference and noise disturbances and, at the same time, the resiliency
of SU links improves.

o A thorough analytical performance analysis of the proposed scheme is presented in terms
of BER and throughput for static and dynamic activities of multiple PUs.

The rest of the paper is organized as follows. In Section II, we provide the system model and
introduce the concept of PTC. In Section III, we introduce hard-decision Viterbi decoding of the
system. We also approximate the actual BER through the use of a specified finite number of paths
forming the Viterbi trellis. Section V presents numerical results demonstrating the improvement
in the performance of the PTC-based multi-level FSK system, validating the suggested BER
approximation, supporting the effectiveness of the proposed communication scheme, as well
as demonstrating the efficiency of PTC in the presence of multiple dynamic PU interference.

Finally, we conclude the paper and address some future research directions in Section VI.

II. SYSTEM MODEL

We consider a simple cognitive radio network as shown in Fig. 1, which consists of a PU
transmitter-receiver pair and an SU transmitter-receiver pair. The SU pair is assumed to be
located within the transmission range of the PU. The transmission range shown in Fig. 1 is the
maximum distance covered by a PU transmission such that the signal to interference plus noise
ratio (SINR) at the PU receiver equals a minimum threshold value, SIN R};. In this model, we

assume a free space path loss model and a Line-Of-Sight (LOS) AWGN channel. The power in
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Fig. 1: A simple cognitive radio network.

the transmitted signal is F;, so the received power is given in [22] by

mA)i

4nd M

Pr = Pr- (
where /G| is the product of the transmit and receive antenna field gains in the LOS direction
and ) is the signal wavelength defined as the ratio of the speed of light to the center frequency of
the band in operation, f_cj In this model, we assume omnidirectional antennas so v/G; = 1. Both
licensed and unlicensed users coexist and they can simultaneously operate over the same band.
One further assumption made here is that interference, created by an SU, that deteriorates the
QoS of the PU is negligible compared to the received PU power. This is due to the fact that the
transmission power of PU is much larger than the transmission power of SU, i.e., P2V < PFY.
In this approach, the SINR at the PU receiver [23] given in (2) satisfies SINR > SIN R}y,

that is,
SINR = LPU>SINR* (2)
Ny + P50 = PU>
where PP is the SU interference at the PU receiver and SIN R}, is the minimum threshold
above which a PU transmission is received successfully. It is assumed that the SU transmitter
knows the location of its corresponding receiver possibly by means of extra signaling. An
overview of the signal processing model that combines the PTC scheme with the multi-level

FSK communication system is provided in Fig. 2. The information bits, m, are loaded into a rate

1

R = ™ convolutional encoder in parallel, e.g., R = 5

n

with a two-stage shift register and generator

7, 5 (octal) [19]. It is well-known that due to the incorporation of a channel coding scheme in a
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Fig. 2: Block diagram of the Coded multi-level FSK System

communication system, the overall transmission energy per bit is less than that without a coding
scheme. However, due to its error correction capabilities, the purpose of convolutional encoding

is to improve the performance of the system.

For each of the convolutional coded output symbols, the PTC encoder assigns a certain code
matrix which is transmitted over both time and frequency. We present an example for illustration,
in which the coded symbol “01” is mapped onto “213”. This permutation code matrix is to be
transmitted in both time and frequency domains resulting in a 3 X 3 (H x H) binary code

matrix as given below.

010
T,=]110 0], 3)
0 01

where 1 < 7 < M. M = 2™ denotes the number of symbols and H defines the number of
frequency bands as well as the number of time steps used in transmitting the outputs of the
encoder. In this paper, we define the PTC-based multi-level FSK system as the H-FSK system
since the PTC-based multi-level FSK modulated system leads to an // x [ binary code matrix.
According to (3), transmission takes place on f5, fi, and f3 (first, second and third columns of
T,;) corresponding to the time steps 7%, 275, and 37} respectively. Tables 1 and II present the
symbol (with 1 bit and 2 bits) mappings onto the corresponding unique permutation code matrices
respectively [19]. For mapping tables for larger values of H, we refer the reader to [19]. For M

different symbols, T; denotes the set of transmitted code matrices such that T; € {T4,..., Ty}
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TABLE I: Mapping of symbols into permutation code matrices (M = H = 2)

Label | Symbol | Permutation code matrix
T 0 12
T, 1 21

TABLE II: Mapping of symbols into permutation code matrices (M =4, H = 3)

Label | Symbol | Permutation code matrix
T, 00 231
T, 01 213
Ts 10 132
T4 11 123
has the following general form:
g1 Q2 --- qQ,H
T, = - ; 4)
qdH,1 v .. 4gHH

where ¢; € {0,1} denotes the (j,k) binary element in the i-th transmitted code matrix, j
indicates the output of the detector for frequency f; at time step k in the code matrix. At each
time step, the element where 1 is present in the code matrix is modulated and transmitted. At
a given time, only one frequency band is used for transmission. Using the H-FSK scheme, the
transmitted signal, assumed to be sufficiently narrowband, over j-th frequency and k-th time

step where j, k € {1,2,..., H}, is given by:

E,/H
si(t) = /2 Sj{ -cos(2nft), (k—1)Ts <t <KkT,

S

L |
fi = h+i— 1<j<H, (5)

where E, = P2U-T, is the transmitted signal energy per information symbol and T} is the symbol
duration. In this model, we assume a strong LOS path between a stationary SU transmitter

and a stationary receiver. Therefore, channel noise is modeled as Additive White Gaussian
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Noise (AWGN) with zero-mean and variance % Since path loss is a function of the operating
frequency, we need to ensure that the received signal power over the different frequency channels
is the same, PRU(f1) = ... = P3Y(fy) = P5Y, in order to satisfy a fixed signal-to-noise ratio,
E/Ny at the receiver. Therefore, we adjust each SU’s transmitting power over each frequency,
P2Y(f;), according to the free space path loss model given in (1). Therefore, the SU transmitter
needs to know the location of its corresponding receiver. At the input of the SU demodulator,

the received signal is given by:

sh(t) +ipy(t) +w(t), if 3PU on fj,

sh(t) +w(t), otherwise,

where s7(t) = @/ZE /H cos(2m fit + 0), iy (t) = \/2% cos(2mf;t + ¢), and ET £ P5UT,

is defined as the symbol energy at the receiver. Ipy £ PPUT, and PV are defined as the

zi(t) =

interference energy per coded symbol and the interference power due to the PU transmitter at
the SU receiver, respectively, and w(t) represents the channel noise at the receiver. It should be
mentioned that a PU transmitter can modulate the transmitted signal using any scheme and is not
limited to the use of FSK-modulated signals. The fact that the PU power is very high compared
to that of the SU implies that the received signal is dominated by the PU signal which, in turn,
shapes the behavior of the system. Without loss of generality, we assume that the PU uses an
FSK-modulated signal to transmit its information similar to the SU.

At the receiver side, non-coherent detection is employed using a bank of H quadrature
receivers so that each consists of two correlation receivers corresponding to the in-phase and
quadrature components of the signal. The in-phase component of the signal received, zy, ,, is

given by:

I[k:

Le cos + 122 cos ¢ + w, if PU exists on f; at time £,

ET )
5 COo8 0+ w, otherwise,

(6)

where 0 and ¢ are uniformly distributed over [0, 27], i.e., 6, ¢ ~ U(0, 27), and denote the random
phase components of the SU and the PU signals, respectively. The noise term w in (6) is modeled

as AWGN, i.e., w ~ N (0, 7) E? is the received symbol energy over a given signaling interval.
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Similarly, xq,, is the received signal’s quadrature component defined as follows:

LQjr =
% sin 0 + I’#U sin ¢ +w, if PU exists on f; at time k, o
% sin § 4+ w, otherwise.

The envelope of each quadrature receiver over frequency j and time step k, [;, is defined as

the square root of the sum of the squared in-phase and quadrature components of the correlator

Lk = /23 +ad ®)

At the receiver, a hard decision decoding scheme is used where the envelope value of each of

output as

the H quadrature receivers is compared to a threshold value, [;,. The threshold value we use in
this paper is the same as that used by the authors in [19], namely [;;, = 0.6,/ E".

The received code matrix R; is of the form,

bl,l b172 e bl,H
R, = : oL : ) 9
bH,l el e bH,H

where b;;, € {0,1} and can be determined from,

L, ik = b,
bir = e (10
0, otherwise.

III. BIT ERROR RATE ANALYSIS

The link quality between two SUs is determined by how much PU interference it can tolerate.
We employ BER as the QoS metric to characterize successful communication for an SU. We
consider the system model presented in Fig. 2 and obtain an approximation for BER. This
system model is the same as the one considered in [19], [20] where the PTC encoder includes
a convolutional encoder and the corresponding decoder uses Viterbi algorithm for decoding.

Here, we assume that the PTC encoder uses a rate ; convolutional code whose output is

D=

converted to a symbol which, in turn, is mapped onto a permutation matrix to be transmitted. It
is important to point out that the exact BER analysis of the proposed system is computationally

prohibitive. Hence, we approximate BER using some properties of the Viterbi decoder.
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231(0)

132(1)

Fig. 3: Finite State Machine of a (R = 3) convolutional coded PTC system

0/231 0/231 0/231 0/231 0/231
a @ @ @ d — @
1123 1123 1123 1123 1123
0/123 0/123 0/123
c® [ ] ® ® L L
1/231 1/231 1/231
.o
0/132 0/132 0/132 0/132
b@ ® ® ® ] [ ]
1/213 1/213 1/213 1/213
0/213 0/213 0/213
i@ [ ] [ ] o ® o
1132 1132 1132

Fig. 4: A(R= %) convolutional code trellis for our PTC-based system.

The encoder of the binary convolutional code with a given rate is viewed as a finite state
machine as shown in Fig. 3. This state diagram, corresponding to the PTC shown in Table II,
results in the trellis presented in Fig. 4. In order to optimally decode the received information, we
employ the Viterbi algorithm which reconstructs the maximum-likelihood path given the input
information sequence. The Viterbi decoder gives as an output the path in the trellis that has the
minimum overall Hamming distance with respect to the received sequence. In this regard, an
error event may occur if for a transmitted path in the trellis the overall number of differences

with the demodulator outputs is larger than or equal to that of a competing path.
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In order to compute an upper-bound on the probability of bit error, all error events have to
be taken into account. It is important to note that the number of error events is proportional to
the number of input bits to be transmitted. In other words, the number of competing paths and
the number of error events increase as more input bits are serially loaded into the convolutional
encoder. Then, the probability of bit error of a convolutional code is upper-bounded according

o [24], [25] as

P.< ) aaPy(d), (11)

where dj,. is the free distance of the convolutional code, a4 is the number of paths that differ
by d bits from the transmitter codeword, and P»(d) is the probability that the decoded path
differs by d bits from the transmitted codeword. In particular, a4 and P»(d) are independent of
the transmitted codeword. In fact, they can be calculated assuming that an all-zero codeword
is transmitted. Knowing that all the code matrices to be sent include /I non-zero elements, we
next prove that there is a similar upper-bound on the system given in Fig. 2.

Now, let ¢ be a codeword of the convolutional code and P(c) be the corresponding expanded
codeword comprising the permutation code matrices mapped from c. The length of P(c) is
(L +m)H?, where L denotes the size of packet to be transmitted and L + m the number of
branches in the trellis. In order to apply (11), we need to prove that the upper-bound given in (11)
is independent of the transmitted expanded codeword. Let P.(P(c)) denote the probability of
bit error when P(c) is the transmitted codeword. Knowing that P(c) is a one-to-one mapping

from the codeword c, by the argument of (11) given in [24], [25], we have

P.(P(c)) < Z 1P a), (12)

d=d?%

free

where d7, . is the free distance of the expanded code, and af(c) and PQP (c)(d) are the number
of paths and the probability that the paths differ by d bits from the transmitted codeword P(c),
respectively.

Proposition 1: The bound in (12) is independent of the transmitted codeword if the noise
caused by the PU in a subchannel will affect all bits in this channel that are generated by one
or more trellis branches.

Proof: See proof in Appendix. [ |
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The fact that we have no information regarding the length of the transmitted bits sequence
means that the calculation of the upper bound, in (11), involves an infinite sum over all possible
error events. In other words, an infinite number of trellis’ paths have to be taken into consideration
which will render the process of evaluating the error bound computationally prohibitive for
applications such as link adaptation. Therefore, it is important to approximate BER using a
suitably selected finite number of trellis’ paths.

For every convolutional code, there exists a transfer function that uniquely determines the
number of paths by which a received sequence is d bits different from an assumed all-zero
transmitted bit sequence. For instance, the transfer function of the mapped permutation code in

the proposed H-FSK scheme based on Fig. 3, i.e. H = 3, is given by T'(D) where
T(D)=DY+2.D*4+4.D* +8.D*® 1 ... (13)

Equivalently, we are saying that there is only one path, {a — b,b — ¢,¢ — a}, with an
input sequence {1,0,0} and permutation code matrix sequence {123,132, 123} that has 16 bits
different from the assumed all-zero transmitted bit sequence (dy (231,123) + dy (231,132) +
dy (231,123) = 6 + 4 + 6), 2 paths that have 20 bits difference, and so on. It is most likely that
the first few error events (paths) in the trellis dominate all the remaining ones. In this manner,
the approximate BER can be written as

d*

f7ee

P, Z a9 Py (d), (14)

free

where z € N and z + 1 denotes the number of paths involved in the BER approximation for
which numerical results are presented in Section V.

In order to compute PQP (C)(d) we denote by T* and R" the transmitted and received code
matrices at stage u in a trellis composed of V' stages. Then, PQP (C)(d) can be expressed as,

Vv
P9 = [P ®"TY)

u=1

1% H
- I P e

u=1 j=1 k=1

%
= HHHP v gt PUS) P (PUS) + P (b gty PUS) P (PUS) . (15)
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where ¢}/, and 0% are the (7, k) binary elements given by (4) and (9) respectively in the u-th stage
of the trellis and PU; and PU; denote the presence and absence of PU activity over channel f;
respectively. Here we note that P(PU;) and P(PU,) depend on channel f;’s occupancy model
which, in turn, is discussed in Section I'V-1.

In each stage of the trellis, the absence and presence of PU need to be taken into consideration

when computing the likelihoods in (15) that also depend on the code matrix to be transmitted.

A. Computation of likelihoods in the absence of PU

Suppose there is no PU transmission over frequency band j at time step k. If the SU is active,

L.e. transmitting a bit ‘I, then the demodulator in-phase component zj, ~ N (\/ o = cos §, I )

and the demodulator quadrature component zq,, ~ N (\/ I  5in 6, N“) The fact that z;,, and

zq,, are statistically independent random variables with non-zero means, then implies ;) ~
Rice(4/ %, \/22). Accordingly, P (b;; = 0lgjx = 1, PU;) can be computed as
P (bjx =0lgjx = 1, PU;) = P(ljx <lnlgix =1, PU;)

= I, (lm)

Er/H £
= 1- 2—=2 0.64/2—= 16
Ql( NO ) NO) ( )

where F7,, () is the cumulative distribution function of [;;, evaluated at ly,, Q1 (v, w) is the

Marcum’s Q-function defined as [26],

00 2 2
Ql(v,w):/ xexp{—x —2H] }[g(vx)d:c 17)

and Io(vz) is the zeroth order modified Bessel function. P (b; ), = 1|g;x = 1, PU), in this case,

is nothing but the complement of (16) and is given by
P (bjx = lgix =1,PU;) = Pl = lmlgix =1, PU;)
= 1= Fp ()

_ Q( ET/H 064/2 E> (1)

If the SU is not transmitting any information on subchannel j at time step k, then, x,, ~

N(0,%2) and zq,, ~ N(0,%2), and we have I;; ~ Rayleigh(y/22). Then, P(b;), = 1|g;x =

72 72
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0, PU;) and P(b;; = 0|g;x = 0, PU;) can be computed as,

P(bj’k = 1|Qj,k = O,P_Uj)

and

P(bj7k = O|Qj,k = 0, P_Uj)

P(ljx > linlgix =0, P_Uj)

1 — Fp,, (ln)

E’l"
exp ( 0. 36ﬁ0>

P(lek < lth|qj7;€ = 0, P_Uj>

FLj’k (lth)

Er
1-— exp ( 0. 36?)
0

B. Computation of likelihoods in the presence of PU

16

(19)

(20)

In the presence of PU activity and an active SU, i.e., the SU is transmitting a ‘1°, the signal

received at the input of the demodulator has two significant terms besides noise. One corresponds

to the actual signal energy of the transmitted symbol and the other is created by the PU activity.

It is assumed that the SU transmitting power is sufficiently small so that QoS of the PU session

is maintained. Therefore, the SU signal is negligible as compared to that of the PU. In this case,

Tr, ~ ./\/'(\/]PTUCosqﬁ,Nf) and zq,, ~ N(\/I%sinQ Nf) Thus, ;; ~ Rice(\/%, ,/Nf).

P(bjr, = 0|¢jx = 1,PU;) and P(b;i, = 1lgjxx = 1,PU;), in this scenario, are calculated

according to,

P(br =0lg;x =1,PU;) =

and

July 30, 2018

FLJk lth
1—Q1

P(ljr < lnl|gjr =1, PU;)

/ [pU/E{ _ET
2_
,0.64/ A%

P(ljr > lnlgir =1, PU;)

1—Fp,, ()

,Iru/H Er
PU/ 06,/
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If the SU does not transmit on subchannel j at time step k, the output of the demodulator
has the noisy signal received from the PU. In that case, and similar to the analysis approach
followed earlier, z;, ~ N (\/%cos ¢, 52) and xq,, ~ N (\/% sin ¢, 22). Consequently,
L ~ Rice(\/ 152\ /3). So, the following probabilities P(b; = 0]g; = 0, PU;) and P(b; . =
llg;x = 0, PUj) are the same as P(b;, = 0|¢jx = 1,PU;) and P(b;, = 1l|g;x = 1, PUj),
respectively.

Once the probabilities presented above are evaluated, we can calculate P(R;|T;) for each
stage of the ) stages in the trellis and, eventually, approximate the BER of the proposed scheme

as given in (14).

IV. THROUGHPUT ANALYSIS

So far, we have computed the BER approximately and evaluated the performance of the H-
FSK system in the presence of PU interference. We have also proposed the adoption of the
PTC-based multi-level FSK in the transmission strategy of SU in order to provide resilience to
spontaneous narrowband PU interference. In other words, heavy redundancy introduced by the
PTC ensures successful communication sessions of the SUs in the presence of PU interference.
In order to further explore the performance of the proposed H-FSK communication system
and validate its effectiveness, we perform a throughput analysis based on the approximate BER
provided in Section III. Accordingly, an SU, adopting the proposed H-FSK communication
scheme, is expected to provide a level of reliable information reception which is better than
what the SU could achieve otherwise under heavy PU interference.

1) Licensed Channel Dynamic Occupancy Model: Different from [21] where the licensed
channel was assumed to be always occupied by the PU, we model the channel available for
PU active transmissions and its occupancy as a 2-state Markov chain as shown in Fig. 5.
In this model, the channel has two alternative states denoted by On (Busy) and Off (Idle).
This assumption is practical in the sense that the licensed spectrum occupancy will experience
alternating On-Off periods rather than the assumption of the channel being always occupied
(PU being always present once it starts transmission during an SU transmission). The periods
during which the licensed spectrum’s state is idle or busy, also known as holding times, are
geometrically distributed with known independent parameters r and p as shown in Fig. 5. An

On state represents the state in which the licensed band is occupied by a PU resulting in degraded
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GO @b

Fig. 5: Two-state Markov chain model for PU activity over licensed spectrum

BER performance for SU transmissions, while an Off (idle) state represents the state in which
the primary band is idle. Accordingly, the steady state probabilities of the primary channel’s

state being Off or On are given respectively as

e Ep— 23
ch r —I—p ( )
and
p
por = . 24

2) Throughput Analysis: In order to examine the effectiveness of the proposed H-FSK
approach, we conduct a throughput analysis that monitors the average throughput of the SU
communication session in the presence of PU activity modeled as a 2-state Markov chain.
Knowing that the SU transmitter has no information regarding the presence or absence of the PU,
we determine the unlicensed throughput for SU communications as a function of the probability
of a licensed channel being occupied by a PU. Such analysis illustrates the efficiency of the
proposed scheme in ensuring a stable throughput regardless of any PU activity over the licensed
spectrum. Accordingly, we present the approximate expected throughput (7.) of the H-FSK

communication scheme based on the approximate BER given as
T, ~ (1 — PER) X R, x L, (25)

where PER = 1 — (1— Pe)L is the approximate packet error rate (PER), P, is the approximate
BER computed with z 4 1 paths knowing the presence of dynamic PU interference as described

in (14) and (15), and R, is the rate at which information packets are sent. Throughput, in our
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model, is defined as the number of correctly received packets per unit time. For simplicity, we

do not consider header and overhead bits when computing the link throughput.

V. NUMERICAL RESULTS AND DISCUSSION
A. Approximate BER with Single Permanent PU Interference

For the coded H-FSK communication system shown in Fig. 2, the following values of the
physical parameters are assumed. The transmit power of the SU is varied between [25uW, 4mW]
and the noise power density is selected as Ny = 2.5 x 1074, These values are chosen in such
a way so as to not create destructive interference to the PU. We further assume that the lowest
frequency band in the available frequency spectrum, fi, is selected as 56 MHz, and the bandwidth
spacing between any two subchannels is selected as 6 MHz. The PU is assumed to be operating
at f> and has a total transmitting power of 1 MW. The parameters’ values used in the simulation
are chosen in accordance with the IEEE 802.22 standard [27]. The distances between the PU
transmitter and SU receiver and that between the SU transmitter-receiver pair are selected as 10
m, in order to analyze the quality of the SU link under a high interference scenario.

In Fig. 6, we fix H = 3 and compare the simulated BER with its approximations using
different number of paths used in the approximation, i.e., z 4+ 1. It is clear from the figure that
z = 3 approximates BER well for H = 3. In Fig. 7, we fix SNR = 7 dB and compare absolute
error of the BER approximation for different values of H. It is again clear that z = 3, i.e.,
using only z 41 = 4 paths of the convolutional code’s trellis, provides good BER approximation
for different sizes of PTC. This is due to the fact that the first few error events with a few
errors in the trellis dominate all the remaining transitions. This result confirms what we have
mentioned earlier regarding the domination of a small number of paths in the trellis over all
the remaining paths that may evolve due to incoming bits. The approximate BER we provide
in the section could be used as a QoS metric in an adaptive scenario where certain parameters
of the system such as H could be adapted in an online manner using this approximation. In

Table III, we present results on the performance of exhaustive search! compared to the proposed

!'Using this technique, decisions on the transmitted code matrices are made by the permutation trellis decoder which decides
in favor of the transmitted code matrix, i.e., among 2™ possible code matrices, which has the minimum Hamming distance with
respect to the received one. In order to determine all the decisions for every possible code matrix, a brute force method is used
2H 2 +m

to compare each possible received code matrix to every code matrix. This method needs roughly comparisons [21].
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Fig. 6: BER approximations for PTC with H = 3.
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Fig. 7: |BER — BER,y,| for different PTC (H =2, 3, and 4) and SNR = 7 dB.
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approximation approach in this paper in terms of the time needed to compute BER for different

PTC. As shown in Table III, it takes much shorter time to compute the BER approximately as

compared to its exact calculation.
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TABLE III: A comparison of the time needed to compute BER between exhaustive search [21] and approximation
approach for different PTC (H = 2,3, and 4)

PTC Exhaustive Search Approach | Approximate Approach

H=2 0.33s 0.31s
H=3 42.21s 7.24s
H=4 26274.99s 245.32s

B. Throughput Analysis of H-FSK

For comparison purposes, we first consider a competing scenario where an SU does not
employ any coding technique in its spectrum interweaved transmission strategy which, in turn,
is assumed to be based on M-FSK modulated signals. In this scenario, an SU makes use of the
CR channel sensing feature in order to determine if there is an active PU in the network or not.
Depending on the channel sensing measurements of the licensed spectrum, a decision is made
on whether the SU should vacate the band or not. In the case where the SU detects a white
space, it adapts the transmission parameters to utilize the full spectrum available and achieve
the maximum throughput. On the other hand, when a PU is detected an SU vacates the band
and adjusts its transmission parameters accordingly by employing a modified FSK modulation
scheme supporting the transmission of M’ symbols where M’ < M. In order to gain more
insight regarding the throughput performance comparison of the PTC-based multi-level FSK
with the uncoded-opportunistic (adaptive) M-FSK system, we assume that packet transmissions
take place over an observation window of length 7" seconds divided into = time slots. For each
time slot, the steady state probability of a channel being occupied by an active PU, given in
(24), is evaluated. Knowing each interval’s time and the time required for transmitting a single
packet, the incorrectly received packets can be determined. As a result, the unlicensed network’s
throughput is computed and analyzed. We further assume that the available spectrum consists
of four frequency bands. With the use of the PTC-based multi-level FSK approach, an SU does
not need to sense the channel or adapt its wireless links. In the uncoded opportunistic system,
an SU senses the licensed frequency band at the beginning of a time slot. Assuming zero-

cost perfect detection of a licensed user’s activity, an SU decides on which M-FSK modulated
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Fig. 8: Throughput Comparison of H-FSK and uncoded opportunistic M-FSK as well as convolutionally coded
BPSK schemes for SNR = 4 dB, packet size = 256 bits, and R, = 100 packets/sec.

signals are to be transmitted. In the case where an SU detects a spectrum hole, it utilizes the
full available spectrum (4 bands) using a 4-FSK modulation scheme. When a PU is detected,
an SU vacates the licensed band and utilizes the remaining spectrum (2 frequency bands out of
the 4 bands assumed to comprise the spectrum) using BFSK modulated signals. Different from
[28], the licensed channel can change its state at any instant in a time slot. In Fig. 8, we present
the average throughput of //-FSK and that of an uncoded opportunistic M-FSK system as a
function of PS" for H = M = 4 where the packet size L = 256 bits, R, = 100 packets/sec,
and SNR is 4 dB. Fig. 8 illustrates that the average throughput in /H-FSK is constant regardless
of PSQ™ values while the average throughput of the uncoded opportunistic M-FSK decreases
as P9™ increases and it matches the theoretical approximation given in (25). As shown, there
exists a probability pj ~ 0.7 such that for PS" > p; the H-FSK approach outperforms the
uncoded opportunistic scheme in terms of throughput performance besides BER. Thus, the use
of the proposed H-FSK communication scheme for values of P9" less than pj is not beneficial

because higher throughput values are obtained using the uncoded opportunistic scheme. In other
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words, the [/-FSK system is effective for situations where the PU activity is relatively high. In
practice, the throughput evaluated for the uncoded M-FSK system is expected to be lower than
what is shown in Fig. 8 due to channel sensing intervals. It should be noted that the proposed
H-FSK communication scheme does not need the channel sensing mechanism that might not
be available for some applications.

Along these lines, we compare the average throughput of the proposed H-FSK scheme to
a rate—% convolutionally coded BPSK modulated OFDM system. We assume that the latter
transmits a BPSK modulated signal in parallel over the available frequency bands in a given time
window similar to what is considered in the previous comparison setting. For fair comparison,
neither scheme carries out sensing, i.e., they transmit at all times. It is worth noting that
the throughput performance of this BPSK OFDM system is investigated assuming the same
transmission bandwidth, power, and time frame as with the /-FSK system. As shown in Fig.
8, the average throughput of the convolutionally coded BPSK system also decreases as P9"
increases. Similar to the previous throughput comparison, there exists a probability p5 ~ 0.55
such that for P9" > pj the H-FSK system outperforms the convolutionally coded BPSK scheme
in terms of average SU’s throughput. Therefore, the use of the proposed H-FSK communication
scheme for values of PS™ less than pj is not beneficial because higher throughput values would

be obtained using the other coded scheme.

C. SU Link’s Resiliency in the Presence of Multiple PUs

In this section, we further carry out our performance analysis and examine the resiliency
of the network (SU’s link) to interference provided by the proposed PTC based framework in
the presence of multiple PUs when i) PUs always transmit and ii) PUs are dynamic and their
activities vary dynamically. It is worth noting here that the PUs are located 10m away from the
SU receiver in order to analyze the quality of the SU link under a high interference scenario.

1) Static Channel Occupancy: First, we consider multiple PUs that are always active in the
network during SU communication. In Fig. 9, we plot the approximate BER performance of the
SU link for different PTCs in the presence of multiple PUs. The results obtained in the presence of
multiple PUs that are always ON are similar to those presented in [19], [20]. These results show
that the use of larger PTC (higher value of H) adds more robustness to SU communications, i.e.,

BER decreases as the value of H increases. It is also shown in these results that the approximate
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Fig. 9: Approximate BER performance of different PTCs with respect to PUs that are always ON and transmitting.
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Fig. 10: Approximate BER versus Simulated BER for a PTC with H = 2, 3, and 4 and P9 = 0.35.

BER performance of an SU link degrades as the number of PUs joining the network increases.
Of course, this is achieved at the expense of larger overhead when larger values of H are used.

2) Dynamic Channel Occupancy: The case of static PUs that always transmit is more of a
pessimistic scenario as presented above. In this paper, we extend the work in [19], [20] and
consider a more practical scenario to model the intermittent dynamic activities of PUs in the

network. Using a 2-state Markov chain to model channels’ occupancy by PUs, we provide a more
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Fig. 11: Approximate BER performance of a PTC (H = 4) with respect to dynamically varying PUs activities
and PUs that are always ON.

accurate characterization of system performance and verify the approximate BER in the presence
of a dynamically transmitting PU with simulated BER for a given PTC and known parameters
of the channel occupancy model. In Fig. 10, we present the approximate BER performance of
the proposed framework as a function of f,—o for different PTC schemes, i.e., H = 2,3, and 4,
and P9V = 0.35. Both analytical and simulation results are presented which match each other
quite well.

In addition, in Fig. 11, we further examine the approximate BER performance of SU
communications for a given PTC, i.e., H = 4, in the presence of one, two, and three PUs
that 1) are sratic in nature and always transmit and ii) dynamic in nature. The results obtained
in Fig. 11 clearly show that there exists a gap between the performance of the systems in
both cases. Our analysis based on a more practical occupancy model is able to predict SU
communication performance more accurately and which is better than the pessimistic case of
PUs being always ON. For example, the approximate BER value in the presence of one dynamic
PU is lower than when a PU is always transmitting. This is intuitive because only a fraction

of the transmitted information packets are affected by interference from the dynamic PU when
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Fig. 12: A BER comparison between the proposed PTC scheme with H = 4 and a 1/2 rate (64800,32400) LDPC
encoding with a 4-FSK modulation system with respect to static (PCOh" = 1) and dynamic (ngl = 0.75) activities

of a PU.

it is transmitting compared to the static PU case where all the transmitted information packets
experience permanent interference. In fact, this is also observed for the case of 2 and 3 PUs
being active in the network.

Moreover, we compare the BER performance of the proposed communication system when
H = 4 with another system that is based on a 1/2 rate (64800,32400) LDPC encoding given
in Matlab toolbox with a 4-FSK modulation system. Fig. 12 illustrates how the proposed
communication system outperforms the aforementioned system for both static and dynamic

activities of a PU.

VI. CONCLUSION

In this paper, we employed a PTC based framework to mitigate the impact of PUs modeled
using a practical dynamic channel occupancy model in CRNs. We, further, computed the SU
link’s BER approximately which was shown to be quite accurate. This approximation allows one
to use BER as a QoS metric to determine the link quality of an SU link for applications such

as link adaptation. Furthermore, in order to assess the effectiveness of the proposed PTC based
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multi-level FSK communication scheme, we compared the performance to that of an uncoded
opportunistic M-FSK system, a coded M-FSK system, and a coded BPSK modulated system
deploying parallel transmissions. Based on the comparisons described in Section V, we showed
that the proposed scheme outperforms the latter two under relatively heavy PU interference. We
also presented results that exhibit the resiliency of an SU link to interference for PTCs in the
presence of multiple dynamic PUs activities.

In this work, we evaluated the performance of PTC codes for a single SU link. Optimal code
assignments in a multiple SU scenario will be considered as a future research direction. We
also plan to consider 1) more realistic channel models that account for shadowing and fading
effects; and 2) more effective decoding techniques, e.g., soft-decision decoding. Based on the
promising results we have obtained in a CRN, we intend to generalize the proposed scheme to

tackle wireless networks subject to jamming attacks and malicious nodes’ activities.

APPENDIX
PROOF OF PROPOSITION 1

Let P(c;) be the transmitted codeword and R be an arbitrary received vector. Assume
that P(c,) is another possible codeword. If there exists a received vector RU") such that
dir(RY) P(cy)) = du(RD, P(c;)) and P(RU)|P(cy)) = P(R™|P(c;)), then the upper-bound
given in (12) is the same no matter what the transmitted codeword is (P(cz) or P(cp)). Let
s1 = (S1,0m2, 51,6241, - - - » 51,(+1)n2—1) be a portion of P(c;) generated from the corresponding
(¢+1)th output branch of the convolutional code and s, be that of P(c,) for the same bit positions.
Since the number of non-zero elements in s; and s, is [/, we can assume that they occupy the
following bit indices 01, 01,1,...,01,7—1 In 81 and 020,021, ...,02 g—1 in Sg, respectively. Let
r1 = (T1,0m2, T1,0H?+1, - - - » T1,(e4+1)H2—1) be the corresponding received vector of s;. Note that r,
here is in the form of an arbitrary received code matrix for each output branch of the convolutional
code and is mapped to a permutation trellis code matrix. Then, RU") can be constructed from
R as provided below.

Define a one-to-one mapping 7, from indices {¢(H? (H* +1,...,({ +1)H* — 1} to itself as
024, fg=o01;for0<¢<H-—1,
m(q) = o014, ifqg=oy;for0<i<H-—1,

q, otherwise.
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It is easy to see that the above mapping rule switches s; to s, and vice versa. We can write
m(P(c1)) = P(cz) and m(P(cz)) = P(cy). At the same time, the mapping rule also switches
T1,0,, With 7y, for 0 <4 < H — 1 when applied to r;. Then, the combination of ¢ mappings

in 7 with respect to R’, results in
RY) = 7(RW) = (TLm0(0)s TLimo(1) > - -+ » Thimo(H2—1)s 1w (H2)s - - + 5 Tlp o1 (LAm—1)H2=1)) -
Accordingly,
dy(RD,P(cy)) = dy(r(RD)), 7(P(cy))) = dyy(RY)), P(cs))

for the one-to-one mapping conserves the Hamming distance of the convolutional code. In the

case where noise for each received bit is independent, we have
PRYIP(c1)) = P(x(RW)|x(P(c1))) = P(RY)|P(cy))

and since noise of the received bits in a subchannel occupied by the PU is not independent,
P(R®|P(c,)) is not always equal to P(RU)|P(cy)). However, if we assume that the noise
caused by the PU in a subchannel will affect all bits in this channel that are generated by one

or more trellis branches, then
PRY[P(c1)) = P(a(RD)|x(P(c1))) = PRY)|P(cy)).

We can reason this from the fact that bit-switching by 7 on R(®) does not move any bit out of

the row it is located in.
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