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Abstract—In this paper, we consider a cognitive radio network e
(CRN) consisting of a primary transmitter-receiver pair and an — = P Interference signal
untrusted secondary transmitter-receiver pair, and each pir is o
a multiple-input single-output (MISO) link. We consider two h
transmission schemes, namely underlay scheme and coopévat PUTX | =~
scheme. For the underlay scheme, the secondary user (SU) '\._'éz, \;ﬁ?-/
is allowed to transmit simultaneously in the presence of pri o o \"-x;'
mary transmission. For the cooperative scheme, the seconga Pt h '\.,\ Y
transmitter acts as a relay node to increase the secrecy rate o Ns
of primary transmission in exchange for its own transmissiao. *
For both schemes, the SU is untrusted and considered as a (a)

potential eavesdropper. Our goal is to minimize the total paer
consumption while satisfying the primary user (PU)’s requred
secrecy rate and the SU’s required information rate. By suiable
optimization tools, we design the joint secure beamformingor
both schemes. The simulation results show that in the conséded
system model, the underlay scheme outperforms the coopera¢
scheme, especially with high rate requirements and a large

h
number of antennas at secondary transmitter. 7
[. INTRODUCTION ——» Fisttime sot

Coghnitive radio[[1] was proposed as an efficient method to .
improve the spectrum efficiency of wireless networks. hab (®)
primary user (PU) networks t(_) share their spectrum Wlth th‘ﬁg 1. (a) The underlay scheme and (b) the cooperative seliema CRN
secondary users (SUs), provided that the SU’s transmissigith an untrusted SU.
does not adversely affect the PU’s performance. Usually

there are three models of cognitive radio networks (CRNgpoperative-based overlay models is better is case-depend
interweave, underlay and overlay models. In the interweay@en a question arises: if the SUs are untrusted, how are the
model, the SUs first sense the spectrum holes and then ttangyBiformance of the underlay and cooperative models?
when the PUs are abseft [2]. In the underlay model, the SUsrg address the security problem, physical-layer secusity i
simultaneously transmit with the PUs over the same spectruin promising secure communication means and becomes an
while maintaining the performance of primary transmissioBmerging area recentlI[6]2[9]. IA1[6], the authors studieel
under an acceptable threshdld [3]. The overlay model esabjgoplem of maximizing the secrecy capacity in multipletinp
users cooperation where the SUs aid the PUs’ transmissiomjgtiple-output (MIMO) one-way relaying systems by joint
exchange for their own transmission, thus not only enha@ncigecyre beamforming design at the source and the untrusted
the spatial reusability but also enlarging the coverag@eanye|ay. It is shown that the secrecy rate can be improved even
[4]. [5]. Note that the three models have their own advargaggjith the aid of an untrusted relay. The similar problem was
and disadvantages, and are applicable for different smnaistydied for MIMO two-way relaying system inl[7]. The authors
and services. in [8], [O] studied physical-layer security in OFDMA system
Nevertheless, PU-SU cooperation based overlay model\jith simultaneous wireless information and power transfer
CRNs may result in severer security problems than the in-|n the CRN scenario, physical-layer security has been
terweave and underlay models since SUs have to decqfggied by avoiding information leakage to a third party (or
the PUs’ messages before relaying. Note that even withyf external) eavesdropper[10],[11]. There is anotherritgcu
the security consideration, which one of the underlay angsye where SUs try to eavesdrop PUs' message without
This work is supported in part by the Natural Science Fouodatf China permission, since SUs may easily know PUs’ transmission
under Grant 61401159. spectrum by spectrum sensing. To our best knowledge, only
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[12] considered such case, while the authors focused beamforming vectors of PU-Tx and SU-Tx, respectively; and
the achievable rate characterization for cooperative miode », and n, denotes the the additive white Gaussian noise
single-input single-output (SISO) channel. (AWGN) following CN (0, 0?) at PU-Rx and SU-RX, respec-

In this paper, we study the secure beamforming design fibrely.
a CRN consisting of a PU pair and an SU pair. Each dedi- For the underlay scheme, the SU-Rx is capable of eaves-
cated transmitter-receiver pair is a multiple-input saglitput dropping PU-Tx’s transmission and the secrecy rate of Pld thu
(MISO) link. The SU is considered to bentrusted in the is given by [13]
sense it may eavesdrop PU’s transmission. We study two-trans

H H
mission schemes, namelynderlay scheme and cooperative R — 1o 1+ wi hpyhp,wi
: S . p" = |log " wih. LE
scheme. Our goal is to minimize the total power consumption 0° +wy hghg ws
while satisfying the PU’s required secrecy rate and the SU’s HyH +
required information rate. Using suitable optimizatiomls Clog, (14 T e e WL | 3)
we design the joint secure beamforming for both schemes. The o?

simulation results show that the underlay scheme is superio Lo ) ) o
to the cooperative scheme, especially with high requiréesraWhere[]” = max(0, ). The information rate of SU is given
of both PU and SU and a large number of SU-Tx’s antenndy

Notations: Bold upper and lower case letters denote matri-
ces and vectors, respectively. Le} denote the conjugate RY =log, (1 +
transpose. The matrixy is an N x N identity matrix and the

matrix 0 is an all-zero matrix with appropriate dimensions. For oyr goal is to design the PU’s and SU’s beamforming

matrix X, ved X), tr(X) represent the vectorization and traC@nd w, to minimize the total power consumption and the
of matrix X, respectively.X @ Y stands for the kronecker formulated problem is given by

product of X andY . For a vectorr, we use||xz||2 to denote

WghssthQ ) @)

0% + wi'h,hflw,

its two-norm. (P1) min wifwi +wiwy
Wi1,W2
I[l. SYSTEM MODEL AND PROBLEM FORMULATION st Ry > Qyp (5)
We consider a CRN consisting of four nodes: a primary RY > Qs (6)

transmitter (PU-Tx), a primary receiver (PU-Rx), a secapda , . .

transmitter (SU-Tx) and a secondary receiver (SU-Px) ggwerer is the minimal secrecy rate requirement for PU and
shown in Fig. 1. PU-Tx and SU-Tx are equipped wi > 2 Qs is the minimal information rate requirement for SU.
_andNS_ > 2 ant_ennz?\s, respectively; while ea_ch of the rece_zivegaj Cooperative Scheme

is equipped with single antenna. The SU is untrusted in the i ) .

sense it may disguise as an innocent user and attempt toalecod ©f cooperative scheme, the SU is willing to help the

PU’s information. Thus, the SU is considered to be a potentfaU transmission using amplify-and-forward (AF) relayiryg t
eavesdropper. access the channel but considered to be untrusted.

Let H, € CNs*Nr denote the channel of PU-Tx to SU- The cooperative scheme consists of two time slots, as shown
Tx link, h,, € CV*1 the channel of PU-Tx to PU-Rx link in Fig.[I(b). In the first time slot, the PU-Tx transmits itgrsal
h,, € C¥s*! the channel of SU-Tx to PU-Rx link aria,, € to the SU_—Tx w_hlch is also received by the PU-Rx and SU—Rx.
CN»x1 the channel of PU-Tx to SU-Rx link. we assume fulllhe received signals at SU-Tx, SU-Rx and PU-Rx in the first

channel state information (CSI) are available at all notls. ime slot are respectively given by
also assume that all nodes operate in half-duplex mode éor th

. . . yr = Howis: +n,, (7)
practical consideration. . e
In the paper, we study two schemes described in the Ys = hpwist +ns, (8)
following. Yp1 = hg)wlsl + Ny, 9)
A. Underlay Scheme wheren, represents the AWGN vector at SU-Tx following

First, we consider an underlay scheme as shown in Fi§e distributionCA/(0, %Iy, ). 3
1(a), where the PU-Tx and the SU-Tx simultaneously transmit!n the second time slot, the SU-Tx amplifies and forwards
information to their dedicated receivers in a spectrunrisga the PU-Tx’s signal, and simultaneously transmits its own

manner. The signals received at the PU-Rx and SU-Rx &ignal to SU-Rx while PU-Tx remains silent. The received
respectively given by signals at PU-Rx and SU-Rx in the second time slot are
respectively given by

yt =hlwis; +hlwasy +n,, (1) B .
y¢ =hllwyss + hzl,iwlsl + N, (2) Yp,2 = D Fyr + b, wasy + 1y

. . . =hFH +n,)+hf + n,y, 10
wheres; and s, are the information-carrying symbol of PU- oF (Howis +n,) sp V252 T Tlp (10)

c _1.H H H
Tx and SU-Tx, respectivelyw; andw- represent the transmit ys = hiywasy + h FHowis1 + hiFn, +n,. (11)



Note that if SU-Rx can successfully receive message sdéotmulated as
from PU-Tx in the first time slot, then the interference term ]
hZFHyw,s; can be subtracted froi (fL1) using the received (P2) wfflv},E_VFPP TP+ P
signal Fo improve secondary trans_mlssmn._ _ st RS> Q, (20)
In this scheme, the PU-Rx receives two independent copies RE>Q (21)
of the signal transmitted by the PU-Tx in two time slots, 5= s
reSpeCtively. The first copy of the Signal is from the direct 11l. BEAMEFORMING DESIGNS FORUNDERLAY SCHEME
transmission by the PU-Tx in the first time slot and the second , A H . HIH
is forwarded by the SU-Tx in the second time slot. By maximal |2, S0Ivé (P1) optimally, we defines = [wi wy']™ so as

ratio combining (MRC) to these two signals, the PU-Rx caﬁ] jointly optimize w, and ws. For this problem, it can be
thus retrieve the PU-Tx’s information. shown that there always exists an SINR constrginat PU-

Here we consider the worst-case scenario where the SRLf( such that the following quadratically constrained qaidr
Tx and SU-Rx are perfectly colluding, i.e., the output oProbIem (QCQP)

the wiretap channel is the collection of signals received by (P1.1) min wfw
the SU-Tx and SU-Rx. Thus, the PU-Tx to the colluding w i )
eavesdroppers link and signal-to-noise ratio (SNR) of the st wiBiw > o (22)
colluding wiretap channel are denoted by wiBow > (29¢ — 1)0? (23)
H
H wiHIH,w wiBgw 145
H. = ( hlg ) y Ve = lTl (12) o2 - 2 1 (24)
DS
] ] has the same optimal solution to (P1), where we define
Thus, the secrecy rate for PU and the information rate for
SU are respectively given by a ( hyyhy; 0
Bl - 0 pp _B h hH ) (25)
1 . 1lspllsp
R;SJ’C =35 [1Og2 (1 + ’YP) - 1Og2(1 + 76)] ) (13) s _(2QS - 1)hpshzl;{<; 0
% B2 - 0 h hH ’ (26)
RS = - logy(1+1s), (14) H -
2 B; £ ( hPSOhPS g ) (27)

where factor% results from the half-duplex transmission mode;
~p and~; are the signal-to-interference-and-noise ratio (SINR) Let g1(/51) denote the optimal value of (P1.1) with given
at PU-Rx and SU-Rx, respectively given by (1. It can thus be shown that (P1) achieves the same optimal
value of the following problem:

_hgjwlw{ihpp
Tp = 2 (P1.2) mi%gl(ﬂl).
. b FHuw wiH/F'L,, ) h= o
hgngwfhsp (T hg,FFHhsp)’ Therefore, thes; can be optimally solved by one dimension

search ovep; > 0. With any givengy, g1 (/1) is obtained by

H H
e = h wowy hy, 7 solving (P1.1). Thus, in the following, we only need to focus
02(14+ hEFFHh,,) + chIZFHowwiHY FHh,, on the solution for (P1.1).

(16) By introducing X; £ ww!, (P1.1) can be equivalently
whereq is a binary variable with = 0 indicating that SU-Rx "ewritten as

correctly receives the signal from PU-Tx in the first timetslo min tr{X;} (28)
and thus can subtract the interference in the second tinte slo X4

and otherwise: = 1. In this paper, we assume= 1, which st tr{B1 X} > Bi0? (29)

is the worst case. tr{ByX;} > (29¢ — 1)02 (30)
The power consumption of transmit power for PU-Tx, SU- 148

Tx to relay PU-Tx’s information, and SU-Tx to transmit its tr{B3X;} < 0 ( 50 L 1) (31)
own information can be obtained as !

1 rank{X;} =1 (32)

Py =5 wi'w, (17) X, =0, (33)

P, :ltr{FﬂowlwfngFH + o?FFH}, (18) WwhereX; = 0 means thak, is a positive semidefinite (PSD)
% matrix and the above problem is a semidefinite programming
P, =—wilwsy. (19) (SDP) problem.
2 Note that the SDP problem ifi_(28) is non-convex due to
Thus, with the aim to jointly desigrv,, wo and F, the the the rank-one constraint. However, it can be solved by the
power minimization problem for the cooperative scheme gemidefinite relaxation (SDR) technique][14] as explained i



Algorithm 1 Proposed Underlay Scheme Algorithm optimization. In particular, we optimize; andw- with fixed
1: Set B and M sufficiently large. Define3; = i31*/M, F and then solveF with fixed w; and w,. The process is

i=1,...,M. iterated until convergence. In the following subsections,
2: for Eachpi do detail the derivations.
s Seth = fi. A. Joint Users Beamforming with given F
4:  Obtain an optimalX; by solving problem[(34)E(38) "~ " ) o
with given 3. Given the relay beamforming matrik, the optimization
5. if rank(X*)=1 then problem (P2) can be reformulated as the follow QCQP
6: | DecomposeX; = ww’. (P2.1)
7. else ) H e HaH I
8 Find w such thatwfw = tr{X;}, wiB,w = Wnll,lv{,l2 w1 (Hy F7FHo + Iy, )W + wy Wy
tr{B;X,}, for j = 1,...,3 according to Lemma 1. 1
9. end if st wyl ;(hpphﬁé —4%H['H,)
10: end for " HoH
11: Select 3} that achieves the minimal total power and b, FHoHy F7h,, > 49 _ 1
! : : 2] H 2 HFpH W1 =
the correspondingw*. Find w} and wj such that wy hgphfiws +0%(1 +hFFh,)
[wif wit|H = w*, (39)
H H  H
ws hg,hy ws
ﬁ —wiTHIFPh, b2 FHow,
the following. First, we drop the rank-one constraint tozoiot > 0%(1 +hiIFF7h,,). (40)

the relaxed SDP problem as follows
Similar to the approach in the last section, we definé:

min tr{Xy} (34)  [wH wi]H to jointly designw, andws. It can be shown that
there exists an interference temperature constrairthat the

- 2
st tr{Bi X} = fio (35) following problem
tI‘{BgXl} > (QQS - 1)0’2 (36)
14 B8 min w7 A;w (41)
tr{B3X;} < o? - 37 v
HBaXy} <o ( 20y > (37) s.t. wHByw > 49 — 1 (42)
X; = 0. (38) wiBsw > 02(1 + hZFFHn,,) (43)
The relaxed SDP problem ifi{84) can be solved conveniently w/Bgw < S, (44)

by SDP solvers such as CVX[LS]. Due to the relaxatB}, paq the same optimal value as problemiil (41), where
obtained by problem in[{34) might not be rank-one in gen-

eral, however, can be solved by the rank-one decompositign & ( HYFYFH, +1y, 0 ) (45)
theorem [[16] given in the following lemma. 0 In, )’

Lemma 1 [14, Theorem 2.3]: Let G;,7 = 1,...,4 be an B, 2 V 0 16
n xn Hermitian matrix, andX be ann x n nonzero Hermitan ~*~\ 0 0 )’ (46)
PSD matrix. Suppose that > 3, if rank(X) > 3, then 1 hZ FH,HZ FHh,
one can find a nonzero vector € Range(X) such that V £—(hy,h) — 4 HI'H.) + = 1 hHFFH; ’
Gixx" = G;X,i = 1,...,4. If rank(X) = 2, then for any 7 Ba+o*(1+hg, 457”)
y ¢ Range(X), there existsx € C"*! in the linear subspace (47)
spanned by andRange(X), such thatG;xx" = G;X,i= g, 2 ( —H{F”h,hlFH, 0 )

1,...,4. 0 hyhll/(4% —1) )7

According to Lemma 1, we can recover the rank-one (48)
solutionw* that satisfiesv*w* = tr(X}) andw*B,w* = g o[ 0 0 49
tr(B;X7) fori = 1,2, 3 without loss of optimality of the SDR. —° — < 0 hyhfl ) (49)

Finally, the proposed solution for (P1) is summarized in

Algorithm 1. By introducingX,; £ ww and using the SDR technique,

the problem can be equivalently rewritten as
IV. BEAMFORMING DESIGN FORCOOPERATIVE SCHEME

min tr{A;Xs} (50)
In the following, we solve the (P2) for the cooperative X2
scheme, where the PU and SU’s beamforming vectors st. tr{BsXp} > 49 — 1 (51)
wy and the relay beamforming matrix at SU-T& should tr{B5X5} > 0?(1 + hZFFh,,) (52)
be jointly designed. However, (P2) is nonconvex due to the 1{BsXs) < A (53)
constraints in[{20) and{21). Therefore we propose an iterat 6R2) =172
X, = 0. (54)

algorithm to solve (P2) efficiently based on the alternating



After solving the above problem, we use Lemma 1 thlgorithm 2 Proposed Cooperative Scheme Algorithm

recover the rank-one solution* with given 3, for the case
rank(X3) > 1.
B. Relay Beamforming Matrix F with Given w; and wo

Given thew; and ws, the optimization problem foF is
formulated as a QCQP:

(P2.2) mbin tr{FHyw,wl H{ F¥ + o*FFH}
1+

S.t. > 49 55
"t T (3)
Vs > 4QS - 17 (56)
which can be further expressed as
ml;n tr{FHF(How, wi'HY + 0%1Iy,)} (57)
h FH ARIFYh,
st e CONIILI0 T s, (58)
hfiwowy hy, + 0?(1 + hE FF7hy,)
thQthSS
02(1+hZFFHh,,) + hIFHow, wiHE FHh,,
(59)
where
H (4Qp1TH _ H
Q A 4Qp 14 Wi (4 He H. hPPhPP) Wl' (61)

o2

Using tr(A¥BAC) = vec(A) (CH @ B)vec(A), we have

min f7ALf (62)
s.t. £7B7f > Q(hl wowi by, + 0?) (63)
hfwowllh
H < ss VW2 W93 Ilss _ -2
FBsf < = —— o7, (64)
where
f £ vec(F), (65)
Az £ (HowiwiHy' +0%In,)" @ Ly, (66)
B; £ (How,wi{'H{ — 0?QIy,)" @ (h,,hl),  (67)
Bg £ (How1wi Hi +0°In,)" @ (heshl). (68)

1: Initialize F(0); sett = 0.
2: Set By and M sufficiently large. Defing3y = i34° /M,
i=1,.., M.

3: repeat

4 t=t+1.

5. for eachpgs do

6: Set 3, = Bi.

7 Obtain an optimalX3; by solving problem[(34)E(38)

with given g, andF (¢t — 1).

8: if rank(X5)=1 then

9: DecomposeXs = ww'l.

10: else

11: Find w such thatw/w = tr{Xs}, wiB,w =
tr{B;X,}, for j = 4,5,6 and according to
Lemma 1.

12: end if

13:  end for

14:  Select 8} that achieves the minimal total power and

its correspondingv*. Find wy(¢t) andws(t) such that
Wi (6) wh ()] = w.

15:  Obtain an optimalX3 by solving problem in[(G9)E(71).

16: if rank(X3)=1 then

17: DecomposeXs = fF1.

18: else

19: Find f such thatf A.f = tr{A,X3}, fB;f =

tr{B;Xz3}, for j = 7,8 according to Lemma 1.
20:  end if
21 Find F(¢) such thatf = vec(F(t)).

22: until the total power converges.

V. NUMERICAL RESULTS

In this section, we carry out simulations to evaluate the
performance of our cooperative scheme and underlay scheme.
We assume that the small-scale fading in each link follows
independent Rayleigh distribution and the large-scaléntad
on each link is modeled by the path loss modelaag =
c-d; ', whered; ; denotes the distance betweere {PU-
Tx, SU-Tx} andj € {PU-Rx, SU-R%, c is the attenuation
constant set to be 1 andis the path loss exponent set to be 3.

By introducingX3 = ff” and using the SDR technique, therhroughout this paper, we consider a system topology where

above problem can be reformulated as

H)l(in tI‘{AgX3} (69)
3
s.t. tr{B7X3} > Q(hllwowi'hy, +0%)  (70)
hiwowlh,, 9
tI’{BSX3} S ﬁ — 0 (71)

the PU-Tx, PU-Rx, SU-Tx and SU-Rx are placed-ab.5,0),
(0.5,0), (0,0) and (0,0.5), respectively. The noise power
is set to be 1.

In Fig. [2, the total power consumption is plotted as a
function of Q,, where N, = 4, N, = 2. Two different
primary secrecy rate requirement wih, = 0.5bit/s/Hz and
@, = 2.5bit/s/Hz are simulated for each scenario. It can be

For the case thaK} is not rank-one, the optimal rank-onefirst observed that with the increase@f, the total consumed
solution of the problem in[{89) can be recovered by Lemnmower of the system for all schemes increases to satisfy

1 without loss of optimality.

the SU’s requirement. In addition, it can be shown that for

Finally, the above proposed solution for (P2) is summarizdabth (), = 0.5bit/s/Hz and(), = 2.5bit/s/Hz scenarios, the

in Algorithm 2.

underlay scheme outperforms the cooperative scheme. This
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the SU can consume less power for both relaying the PU’s
information and transmitting its own message. However,.whe
N, becomes greater tha®, the SU becomes much more
capable of eavesdropping PU’s confidential message. Theis, t
PU and SU have to consume much more power to guarantee
the PU’s required secrecy rate. It is also shown that the
underlay scheme has better performancé&avecome larger.

VI. CONCLUSIONS

In this paper, we studied a CRN in the presence of an
untrusted SU with the aim of minimizing the total transmit
power while satisfying the requirements of both PU and SU.
The underlay scheme and the cooperative scheme were studied
and we designed the corresponding joint beamforming for
both schemes using suitable optimization tools. The sitiwla
results showed that the underlay scheme outperforms the
cooperative scheme, especially with high rate requirement
and a large number of antennas at SU-Tx.
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