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Abstract: We address the role of the phase-insensitive trusted @gpamnd detection noise in the security
of a continuous-variable quantum key distribution, coesitg the Gaussian protocols on the basis of coherent
and squeezed states and studying them in the conditionsusfsiza lossy and noisy channels. The influence
of such a noise on the security of Gaussian quantum crygtbgrean be crucial, even despite the fact that a
noise is trusted, due to a strongly nonlinear behavior ofjtlentum entropies involved in the security analysis.
We recapitulate the known effect of the preparation noideoith direct and reverse-reconciliation protocols,
as well as the detection noise in the reverse-reconcitiatg@nario. As a new result, we show the negative
role of the trusted detection noise in the direct-recoatidn scheme. We also describe the role of the trusted
preparation or detection noise added at the reference $ithee @rotocols in improving the robustness of
the protocols to the channel noise, confirming the positifecefor the coherent-state reverse-reconciliation
protocol. Finally, we address the combined effect of trdisteise added both in the source and the detector.

Keywords: quantum cryptography; quantum optics; quantum key digion; continuous variables; quantum
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1. Introduction

Quantum key distribution (QKD; sed,p] for reviews) is the branch of quantum information science,
whose goal is to develop methods (protocols) that allow twsted parties to share a random secret key
so that its security is provided by the very laws of quanturgspts. The key can be then used in the
one-time pad cryptographic systeBj,[which was shown to be information-theoretically secuéie Therefore,
QKD provides a quantum-cryptographic physics-based isol#ts an alternative to the classical asymmetrical
cryptosystems, which are currently widely used, but arethas the mathematical complexity assumptions.

The first theoretical idea of QKD was the BB84 protocol (narafter its authors Bennett and Brassag]) [
based on the use of the discrete-variable (DV) quantum systeamely single photons, so that the key bits
were encoded to (and obtained from) the measurements ofdlagization degree of freedom in the two
randomly-switched bases. BB84 and its modifications, sscB32 (named after its author Bennet] pr
SARG (named after its authors Scarani, Acin, Ribordy anéhjg], was used as the basis of DV QKD in the
prepare-and-measure (P & M) implementations typicallygrered with weak coherent pulses or heralded singe
photon sources using, besides polarization, e.g., phas@merncoding §,8]. The presence of the additional
photons in the weak coherent pulses was shown to be a pdteulieerability of DV QKD in the case of
photon number splitting attacks, and the use of the decdgssteas suggested to overcome such a th@at [
On the other hand, the use of photonic entanglement was staghim the entanglement-based (also called
EPR-based after the famous Einstein—Podolsky—Rosengafad) E91 protocol [L1], where trusted parties
are supposed to perform polarization measurements in thairtesets of bases on the two spatially distant
non-classically correlated photons. By verifying a loolghfvee violation of the Bell inequalities ,13] from
the measurements in one set of bases, the trusted partiensare the security of the key obtained from the
measurements in another one. Although the E91 protocol essebn as an alternative way of implementing
BB84 [14], it also offers potential device independence based ogulatum nonlocality. While the security of
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the protocols was first considered against particular emepping strategies, it was later extended on the general
information-theoretical security proofs against colleet[15] and coherent attacksl§] and then extended

to composable security (being the systematic way of sp@gjfthe security requirements of cryptographic
tasks) [L7] for certain DV QKD protocols18-20].

As an alternative to the DV coding, the use of the continuargables (CVs; see?fl] for a review) of
multiphoton Gaussian states of light (s@2][for a review on Gaussian quantum information) was suggeste
in the CV QKD protocols. Typically the continuous quadratobservables are used to encode key bits, and
subsequently, the homodyne detection of the quadratureef@rodyne measurement of two complementary
guadratures simultaneously) is applied contrary to thegioounting measurementin DV QKD. Alternatively,
polarization R3] or photon-number codin@?f—28] can in principle be used. The preliminary version of CV
QKD was firstly suggested?p] and studied against particular eavesdropping stratgg@sy Ralph based
on the binary quadrature displacement of coherent stattupeal by a laser or two-mode quadrature-squeezed
states, which can be produced by an optical parametridaiseil In the latter case, both the entangled modes
were supposed to be sent to the remote trusted party for adywreaneasurement. Later, a protocol based
on the quadrature modulation of a single-mode squeezeesstas suggested by Hillerg]] and studied
against arbitrary attacks taking into account error cdivaedy Gottesman and PreskiBZ], while the encoding
of a pre-determined key using entangled states and veitdiicaf nonclassical correlations similarly to E91
protocol to prove security against particular eavesdmgpitacks was suggested by Re3@][ The CV QKD
protocol based on the two-mode entangled beams shareddretive trusted parties who use amplitude or
phase measurements to decode binary data was alternatigaigsted by Silberhowrt al. [34]. The security
of the protocols was shown against certain eavesdroppiatggtes mainly in purely attenuating channels and
typically relied on the uncertainty principle, which doest mllow a potential eavesdropper to measure both
quadratures precisely and simultaneously. The CV statéighifwere also suggested by Cettfal. [35] to
distribute a continuous Gaussian key with security beirgwshagainst the whole class of individual attacks
using the optimal entangling cloner attack. Importantlyyas then shown by Grosshans and Grand3é} [
that Gaussian protocols secure against individual atteah$¥e implemented even with coherent states with no
need in nonclassicality, such as squeezing. The Gauss&rcpts were however limited by the 50% loss in the
optical link, because it otherwise led to the informatiomattage of an eavesdropper with respect to the sender
trusted party when the standard direct reconciliation (DRjata was used,e., when the remote trusted party
was correcting its errors to exactly reproduce the datasbedrusted sender side. The problem can be solved
by using post-selection, as was shown by Silberigbah. [37]. Remarkably, the reverse reconciliation (RR) can
be used and allows achieving theoretical security of cottesate CV QKD upon any channel loss, as shown
by Grosshanst al. [38]. The RR protocol was extended by Weedbrebkl. [39 to the heterodyne detection
allowing coherent-state CV QKD with no bases switching. éely, the simplified unidimensional CV QKD
protocol based on a single-quadrature modulation was sty Usenko and Grosshad§][ The Gaussian
individual attacks were shown to be optimal for the Gaus&I®nQKD protocols by Grosshans and Cetfl].

It was then an important step in CV QKD when the security of @aissian protocols was generalized and
proven against the Gaussian collective attacks by Navastwa. [42] and by Garcia-Patron and Ce#d].
Such attacks were shown optimal using the extremality ofSSian states4d], studied by Pirandol&t al.
[45,4€], and then extended to the general attacks using the detiRimstrem by Renner and Cirad{]. This
established the clear framework for theoretical securiplysis of the CV QKD protocols in asymptotic regime,
but many issues related to the real implementation of theopods remained open. Differently from many other
CV quantum information protocols, such as CV quantum tetgpion [48] in the Gaussian regime&$-51] or
Gaussian CV quantum cloning§Z-54], the Gaussian CV QKD involves more complex aspects of thes&ian
guantum states and measurements due to the strong noityingfathe quantum entropies, involved in the
analysis of the security of the protocols.

The information-theoretical research in CV QKD is currgriicused on extending the security proofs
against general attacks on the finite-size regime, whiclnigyes the case in real QKD systems. The first step
in this direction was done by Leverriet al. [55], who considered finite-size effects in coherent-state CV
QKD secure against collective attacks mainly focusing @ndimannel estimation. The channel estimation was
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recently optimized for CV QKD with arbitrary signal statesdaGaussian modulation by Ruppettal. [56].

The optimality of Gaussian collective attacks against tl&iggian CV QKD was confirmed in the finite-size
regime by Leverrier and Grangies{]. The security of CV QKD against arbitrary attacks was shawing
Gaussian post-selection (incorporated to the protocolpénasymptotic limit by Walket al. [58] using the
equivalence between post-selection and noiseless limeglifecation, also shown by FiuraSek and Céesf].

The composable security of the protocol based on the twoensggieezed vacuum state against arbitrary
attacks in the finite-size regime was shown by Fueteal. [60] using entropic uncertainty relations for
smooth entropies. A similar proof was later constructed bgrét for squeezed-state protoc6ll], preceded

by the security proof of coherent-state protocol againsttrary attacks in the finite-size regime derived by
Leverrieret al. using post-selection and phase-space symmet8igs [The composable security proof for
the coherent-state protocol against collective attackd (general attacks using post-selection or the de Finetti
theorem) was also recently derived by Leverrigé8][ The general security bounds derived up to now are
however fragile against imperfections, apply to particekses of coherent or squeezed signal states and often
require additional procedures, such a post-selectiongmrasimonitoring. Hence, the study of the effective
general composable security proofs for CV QKD protocoldimfinite-size regime is still ongoing.

Another line of information-theoretical research coneermvith CV QKD protocols is dedicated to the
post-processing algorithms, particularly error cor@ttcodes. Error correction is a demanding procedure
for Gaussian random variables, especially in the regimewfdignal-to-noise ratio (SNR), RR and one-way
classical communication. Realistic error correction iis tiegime scales down the mutual information between
the trusted parties and therefore limits the secure key wdteh was first pointed out for CV QKD protocols
by Heid and LitkenhausGfl]. It appeared to be one of the main limiting factors in thelyearactical
implementations of CV QKD, as shown %] by Lodewycket al., where the 10% reduction of mutual
information due to imperfect error correction along witlhet imperfections resulted in the secure distance
of the coherent-state protocol being limited by 25 km, simyl to another field test of the coherent-state CV
QKD prototype performed by Fossiet al. [66]. The novel codes for reconciliation of the Gaussian data
in CV QKD were developed afterwards, such as multidimeraiondes by Leverrieet al. [67], polar and
low density parity check codes by Jougeetl. [68,69]. By applying the optimal codes at low SNR regime,
Jouguett al. [70] proved that the achievable distance of the coherent-St®KD protocols can be extended
to 80 km. An alternative way to using the advanced post-@sing codes can also be the state engineering.
It was in particular shown by Usenko and Filip that the CV QKidtpcol with feasible squeezed states and
limited Gaussian modulation can be robust against impepfest-processing/f].

From the point of view of quantum-theoretical analysis, ifmplementation of CV QKD is naturally
limited by physical effects causing the practical impetifats, such as losses and noise in the quantum
communication channel. In all of the CV QKD security anadyshe channel is assumed to be fully controlled
by an eavesdropper, who can purify the channel noise andeosage the channel loss; therefore, the channel is
untrusted. As was mentioned, any level of channel loss isintiple tolerable by a perfect CV QKD protocol
with RR [38] even for collective attacks as shown by Grosshatd ¢ontrary to the DR schemes, which are
limited by 50% of channel transmittance. The presence «f lasvever increases the vulnerability of the
protocols to other imperfections, first of all to the chaneetess noise. This was theoretically demonstrated
already for the case of individual attacks by Grosshetre. [73] using the equivalent entanglement-based
representation of the CV QKD protocols. It was shown that¢iherable channel noise for Gaussian CV QKD
protocols is upper bounded by one shot-noise unit (SNU)do#ie level of the vacuum fluctuations (used
as a unit to characterize the amounts of quantum noise) lvikimore strict than the bound on the Gaussian
entanglement breaking, being two SNU of excess noise. The tight security bounds on the Gaussian channel
noise (which complies with the optimality of Gaussian dtsssummarized by Leverrier and Grangigr]) were
obtained for the case of collective attacks for cohererd-sgueezed-state protocols by Navascués and &djn [
and for coherent-state protocol, including post-selectiy Heid and Litkenhaugd']. It was also shown by
Blandinoet al. that the robustness of the coherent-state CV QKD protodléa@hannel imperfections can be
improved by the use of noiseless amplifier§][
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However, channel imperfections are not the only threat ¢osecurity of the protocols coming from the
physical effects in the set-up, and device imperfectiong atso contribute to the information on the key, which
is accessible to a potential eavesdropper. There are two approaches to studying the security of QKD with
imperfect devices. One is the device-independent (DI)@gogir, when the protocols are designed in such a way
that device imperfections have no impact on the securithefkey. This is achieved by verifying the fragile
nonclassical properties of the quantum states in the DI QMiich was inspired by the above-mentioned E91
protocol [L1]. The idea of using nonclassical correlations to verify seeurity of QKD when the devices
(including the source of the quantum states) are not trusisl first stated by Mayers and Yad7] and
developed by Barretit al. [78] and by Acinet al. [79] to prove security against no-signaling post-quantum
eavesdropper, which goes beyond the typical assumptiahing@KD that an eavesdropper is limited by the
laws of quantum physics. The security of DI QKD protocolsiagiacollective attacks in its connection with
Bell-type inequality violation was shown by Acéh al. [80], and a practical proposal based on heralded qubit
amplifier for the implementation of DI QKD protocols was segted by Gisiret al. [81]. The full security of DI
QKD was recently shown by Vazirani and Vidic87]. For the Gaussian CV QKD, however, the possibility to
build the fully DI schemes based on the Bell-inequality &tain is limited and requires non-Gaussian resources
or measurement88-85. DI CV QKD protocol was recently suggested by Marshall andedbrook 86|
based on the qubit encoding] using squeezed states and homodyne detection. The @ilenibre feasible
measurement device-independent (MDI) QKD being a way teastlisolate detectors and prevent side-channel
attacks was suggested by Braunstein and Piran@&8laand by Loet al. [89] and supposes the use of an
untrusted relay between the trusted parties. DifferemntignfDI QKD, the MDI QKD can be potentially realized
only with Gaussian states and measurements. Thereforeottoept of MDI QKD was recently applied to the
CV protocols by Pirandolet al. [90,91] and studied by Zhang al. [92] and by Liet al. [93].

Contrary to DI and MDI QKD, a more practical and robust way toyide security with imperfect devices
is to perform a comprehensive characterization of the @sviend suggest the feasible methods allowing
one to compensate or reduce the possibility of eavesdrgphirough the device imperfections. In this
approach, alternative to DI and MDI QKD, the devices can tmim&d trusted, which can be referred to as
the device-dependent (DD) approach in QKD. In this cased#ces must be properly studied, modeled
and calibrated in order to distinguish their imperfectifnosn the influence of the untrusted quantum channel
(otherwise, the so-called ‘paranoid’ approach in DD QKD ewlall of the imperfections are attributed to the
channel, has typically very limited applicability, sindeetsecurity of conventional DD QKD protocols in this
case is quickly degraded by the imperfect devices). Theddusoise despite being directly inaccessible to an
eavesdropper may, however, still contribute to the infdiromaleakage and limit the security of the protocols.
On the other hand, the proper amounts of the trusted noisemmgve the security of DD QKD protocols by
decoupling an eavesdropper from the reference side of tageeonciliation. The two approaches to security of
QKD with imperfect devices were recently generalized byRilola P4] in their connection to quantum discord
(being sufficient for DD QKD and upper bounding the secureriedg) and entanglement (being necessary for
DI QKD).

In the current paper, we review the main known results of thdiss of trusted noise in CV QKD and
also provide some new results filling the gaps that existedercomprehensive analysis of the role of trusted
preparation and detection noise in CV QKD. We show the negaffect of trusted noise on the receiver side of
the protocols and the potentially positive role of such eais the reference side. The novel results of the paper
include: the negative role of the trusted detection noisthénDR scheme and the analytical bound on such
a noise; the advantage of the squeezed-state protocol db@wwherent-state one in the DR regime and the
imperfect post-processing; the positive role of the prafian noise in the squeezed-state DR protocol; analysis
of the joint influence of the two types of noise simultanepysksent in the protocols.

2. Gaussian Continuous-Variable Quantum Key DistributionProtocols

In our work we deal with the Gaussian states of the modes otrelmagnetic radiation defined as the
states with a Gaussian Wigner function (s2g ffor a review). In particular, we consider the coherentestat
each being the eigenstati) = «|a) of the annihilation operator of a given mode, as the possigleal states



Entropy 2016 18, 20 50f25

for CV QKD protocols. We study the one-way Gaussian CV QKDipcols based on the Gaussian modulation
of the amplitude and phase quadratures, which can be defirtbe seal and the imaginary parts of the complex
amplitude of am-th mode:x,, = aZ +a, andp, = z’(az — ay) with the commutation relatiofx,,, p,] = 2i.

In such notation, the quadrature fluctuations of a coher@mof the vacuum) state are equal to one, which
is defined as a shot noise unit (SNU). We also consider sqdestates with the fluctuations of one of the
guadratures being suppressed below the shot noise.

We study the one-way Gaussian CV QKD protocols as depicté&dgare la. The sender trusted party,
Alice, prepares a signal state using a source, which can &gea (in the case of coherent states) or an optical
parametric oscillator (in the case of squeezed states). sigmal states are characterized by the quadrature
valuesxs, ps randomly distributed around zero according to Gaussianildigsions with variance¥ar(xg) =
(x2) = Vs andVar(ps) = (p?) = Vys, while coherent states saturate the uncertainty prineifiie Vs =
Vps = 1 SNU. Alice uses the amplitude and phase modulator to appigga@ quadrature displacements
xp, pm Of amplitude and phase quadratures of the signal statgseatdgely, so that the resulting modulated
state is characterized by quadratufesp} 4 = {x, p}s + {x, p}m with variance/ar({x, p}a) = Vi, 35 +
Vixpim WhereVy, 1) is the variance of the Gaussian modulation applieddadp quadratures, respectively.
All together, the state generation and modulation can bae@fis the state preparation.

| |
| |
| |
| |
Vs Vi ni Ve
| |
Source —{ Modulator } } @
\ . [
| . |
| . !
| |
| |
| |
| |

Modulator uantum channel .
Q Alice

n,¢

(a) (b)

Figure 1. (a) Continuous variable (CV) QKD prepare-and-measure (P & éfiesne based on the signal state
preparation (with varianc®s in the measured quadrature) in the source and the subseqadatation using the
modulator (up to varianc®, in the measured quadrature) on the side of Alice, propagé#timugh an untrusted
quantum channel with losg and excess noise, and measurement of the resulting state (with varidfigén

the measured quadrature) by Bob using homodyne detéLtdb) Beam splitter model of the eavesdropping
attack on P & M CV QKD protocol for the purely attenuating chah The beam splitter with transmittange
corresponding to the channel loss, couples the signal te@wa mode. The reflected mode is available to an
eavesdropper, Eve, for collective measurement.

The modulated state then travels through the untrustedtgimachannel, which is generally lossy and
noisy, and is measured by the remote trusted party (Bobyjusimodyne measurements.

Following the optimality of Gaussian collective attackstbe Gaussian CV QKD, which we discuss later,
we assume a Gaussian channel, parametrized by transmitteard by the variance of the excess noise with
respect to the input of the channel Then, the quadrature values at the output of the channethwdre
measured by the remote trusted party Bob {arep}s = /7({x, p}a + {x, p}n) + /1 — 7{x, p}o, where
{x, p}n are the quadrature values of the excess noise with varidieé$x, p} n) = € (we assume the typical
case of the phase-insensitive quantum Gaussian chann@lxap }, are the quadrature values of the vacuum
state to which the signal is coupled in the standard modé¢htochannel loss/ar({x, p}¢) = 1. The variances
of the quadratures on the output of the channel are ther&torg{x, p}g) = [Var({x,p}s) + €]+ 1 —1.

In the following, we assume that Bob is measuring thequadrature, which is also squeezed by Alice
if the squeezed-state protocol is consideiied, the “x—x” protocol is implemented). We omit the discussion
of the heterodyne measurement at Bob’s side, because @dsrohainly in adding noise to the quadrature
measurement. Such noise is known to make the heterodynecptsuboptimal in the DR case. On the other
hand, the noise in the heterodyne detection can also imghevebustness of the protocols in the noisy channels
in the RR case, but this improvement can be optimized beyongdlmg to a vacuum, as we discuss below. Note
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that the trusted parties need to perform bases switchinlgein preparation and measurement to estimate the
channel parameters in both the quadratures, but the disousfthe channel estimation is not within the scope
of the current paper, so we only consider the measuremehishwre contributing to the key rate, assuming
that the channel parameters are properly estimated.

The variance of the data measured by Bob inxthex protocol is therVs = 17(V4 +€) + 1 — 1, where
V4 = Vs 4+ V), is the variance of that modulated at the input of the chanfiels the signal state variance and
Vi is the modulation variance. The correlation between thasgas at Alice and Bob is thétyg = | /77V,
scaled down by the channel loss.

The security of the key in QKD protocols is based on the gdizateon of the Csiszar—Kdrner
theorem 95|, which states that the information shared between theddysarties must exceed the information
that a potential eavesdropper (Eve) has on the data thadreifhthe parties possesses, then the classical
algorithms can distill the secure key. It was extended ta#se of quantum communication taking into account
the possibility of an eavesdropper to perform the more gametlective measurement (which involves storing
probe states after their interaction with the signal in aduia memory and then optimal collective measurement
on the probes) by Devetak and Winté&g], who derived the lower bound on the secure key in QKD as:

Kpr = Blap — xaE, Krr = Blap — XBE 1)

where indexe® R andRR stand for direct and reverse reconciliation, respectivEhe positivity of the lower
bound Equationk) means that the quantum protocol is secure because thecalatsta processing algorithms
(error correction, privacy amplification) are then able istitl the secret key from the data shared between the
trusted parties if they have the information advantage amezavesdropper.

The Gaussian states were shown to minimize the functionseoétates that satisfy the continuity in the
trace norm, the invariance under local unitary transfoiomatand the strong super-additivig4]. The lower
bound on the key rate satisfies these conditions, and threréi@ attacks, which preserve the Gaussian character
of the states are optimad®,43]. This allows us to analyze the security of CV QKD protocassidering only
Gaussian channels (characterized by transmittaraoed Gaussian excess noigeand the Gaussian properties
of the states.

The quantityl 4 in Equation () is the classical mutual information, which is the symnueatriquantity,
expressed though the entropies of the input random varialglad the output random variabYeof a channel
aslyy = H(X)+ H(Y) — H(XY) = H(X) — H(X|Y), whereH(XY) is the joint entropy, quantifying
the amount of transmission errors, ahid X|Y) is the conditional entropy of the input with respect to the
output. On the other hang,ar andxpr are the Holevo quantitie9§] in the case of DR and RR, respectively,
being the capacity of a hypothetical bosonic channel betveeeeavesdropper and the reference side of data
reconciliation. The Holevo quantity then upper bounds thssical information available to an eavesdropper
upon collective attacks. Finally, the post-processingiefficy 3 € (0,1), typically taking values of up to 0.95
for the Gaussian data in RR at low SNEg], is introduced as a factor to the mutual information in tbeer
bounds Equationlj. It defines how close the trusted parties can approach #ssichl mutual information,
taking into account the reduction of data ensembles in thegss of error correction. For the finite efficiency
B, the modulation varianc; needs to be limited and optimize64,71].

In the case of the Gaussian-distributed continuous randamahles, the classical mutual information
between the trusted parties can be calculated from thenaasaand the conditional variances of the data
possessed by these parties as, for example,

1 Va
Iap = 5 log, Vais 2)
whereV is the variance of Alice’s datd/4y, in our case) an®  is the variance of Alice’s data conditioned
on the measurement results of Bob, which can be expressauigtinthe correlatiot 45 between Alice and
Bob, and the varianc®g of Bob’s data aé/A‘B =V — quB/VB. Taking base-two logarithms, we estimate
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the mutual information and other information quantitiegher (e.g., the lower bound on the key rate) in bits
per use of the channel.

The Holevo bounckyr = S(E) — S(E|Y) between Eve and the reference trusted p¥rig calculated
as the difference of the von Neumann (quantum) enti®(dy) of the state available to an eavesdropper and
the conditional entropys(E|Y) of the eavesdropper’'s state conditioned on the measuremesuits of the
reference side of the protocol, here denoted gshe latter entropy in the general case should be integrated
over all possible outcomes of the measurement’omut collapses in the case of the Gaussian-distributed
data). A generally multimode Gaussian state is explicidgatibed by a covariance matrixwith elements
vij = ({rirj) + (rjri)) /2 — (r;)(r;) containing the second moments of the quadraturesin theform{ x;, p; }
for ani-th mode,i.e, variances of the modes’ quadratures and quadrature atores between the modes.
Following the above-mentioned optimality of Gaussianexdiive attacks, it is the worst case assumption that
the states involved in CV QKD are Gaussian, and therefoeectivariance matrix formalism is sufficient for
security analysis of the Gaussian protocols.

The von Neumann entrog§( E) of a generalN-mode Gaussian state can be directly calculated using the
symplectic eigenvalue&;{]__N} of the covariance matrixg of a state through the bosonic entropic functiew] [
G(x) = (x+1)log, (x +1) — xlog, x as:

s(E):iG(Aiz_l) (3)

Similarly, the conditional entropy is in the case of the Gaais states straightforwardly calculated
though the symplectic eigenvalues of the conditional dewvae matrix'yE‘y, calculated after the homodyne
measurement im-quadrature on modg as:

Yey =1y — oy (X -y - X)W oy 4)

where ogy is the correlation matrix between the mode(s) accessiblent@avesdropper and the motde
measured by a trusted party; the diagonal maXix= Diag(1,0) (similarly, matrix P = Diag(0,1) would
stand for the measurement jrquadrature); andVIP stands for the Moore—Penrose (pseudo-)inverse of a
matrix [98], which is used because the mat¥x yy - X is singular.
The symplectic eigenvalues of the covariance matrices eaamhblytically found using the Williamson’s
form of a covariance matrix for one- and two-mode matri@% ¢r numerically for a higher number of modes.
In the P & M scheme assuming the symmetrical modulation df biwe quadratures of a signal state with
the diagonal covariance matrix = Diag(Vs, 1/Vs) with the same variancgy, the covariance matrix of the
modulation data possessed by Alice is givenﬂ%?d = Diag(Vp, V). After the channel characterized by loss
1 and excess noisg the signal state measured by Bob is characterized by théexmat = Dz’ag(n [Vs 4+ Vi +
€] +1—1,1[1/Vs+ Vi + €]+ 1 — 7). The mutual information between Alice and Bob is then given b

1Vm
n(Vs+e)+1—ng

1
Iag = Elog2 1+ (5)

In the simple case of a purely-attenuating chanaek(0), the stateyr is explicitly defined as the output
of the beam splitter with transmittangewhich models the channel by coupling the signal to a vacuiij §s
shown in Figurelb. In this case, the covariance matrix of the state avail@bteve for collective measurement
is given byyg = Diag([1 —5](Vs + Vm) + 11, [1 — 7](1/Vs + Vi) + 17), while the matrices describing
the correlation between Eve and Alice and Eve and Bob, réispc arecsr = —+/1 — Vi, wherel is
the 2 x 2 unity matrix, andogg = Diag(\/n(1—1n)[1 — Vs — Vp|, V(1 —1)[1 —1/Vs — Vy]). The
straightforward calculations based on the symplecticreigleies of covariance matriceg and-ygp O vg|4
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result in the analytical lower bounds on the key rate Equafl), which can be simplified in the limit of
arbitrarily strong modulatioft'y; — oo and in the regime of perfect post-processthg: 1 as:

Voo _ 1 /. Vsn+1—19
Kok = 3| BTy TRy a4y ©
and: ) i}
Kpht ™ = 5 log, Ty log, (7Vs +1—1) (7)
for an arbitrary signal state with variantg or as:
Viy—oo 1 Ui Viy—oo 1 1
KDl}/IQ,coh - E 10g2 m’ KRZI%,coh - E 10g2 m (8)
for coherent states = 1) and as:
Vp—oo n Vy—ro0
KDI}A{;; = ].ng 1— 77’ KR%I,;; = ]‘OgZ 1— 7 (9)

for the infinitely-squeezed statelsy( — 0), which gives a lower bound on the key rate twice as large @etp
to the infinitely-modulated coherent stat@g][

In the more general case, when the channel noise is presengssumed that Eve is able to purify the
channel noise, and so, the Holevo bound can be assessedythusipurification methodip]. When Eve is
holding the purification of the channel noise, the state efsystemABE shared between Alice, Bob and Eve
is pure, so thaf(ABE) = 0 and, from the triangle inequalitylpd, directly follows thatS(E) = S(AB).
Similarly, when Alice or Bob perform the projective measuent of the respective subsystethror B, the state
of the systems$E or AE is pure, and it follows tha$(E|A) = S(B|A) or S(E|B) = S(A|B). This allows
estimating the Holevo bound from the entropic characiesstf the state shared between Alice and Bob, where
all of the impurity is attributed to Eve.

To analyze the security in the above described case of tiwkemitacks in a noisy channel, the equivalent
EPR-based representation] is used to purify the state preparation at Alice’s side, @81 in Figure2.
Indeed, the state of the systeAB must be pure before the interaction in the quantum chanrtél Bie’s
system in order to distinguish between the trusted and st&munoise; otherwise, all of the impurity of this
state would also be attributed to Eve. If the prepared statthe input of the channel is a zero-mean thermal
state with variancé’/4, being symmetric on the phase space, the state preparatmmrified by a two-mode
squeezed vacuum quadrature-entangled state with varignad the spatial modegl and B shared between
Alice and Bob, respectively. Such a state is described byantwde covariance matrix of the form:

L (10
JVZ—1o, Vi
with oz = Diag(1, —1).

After the homodyne measurement on madeperformed by Alice and yielding the resuity, the
squeezed state with variantgV, in the x-quadrature is conditionally prepared in maBlecentered around
V1—1/V2%(x4,0) (the variance of the conditionally-prepared stategpiguadrature is respectivellyy).
Therefore, the EPR-based scheme with the states Equafar{d homodyne measurement at Alice becomes
fully equivalent to the P & M scheme withis = 1/V4 andVy; = V4 — 1/V,, i.e, the squeezed states in the
standard protocol are modulated up to the variance of thesgneezed quadrature.
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EPR:V, Quantum channel

n,&e

Bob

Alice

Figure 2. Entanglement-based representation of CV QKD protocolsjvatent to the P & M scheme with
the symmetrical state preparation. The entangled satiP&e : V4 producing two non-classically correlated
modes with quadrature variancgg in modesA andB is placed at the sender side, Alice, who performs either
homodyne measurement (corresponding to setting trarssméip = 1 for a beam splitter, which couples the
modeA to the vacuum mod€), equivalent to the preparation of squeezed states, ordutee (corresponding

to settingTp = 1/2), equivalent to preparation of coherent states. The retstso§cheme is the same as in the
P & M scenario in Figurda.

Similarly, if Alice performs heterodyne measurement on mmade A (which is equivalent to splitting
the modeA on a beam splitter set tp = 1/2 with another input mod€ being in a vacuum state, and then
measurement of both the output modes Bndp quadratures), resulting in the outcofe,, p 4 }, the coherent
state centered aroungd2(V —1)/(V +1)(x4, p4) is conditionally prepared in the mode The EPR-based
scheme with heterodyne detection is then fully equivalerthe P & M scheme with coherent signal states
(Vs = 1) and modulation variancgy; = V4 — 1.

Note that in the general case, the modulation variance candependent of the signal state variance.
While this is easily accessible in the case of the coheraté-protocol, where modulation variangg; is a
free parameter, it is not in the standard squeezed-statameynical protocol where modulation depth is fixed by
the antisqueezing. Therefore, the generalized EPR-babetn®, which is equivalent to the preparation of the
arbitrarily-squeezed signal state € [0,1] and modulation with arbitrary variance was suggested ttyaea
the role of squeezing in CV QKI¥[l] and will be used in the further analysis instead of the stath@&PR-based
scheme by replacing the entangled source in the cases whaulation needs to be optimized independently
of the signal state squeezing.

In the standard EPR-based scheme, the ents¢py = S(AB), being the first part of the Holevo bounds
xBe andx 4, is calculated from the Gaussian state of mod@&sdescribed by the covariance matrix after the

propagation through the channel:
Vul \/1(V2 —1)e
A 1( A )0 (11)
n(Vi=1)0z [7(Va+e)+1—q]l

I
YAB =

(the coupling to mod€ being in a pure vacuum state can be omitted in this case bedadses not affect the
purity of the overall state shared between the trustedgsrti

Similarly, the entropys (E|B) = S(A|B), being the second part of the Holevo bount, can be obtained
from the respective conditional matrix of modeconditioned on the measurement on m@&de

n(Vi-1)
Vg = | VAT TWarerig O (12)
AlB 0 Vi

In the case of a squeezed-state protocol, the ents§pyA) = S(B|A), being the second part of the
Holevo boundyx 4, can be obtained from the respective conditional matrix otienB conditioned on the
measurement on modé

[ 11/ Va+e)+1—y 0
Tpja = ( 0 n(Va+e)+1—1 ) (13)
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However, for the entropg(E|A) in the case of a coherent-state protocol, the structureeafgasurement
at Alice must be taken into account, so the equalitf|A) = S(BC|A) holds, and the entropy must be
calculated from the matrix of modéx_ conditioned on the-measurement on modé:

1+ 7€ 0 —% 0
B n(Vi-1)
—_— 0 N(Va+e)+1—y 0 A (14)
Thcla = [ /2p(va-1) 0 2V, 0
V= Vit
0 V W(Vi_l) 0 1+Va
VA 2

From the derived matrices, the key rate can be calculatecricafly.

The security of the protocols in terms of the positivity ot tlower bound on the secure key rate is
thus limited by the channel transmittance and channel neibch have a joint negative impact on security.
Therefore, the protocols are mainly studied in terms of tieraible loss (or, equivalently, the secure distance,
assuming a standard telecom fiber with.2 dB attenuation per kilometer) and tolerable channetgxaoise.
We illustrate the typical performance of the protocols tegime of optimal modulation for the givgn= 0.95
for RR andB = 0.99 for DR (since the SNR is typically higher as the DR is applleainly for low loss, and
the post-processing is less demanding in the DR regime)gar€B. It is evident that RR CV QKD provides
security at much stronger values of attenuation, while DR@KD can tolerate higher noise in the low-loss
channels. The squeezed-state protocol shows better penfice and robustness to noise in the RR case both
for the perfect and imperfect post-processing. Interghtirin the regime of non-ideal post-processing, the
squeezed-state protocol also becomes superior to theestfstate one in the DR case.

(b) (©

Figure 3. (a) Lower bound on secure key rate against channel distanckeirielecom fiber with loss of
—0.2 dB/km for direct reconciliation (DR) (main graph) andeese reconciliation (RR) (inset) with imperfect
post-processing, finite squeeziifg = 0.1 and optimized modulationb) maximum tolerable channel excess
noise with respect to channel lossdB for the idealized case with perfect post-processing, itgisgueezing
and arbitrarily strong modulationgc) maximum tolerable channel excess noise with respect torehdoss in

dB for the realistic case with imperfect post-processingtdiagueezing’s = 0.1 and optimized modulation. In

all of the graphs, solid lines are for the coherent-statéoprd, and dashed lines are for the squeezed-state one.
The imperfect post-processing is takengas- 0.95 for RR andp = 0.99 for DR. The curves on the maximum
tolerable channel excess noise plots, which vanish at {(onhe& dB, correspond to DR; the rest refer to RR.

The above-described P & M CV QKD protocol with coherent statas realized using homodyne detection
by Lodewycket al. [65 and by Jouguett al. [70] and using heterodyne detection (corresponding to the
no-switching regime) by Lancet al. [101].

Besides the fixed (fiber-type) channels, where transmigtanstable and excess noise is relatively low, the
Gaussian CV QKD protocols were shown potentially applieablthe free-space atmospheric channels, where
transmittance fluctuations due to atmospheric turbulezae fo additional excess noise, which can be however
tolerated or compensated by post-selectind].

The CV QKD protocols were also studied with respect to theearfgctions of the trusted devices.
First, the real homodyne detectors are inclined to nonyutgtection efficiency and electronic noise, which



Entropy 2016 18, 20 11 of 25

altogether corrupt the data obtained by Bob from the homedyeasurement. The trusted detection noise
in the coherent-state RR CV QKD protocol was first taken irdooaint by Lodewyclet al. [65] and later
considered in the squeezed-state RR protocol by GarcrafPand Cerf 103, who had shown that the trusted
detection noise can even be helpful to provide robustnesmsigthe channel noise. It was also shown by
Fossieret al. [104] that the negative impact of imperfect detectors in the RRecent-state CV QKD can be
compensated using optical pre-amplifiers.

On the trusted sender side, the state generation and miogutan also be imperfect, which results in the
excess noise added to the signal at the stage of the stagratiep. The preparation noise can therefore be the
noise of the signal state itself (e.g., if a thermal staterapced by a noisy laser instead of a coherent one)
or the noise added by an imperfect modulator. Such preparatise was first addressed by FilitOH and
shown harmful for the RR coherent-state CV QKD protocol fargly attenuating channels and then extended
by Usenko and Filip to the noisy channelff. It was also shown that the preparation noise can be purified
by attenuating the signal (using, e.g., a simple variablbeplitter) prior to sending it to the channel. The
method allows reduction (up to complete elimination in thgime of strong modulation) of the preparation
noise. Later, it was shown by Weedbrogilal. [107,108 that the preparation noise can be tolerable and even
helpful for the security of the DR coherent-state CV QKD puatl in the noisy channels.

The role of other practical imperfections in coherentes@Y QKD was analyzed by Jouguettal. [109,
who studied the imperfect realistic Gaussian modulatioa dalibration of the detectors and the trusted phase
noise in the sender station, and it was shown that theseteffbould be taken into account in the security
analysis, especially in the finite-size regime. It was alsows1 that CV QKD systems can be in principle
compromised using a wavelength attack on the local oswillatthe heterodynel[10111] and homodynel12
detection, which can be however prevented by spectralifijevr real-time monitoring of shot noisd13,
the latter being also useful against the calibration attackthe clock pulses in coherent-state CV QKI4.
Furthermore, the fluctuations of the local oscillator wereven to be potentially harmful in CV QKD1[15,
which can be compensated by tuning and monitoring of thengitle of the local oscillator by the trusted
parties [L16.

3. Trusted Preparation and Detection Noise in CV QKD

In the current paper, we complete the analysis of the roleusféd preparation and detection noise in CV
QKD with coherent and squeezed states, generalizing arddixtg the previously-known results. We consider
the phase-insensitive excess noise added to the signat@tiee channel (preparation noise with variandé)
and added to the signal after the channel (detection notbevaiianceN), as shown in Figurda.

The preparation and detection types of noise in the P & M sehémnot affect the data, which Alice
imposes by the modulation, as well as the correlation batwdiee and Bob, but they change the covariance
matrix of the state measured by Bobytp = Diag(n[Vs + Vy+€e+AV]+1 -+ N,n[1/Vs+ Vi +€e+
AV]+1—1n+ N). Therefore, the mutual information between Alice and Baixle

1Vm
1(Vste+AV)+1—n+N

1
IAB = Elogz 1+ (15)
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Figure 4. (a) CV QKD P & M scheme with trusted preparation excess noisé wétrianceAV, affecting the
state preparation, and trusted detection excess noisevaiiiinceN, which affects the homodyne detector;
(b) Equivalent EPR-based representation of the P & M schemé f@epurification of the trusted noise,
which is done by introducing entangled sources with vaearipn and Vpy on the sender and receiver
side, respectively, and coupling one of the modes of eachefntangled sources to the signal mode on a
strongly unbalanced beam splitter with transmittafice> 1 for the signal modes, which, under proper setting
of variances/py andVpyy, becomes equivalent to the lossless addition of trusteelssxcoise.

Itis evident that both the preparation and detection tyfpesise reduce the mutual information. However,
the effect on the security of the protocols can be differantye show in the following sections, since the trusted
noise also affects the Holevo bounds, which upper limit Ewgformation.

In the simplest case of a purely lossy channel, the covagiamatrix of the state available to Eve for
collective measurement reagts = Diag([1 — y7](Vs + Vi + AV) +1, (1 —5](1/Vs + Vi + AV) + 1),
the correlation matrix 4 ¢ is not changed, while the correlation matixz becomes affected by the preparation
noise and readsgr = Diag(\/n(1 —n)[1 — Vs — Viy — AV], /(1 —5)[1 —1/Vs — V)y — AV]). The
lower bound on the key rate can be then calculated analiytifraim these covariance matrices and will be
analyzed in the particular cases in the following section.

In the more general case of a noisy untrusted channel, whemificpation method must be applied and
an equivalent EPR-based scheme is used instead of the P & Mheniusted preparation and detection noise
can be purified by introducing additional EPR sources of rsddg and JL, respectively, and coupling one
of the modes of each of the sources to the signal, as showrgurd4b. A similar approach was previously
used to purify the preparatiod ()] and detection noisesp] in CV QKD purification-based security analysis.
To losslessly add the trusted excess noise on the prepagattbdetection stage, the transmittance of the beam
splitters used to couple the noisy modes with the signallshimeimade very higii' — 1. Then, after setting
variances of the EPR-sources Wy = AV/(1 — T) for the preparation noise arldpy = N/(1—T)
for the detection noise, the coupling to EPR modes becomeerically equivalent to the phase-insensitive
trusted preparation excess nois¥ and detection excess noidg respectively. Alternatively, purification of
the preparation noise (as well as of the detection noisepedreld by a third partyl[17,118, which however
gives the same result as the lossless coupling to an EPR mode.

The calculation of the Holevo bounds in the case of noisy nhkris based on the purity of the multimode
state shared between the trusted parties and the fact tedtdids the purification of the channel noise, so that
S(E) = S(ABDF]JL),S(E|B) = S(ADF]JL|B) andS(E|A) = S(BDFJL|A) for squeezed-state protocol and
S(E|A) = S(BCDFJL|A) for the coherent-state protocol. The overall covarianc&imaf the state of the
modesABDF]L after the propagation through the channel has the form:

VA]I CAB(TZ CAD(TZ 0 CA]UZ 0
Capoz Vgl Cppl Cgpoz CpjI  Cppo:
/ | Capoz Cepl  Vp  Cppoz  Cpjl 0
,)/ABDF]L - 0 CBFUZ CDFUZ VpN]I CF]UZ 0
CAI(TZ CB]]I CD]]I CF](TZ V]]I C]L(Tz
0 CBLUZ 0 0 C]LU'Z VDNH

(16)
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where:

Caj = —\/;7T 1-T)(V2 1),
Vg =T(n[TVa+(1~T)Vpn +e]l+1—1)+(1-T)Vpn,

Cpp =Ty/1n(1=T)(Ven = Va),

Cpr = \/UT(l —T)(Viy — 1),

Cpp=T(A=T)(Von —n[TVa+ (1—T)Vpn +€] —1+7), 17)
Cpr=/(1-T)(V3y—1),
Vp = TVpy + (1= T)Vy,
Cpr=4/T(V3,—1),
Cpj = (1=T)\/4T(Va — Vpn),
Crp=—(1=T)\/n(Viy —1),

V) =TVpn+(1-T) [U[TVA +(1-T)Vpy +e]+1 —ﬂ,

CiL= T<V175N —-1)

The conditional matrices used for calculation of the cdonddl von Neumann entropies can be obtained
using Equation4). From these matrices, the Holevo bound and, respectitredyiower bound on the key rate
in the case of collective attacks in a noisy channel can bairdd numerically and will be used in the analysis
in the following sections.

4. Trusted Noise as a Threat

4.1. Preparation Noise and Reverse Reconciliation

It was previously shown that the trusted preparation naasetceak the security of the coherent-state RR
CV QKD protocol already for the purely lossy channel in theecaf individual attackslj05, which was later
extended on the noisy channelf. Here, we generalize the result for the arbitrary pure aligiates and
show that the tolerance to the preparation noise dependseosignal state squeezing. Indeed, following the
calculations given in the previous section, we can derieddlver bound on the key rate for RR in the case of
collective attacks on the noisy channel, which in the linfismong modulation¥,; — o) converges to the
simple modification of the expression Equatiai (

o _ 1 1
Kiit " = 5 | log, T ~los (7[Vs + AV] +1—1) (18)

From this follows that even in the case of a purely-attemgathannel and perfect implementation of the
RR CV QKD protocol, the security against collective attaiskisounded by the condition:

2—7q
Av<m—vs (19)

which converges to the previously-known bouttd < 1/(1 — #) for the coherent-state RR protocdlds.
Thus, in the limit of strong attenuatiap — 0, which is the region of interest for the RR protocols aimed
at implementation upon strong loss compared to the DR ohes¢dherent-state protocol can tolerate up to
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1 SNU of excess preparation noidd’/, while the squeezed-state protocol with infinite squeeing— 0
would tolerate preparation excess nois€ = 2 SNU, which illustrates another potential advantage of the
squeezed-state RR CV QKD. However, much stronger preparatise can be tolerated either upon higher
channel transmittance (in the limjt — 1, arbitrarily-strong preparation noise is tolerable by RR QKD
protocols) or by using the noise filtering method (origip@ialled purification by the authors), when the signal
is attenuated prior to being sent to the chan@®g106, which optimally can completely remove the negative
impact of preparation noise in RR CV QKD with infinite moduetor at least strongly suppress such impactin
the realistic caselfpg. Furthermore, the monitoring of the source nois&9 or noiseless amplificatiorlpQ

can be applied to improve the security of CV QKD with noisy exnt states. Alternatively, DR CV QKD
protocols can be used, since, as it was shown and as we rdaspfurther, they are in principle robust against
preparation noiself07,108.

The given amount of preparation noise effectively limite tblerable channel loss, which can be seen
from the reversed security bound in terms of the channelfjoss1 — 1/AV for the coherent-state protocol
ory >1—1/(AV —1) for infinitely-squeezed states. This imposes a limitatioritee channel transmittance
in the otherwise perfect implementation starting fraii = 1 SNU for the coherent-state protocol and for
AV =2 SNU for the squeezed-state one with arbitrarily-strongsging.

The preparation noise also reduces the robustness of thecptdo the channel noise, as can be seen in
Figure5a, where the tolerable channel excess noise is given in gsepce of preparation noidd = 0.5 SNU
in comparison to the perfect implementation of the protecol

Figure 5. Maximum tolerable channel excess noise with respect toredoss indB for the idealized case
with perfect post-processing and arbitrarily strong matlah for the coherent-state protocol (solid lines) and
the squeezed-state protocol with infinite squeezing (dhbhes). @) RR upon perfect implementation (black,
upper lines) or in the presence of preparation ngi¥e= 0.5 shot-noise units (SNU) (red, lower lineslp) DR
upon perfect implementation (black, upper lines) or in ttespnce of detection noi$é = 0.5 SNU (red, lower
lines).

The mechanism of the negative effect of preparation noigeénRR CV QKD is two-fold. Firstly, it
reduces the mutual information; secondly, it also incredke Holevo boundi.e., the upper bound on the
information leakage, since this type of noise is added poidhe channel and contributes to Eve’s information.
The preparation noise thus increases both the von Neumarapis contributing to the Holevo bounsi(E),
as well asS(E|B); however, the first one grows faster, and the Holevo bounttieased.

In the practical situations of limited modulation and otlmeperfections the RR CV QKD protocol is even
more sensitive to the preparation noise; we will consideretfiect of imperfections jointly in the Secti@n

4.2. Detection Noise and Direct Reconciliation

While the DR CV QKD protocols are robust to the preparatiois@othey are sensitive to the detection
noise, which can lead to a security break, as we show hereethdlready in the limit of arbitrarily-strong



Entropy 2016 18, 20 15 of 25

modulation and perfect implementation of the protocol, wtiee key rate converges to the simple modification
of Equation 6) as:

o 1 n Vsn+1—-n+N
K7 = ~|log, —— —1lo 20
DR 2 g21_11 g2 \'/5(1_;7)_‘_77 ( )
the security is bounded by the condition:
2n —1
21
N < 1= (21)

which does not depend on the state squee¥ingrhe bound converges to zero, which means that any amount
of detection noise cannot be tolerated by DR CV QKD, when t¢iss pproaches 50% (being the loss limit
for DR protocols). On the other hand, reciprocally to theparation noise in the RR case, large amounts of
detection noise can be tolerated by the protocol, when tharwi approaches lossless transmissipa( 1).

In the non-ideal case, however, detection noise can be baamé must be seriously taken into account in any
implementation of the DR protocols. Moreover, such noisildy (faster than preparation noise in the RR
case) limits the tolerable channel loss already for theratise perfect implementation of the protocofs= 1,

€ = 0, Vyy — o). Indeed, the bound on the detection noise can be revergbd tmund on the channel loss
beingy > 1 —1/(N +2). That means that, e.g., for 1 SNU of detection noise, thestréttance even for the
purely lossy channel should be no less than 66%.

In the presence of channel noise, similarly to the RR andgregjmn noise, the detection noise also reduces
the robustness of the DR protocol to the channel noise, adeaseen in Figuréb, where the tolerable
channel excess noise is given in the presence of detectise No= 0.5 SNU in comparison to the perfect
implementation of the protocols. Moreover, it can be seeat such an amount of detection noise already
reduces the tolerable channel loss even for a purely atiieguzhannel.

Remarkably, the Holevo boungjr is not sensitive to the detection noise; already in the guossy
channel case, this noise is not present in the covariancece®fr andyg 4 and, thus, does not contribute
to the information leakage (similarly for in the presenceha channel noise). Therefore, the security break
due to detection noise in DR CV QKD is caused only by reduatibtme mutual informatior 45 between the
trusted parties.

However, the trusted noise not only breaks the security,clat also improve the protocols, as we
recapitulate and show in the next section.

5. Trusted Noise as a Defense

Despite the fact that trusted noise reduces the mutualnrdton between the trusted parties, it can
also, if applied at the reference side of the protocol, ¢ifety decrease the information possessed by an
eavesdropper on the data of the respective trusted paatyistidecrease the Holevo quantity, upper bounding
Eve’s information. In the conditions of noisy channels,tsaadecrease can improve the key rate and extend the
bounds of the tolerable channel noise, which is also knowfigigting noise with noise”. Further, we describe
such effects for DR and RR protocols.

5.1. Preparation Noise and Direct Reconciliation

It was already shown that the preparation noise not only eatolerated by the coherent-state DR CV
QKD protocol [L07,108 (at least upon perfect implementation wh= 1), but also improves the robustness of
the DR protocols to the channel noise. Here, we generaleestult for the arbitrarily signal states and show
the levels and the mechanisms of such an improvement.

We demonstrate the typical effect of the preparation noiséhe lower bound on the key rate in the DR
CV QKD in Figure6a for fixed channel transmittance and different amounts efctrannel noise. When the
channel noise is low, the preparation noise gradually resltite key rate. As the channel noise increases, slight
improvement becomes visible for low amounts of preparatioise. Close to the maximum tolerable channel
noise; however, the preparation noise evidently improlieskey rate and can even restore the security of the
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protocol. Similar behavior is observed for other chanram$mittances. Interestingly, while the squeezed-state
protocol is quantitatively superior to the coherent-state already for feasible squeezinglaf = 0.1 at low
channel noise, the situation becomes opposite close to &x@muam tolerable channel noise. The presence
of the preparation noise in this case makes coherent- arebzqd-state protocols quantitatively equivalent.
Evidently, the preparation noise must be optimized to méeérthe key rate as the channel noise gets stronger,
while close to the maximum tolerable channel noise, thecetiEpreparation noise saturates. It is also evident
that quantitative improvement is such a regime is very sraatll one could expect that the improvement would
be canceled by the finite-size effects, which reduce the &ey[55,56].
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Figure 6. Lower bound on the key rate in the case of collective attaoks noisy channel on the protocols
with arbitrarily-strong modulatiorVy; — co and perfect post-processing = 1. (a) Key rate for the
DR coherent-state (solid lines) and squeezed-state Wjtk= 0.1 (dashed lines) CV QKD protocolgersus
preparation noise (in SNU) in the presence of channel roise).2,0.15, 0.1 (from bottom to top); the channel
transmittance ig = 0.6; (b) key rate for RR coherent-state CV QKD protowetsus detection noise (in SNU)
in the presence of channel noise= 0.18,0.15,0.12 (from bottom to top); channel transmittanceyis= 0.1;
(c) key rate for the RR squeezed-state CV QKD protocol With= 0.1 versus detection noise (in SNU) in the
presence of channel noise= 0.4, 0.3,0.2 (from bottom to top); channel transmittanceyis= 0.1.

The improvement of the robustness to the channel noise bpréggaration noise for DR CV QKD is
evident from Figurera. When the optimal amount of preparation noise is addedditfierence between
the coherent- and squeezed-state protocols vanishes. vidgwhe improvement gets less as the channel
loss increases.

Figure 7. Maximum tolerable channel excess noigsus channel transmittance (in dB scale) for the
coherent-state (solid lines) and squeezed-state With= 0.1 (dashed lines) CV QKD protocols with
arbitrarily-strong modulatiorV; — oo and perfect post-processitfig= 1. (a) DR with no preparation noise
(regular blue lines) and with optimal preparation noiseeabi(thick black lines, overlapping for squeezed- and
coherent-state protocolsh)(RR with no preparation noise (regular blue lines) and wijitial detection noise
added (thick black lines).

The reason for the improvement is concerned with the fattiieenoise, added on the reference side of the
protocol (the preparation noise in DR in this case), redtlees$iolevo bound. Such noise, in fact, increases the
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both von Neumann entropi€$E) andS(E|A), but the latter one grows faster, thus contributing to theekse

of xga. Therefore, despite the simultaneous decrease of the hintoamation I 45, the lower bound on the
key rate can be slightly improved and even turned positivéhieypreparation noise for strong channel noise.
This also explains, why in the perfect conditions of noisglienplementation, the coherent-state protocol shows
slightly better robustness to the channel noise compardtetequeezed-state protocol, which provides higher
mutual information, but also offers more information legkaipon high channel noise. The shot noise of the
coherent signal states in this case already reduces thedtobeind compared to the squeezed signal state.

5.2. Detection Noise and Reverse Reconciliation

Similarly to the previous case, the detection noise canavgthe robustness of the RR CV QKD protocols
to the channel noise. This effect was already shown for threeezpd-state protocol(3, while here, we
generalize it for the arbitrary pure signal states and distie mechanism of such an improvement.

First, we show in Figuréb,c how the key rate can be improved by detection noise in Bedse for both
the coherent- and squeezed-state protocols. Similarlgjgaase of DR and preparation noise, the detection
noise decreases the key rate when the channel noise isegldtw, but can optimally improve the key rate
and even restore the security of the protocols when the @harmise is close to the threshold. Therefore, the
detection noise must be optimized and can shift the boundbetolerable channel excess noise, as can be
seen in Figur&b. In this case, however, the squeezed- and coherent-statepls are both improved in their
robustness to noise and do not overiap, the squeezed-state protocol remains to be more robustsagaise,
contrary to the DR case. This effect also explains why the RiRopols with the heterodyne detection at Bob’s
side are more stable against the channel noise, becauselitioreal half SNU added at the detection stage in
this case serves as the detection noise, improving the tredmssof the protocol. However, typically, more noise
must be added to achieve optimal performance in the noisyreis, at least in the asymptotic regime.

The reason for the improvement, similarly to DR and prepanatoise, lays in the decrease of the Holevo
bound,i.e, of the information leakage. While the von Neumann entr§p§) remains unchanged by the
detection noise, the conditional entrof{E|B) increases (as Eve becomes effectively decoupled from Bob’s
data upon the addition of the uncorrelated noise)ggddecreases. In particular, for the coherent-state protocol
Vs = 1, already in the purely-attenuating chanaek 0 the derivative ofS(E|B) by N at N = 0 in the limit
of large modulatior//y; — oo analytically simplifies tq1 — 77) /(21og 2), which is always non-negative. Such
an increase of (E|B) improves the key rate when the channel noise is strong endesite the decrease of
the mutual informatiord 4 g.

Note that the quantitative improvement of the key rate imtbisy channels is also minor as in the case of
DR and preparation noise. Therefore, one could also expatthe positive effect of the detection noise would
be canceled by the reduction of the key rate in the finite41g@geme p5,56].

6. Combined Trusted Noise Effects on Security

In the previous sections, we described the effects of tdustése in the idealized DR and RR CV QKD
protocols independently. However, the implementatiomeffirotocols is never perfect, other different realistic
effects may take place, and the types of trusted noise caoméioed, which can amplify the negative and
compensate the positive effects described above. Therdfothe current section, we briefly study how the
imperfect post-processing affects the performance of th&opols in the presence of trusted noise and what
impact do combined sources of noise have on the securityadn$iess of the protocols.

6.1. Trusted Noise and Imperfect Post-Processing

First, we confirm the positive effect of the trusted noisel@reference side of the protocols in the regime
of limited post-processing efficiency. Therefore, upon tbalistic post-processing, the preparation noise in
DR and the detection noise in RR (the latter effect previpsslown in [L21]) still improve the robustness
of the protocols to the channel noise when the modulatioranee V), is properly optimized for the given
post-processing efficiengy (values discussed above).
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On the other hand, the imperfect post-processing leads écr@dse of robustness to the trusted noise on
the remote side of the protocols (that is to the detectiosenimi DR and preparation noise in RR). We illustrate
the effect by the plots in Figui@(blue lines), where it is evident for both DR and RR prototbé the key rate
becomes lower, and the security bound in terms of the noigkeoremote side is reduced.

This effect is more significant for RR and is minor in the caEBR protocols, since the post-processing
in the DR regime is typically higher, as well as the chanret$mittance.

AV,SNU

Figure 8. Lower bound on the key rate secure against collective atatlk noisy channel on the protocols
with limited modulation for coherent-state (solid linesjdasqueezed-state witlls = 0.1 (dashed lines) CV
QKD protocols. &) Key rate for DRversus detection noise (in SNU) upon modulation variaiég = 20 in
the perfect implementatiorg(= 1, AV = 0), black lines; upon limited post-processing efficiengy=£ 0.99,
AV = 0) blue lines; and in the presence of additional preparatisiseAV = 1 SNU (red lines). Channel
transmittance iy = 0.6, channel noise i§% SNU. (b) Key rate for RRversus preparation noise (in SNU)
upon modulation varianc®y; = 5 in the perfect implementatiorg(= 1, N = 0); black lines, upon limited
post-processing efficiency(= 0.95, N = 0); blue lines; and in the presence of additional detectioiseno
N =1 SNU (red lines). Channel transmittanceyis= 0.1; channel noise i$% SNU.

6.2. Combination of Preparation and Detection Noise

Finally, we consider the combined effect of the trusted ct&ia and preparation noise on the security of
DR and RR CV QKD protocaols.

Interestingly, in this regime, the noise added on the refezeside of the protocols can improve the
robustness to the noise added on the remote sielethe effects similar to “fighting noise with noise” take
place, when one type of trusted noise improves the robusagggnst another.

In the case of DR protocols, the addition of trusted prepamatoise slightly improves the robustness
to the detection noise (typically in the amount of fractiafis percent of SNU). The mechanism for such an
improvement of robustness is similar to using noise on tfereace side of the protocol against the channel
noise: it leads to the decrease of the Holevo bound due tdtsineous increase ¢f E) andS(E|A) entropies
in the DR case with the latter one increasing faster. Theeffets less for the lower channel transmittance and
upon the imperfect post-processing. This is shown in Figar@ed lines): it is evident that the security region
in terms of the detection noise is improved when additiomappration noise is present. We also confirm the
positive effect of the preparation noise in the DR scheméépresence of the detection noise, as shown in
Figure9a, where the graphs for the key rate upon the same paramstier§igiure6 are given in the presence
of detection nois&N = 8% SNU (note that the lower graph corresponding te- 0.2 vanished in the presence
of such detection noise).

In the case of RR protocols, the addition of trusted detaatamn result in improvement of the robustness
to the trusted preparation noise, which gets less for thed@hannel transmittance. For the low transmittance,
the effect is negligible, as we demonstrate in Figdlvee (red lines), where the security bounds in terms of the
preparation noise are not changed by the presence of thetidataoise. At the same time, we confirm the
positive role of the detection noise in the presence of tlepanation noise, as can be seen from Fidre,
where the key rate is plotted upon the same settings as imdfgbut with additional preparation noigel/ =
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0.1. Note that, similarly to the DR case, the lines correspogtbrihe highest considered channel noise vanished
in this case. Nevertheless, the positive effect of the dietecoise is evident from the plots. Therefore, the
positive role of the trusted noise at the reference side @ptiotocols can be still observed in the presence of
the trusted noise on the remote side.

Krr Krr
0

0.02 0.050

0010 0.020
0.005 0.010
0.005

0.002 0.002

AV,SNU N,SNU N,SNU
5 5 5

Figure 9. Lower bound on the key rate in the case of collective attatksroisy channel on the protocols with
arbitrarily-strong modulatiorv; — oo and perfect post-processitig= 1. (a) Key rate for DR coherent-state
(solid lines) and squeezed-state with = 0.1 (dashed lines) CV QKD protocolgersus preparation noise (in
SNU) in the presence of channel noise= 0.15, 0.1 (from bottom to top) and detection noidé = 8% SNU,
channel transmittance is = 0.6; (b) key rate for RR coherent-state CV QKD protoeefsus detection noise
(in SNU) in the presence of channel noise- 0.12, 0.06 (from bottom to top) and preparation noid& = 0.1;
channel transmittance is = 0.1; (c) key rate for RR squeezed-state CV QKD protocol wiith= 0.1 versus
detection noise (in SNU) in the presence of channel noise0.25, 0.1 (from bottom to top) and preparation
noiseAV = 0.1; channel transmittance is= 0.1.

7. Summary and Discussion

We have recapitulated the known and shown the previouslysaluded effects of the phase-insensitive
trusted preparation and detection noise in CV QKD. In palsic we have shown the overlapping saturation of
the positive effect of the trusted preparation noise ondhestness of the DR protocols to the channel noise in
the case of coherent and squeezed signal states. We hawhaigo the negative effect (up to security break
in the purely attenuating channels) of the trusted detectmise in the DR scenario. We have confirmed the
positive effect of the noise on the reference side of thegmals in the regime of imperfect post-processing.
Finally we have shown that the combination of two types oftied noise has practically no influence (and even
slight improvement) on the security bounds on the harmfoktgf noise. We have discussed the mechanisms
of the positive and negative influences of the trusted naiggch mainly concern the impact on the mutual
information between the trusted parties, as well as on tla@tyun entropies, defining the information leakage
for an imperfect quantum channel.

We have studied the P & M schemes using the equivalent ertaregit-based representation only to
analyze the security in the case of the channel excess ndike.research, however, can be extended on
the entangled-based protocols, which are promising fosiptesnetworking configurations and were recently
studied in the alternative topology of entanglement in thedte by Weedbrook122. Such protocols were
shown feasible on a proof-of-principle level by 8ual. [123 without the additional modulation, and by
Madsenet al. [12]] with additional optimal modulation of the entangled stateThey were also studied
concerning the possible multi-mode effect24125, which can affect the security of the CV QKD protocols
with bright multimode (macroscopic) states of ligh?g127).

Another promising direction of the study of the role of tegshoise in CV QKD is the two-way protocols
suggested by Pirandodaal. [12§, which are aimed at tolerating higher channel noise coegbtr the one-way
CV QKD protocols discussed here. The trusted noise can havepact on such protocols, and the role
of trusted preparation noise on the two-way coherent-&&eQKD was recently discussed by Weedbrook
et al. [129 and by Wanget al. [13(0, who had shown that the preparation noise tightens the d&on the
key rate, but preserves the advantage in terms of the tddecalnnel noise of the two-way protocol over the
one-way counterpart.
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The physical discussion of the role of trusted preparatimhdetection noise in CV QKD is relevant not
only for existing optical implementation of the protocol$e original motivation of the proposal of the DR CV
QKD protocol with a noisy sourcelp7] was to address the possibility of a short distance impleatam
of the protocol with noisy microwave sources. However, dls® homodyne/heterodyne detection of the
microwave states is typically noisy, and therefore, ourlymis completes the description of the practical
specific issues in the possible future implementations of D with microwave technology, which is rapidly
developing 131-133.
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