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Abstract

We present public-private key cryptosystem which utilizes the fact
that checking whether a partial automaton is carefully synchronizing is
PSPACE-complete, even in the case of a binary alphabet.

1 Introduction

Cryptography is essential branch of mathematics since the ancient times. It’s
main purpose is to ensure the privacy of information between sender and re-
ceiver sent through a possibly observed channel. Nowadays we differ symmetric
cryptography - where the key used to cipher the message is the same as the
one to decipher it - and asymmetric, where the key to cipher the message is
commonly known and the one to decipher it is known only to the receiver of
the message. In other words asymmetric cryptography is referred to as a public
key cryptography, or a public-private key cryptography. The idea of public key
cryptography was first mentioned in a confidential report GCHQ [4] (UK Gov-
ernment Communications Headquarters) and later independently by Diffie and
Hellman in 1976 [27] along with the first practical public key cryptosystem based
on knapsack problem. The mostly known asymmetric cryptosystem (RSA) was
invented by Rivest, Shamir and Adleman in 1978 [17] and is applicable since
then to encryption and digital signatures.

The concept of synchronization of finite automata is essential in various areas
of computer science. It consists in regaining control over a system by applying
a specific set of input instructions. These instructions lead the system to a
fixed state no matter in which state it was at the beginning. The idea of syn-
chronization has been studied for many classes of complete deterministic finite
automata (DFA) [1, 2, 5, 9, 10, 16, 18, 20, 23, 22, 24, 25] and non-deterministic
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finite automata [7, 14]. One of the most famous longstanding open problems in
automata theory, known as Cerny Conjecture, states that for a given synchro-
nizing DFA with n states one can always find a synchronizing word of length at
most (n—1)2. This conjecture was proven for numerous classes of automata, but
the problem is still not solved in general case. The concept of synchronization
has been also considered in coding theory [3, 8], parts orienting in manufac-
turing [5, 15], testing of reactive systems [19] and Markov Decision Processes
[11, 1.

Allowing no outgoing transitions from some states for certain letters helps
us to model a system for which certain actions cannot be accomplished while
being in a specified state. This leads to the problem of finding a synchroniz-
ing word for a finite automaton, where transition function is not defined for all
states. Notice that this is the most frequent case, if we use automata to model
real-world systems. In practice, it rarely happens that a real system can be
modeled with a DFA where transition function is total. The transition function
is usually a partial one. This fact motivated many researchers to investigate the
properties of partial finite automata relevant to practical problems of synchro-
nization.

We know that, in general case, checking if a partial automaton can be synchro-
nized is PSPACE-complete [13] even for binary alphabet [26] and those facts
are essential in our latter considerations.

In this paper we present a public key cryptosystem utilizing fact, that checking
if the PFA is carefully synchronizing is PSPACE-complete. This is however not
the first attempt of trying to develop asymmetric cryptosystems with the notion
of finite automata. Public key cryptography on finite automata with output is
discussed in [21] and uses the notion of invertible automata to provide the hard
computational problem, inevitable to design such cryptosystem.

The paper is organized as follows. In the section 2 we provide with the basic
notions and facts about synchronization of automata. In the sections 3 and 4
we present basic method of encryption and decryption using our cryptosystem.
In the section 5 we state couple of additional improvements to ensure better
security. Finally we conclude the paper in the section 6 along with possible
further research to the topic.

2 Preliminaries

Partial finite automaton (PFA) is an ordered tuple A = (Q,%, ), where 2
is a finite set of letters, Q is a finite set of states and § : Q@ x X* — @ is a
transition function, possibly not everywhere defined. In this definition we omit
initial and final states, since they are not relevant to the problem of synchro-
nization. For w € ¥* and ¢ € Q we define 6(¢, w) inductively: §(q,¢) = ¢ and
0(g, aw) = 0(6(q, a), w) for a € X, where € is the empty word and (g, a) is
defined. A word w € ¥* is called carefully synchronizing if there exists § € @
such that for every ¢ € Q, §(¢, w) = 7 and all transitions 6(q,w’), where w’
is any prefix of w, are defined. A PFA is called carefully synchronizing if it



admits any carefully synchronizing word. For a given A we define its power
automaton (which is itself a PFA) as P(A) = (29,%,7), where 29 stands for
the set of all subsets of ), and X is the same as in A. The transition function
7:29 x ¥ — 29 is defined as follows. Let Q' C Q. For every a € ¥ we de-
fine 7(Q',a) = U,cq (g, @) if 0(g,a) is defined for all states ¢ € Q', otherwise
7(Q', a) is not defined. We also note Q.w as an action of a word w on a set of
states @ under the function 6. Let S C ). Then we denote S.w™! as a preimage
of S under the action of a word w.

We note that the above concepts can also be considered for deterministic fi-
nite automata (DFA), for which the transition function is total. We define an
a-cluster to be a DFA A = (Q, {a}, ) such that the automaton is connected.
In other words it means that such automaton is a cycle on letter a with paths
that leads to the states of that cycle. The set of states that induce a cycle in
the a-cluster is referred to as the center of the cluster. The depth of the cluster
is the length of the longest path to the center of the cluster. If ¢ belongs to the
center of the a-cluster, the branch of the state ¢ are the states that has a path
to ¢ that does not have any other state belonging to the center. Destination of
the branch is a state in the center that has an in-transition from the last state
of the branch. Example of the a-cluster is depicted on Figure 1.

Figure 1: Example of the a-cluster

Center of that a-cluster is the set {3,4,5,6}, the depth is 2 and there are
two branches: b; = {1,2} and bs = {7}. Destination of the branch b; is the
state 3 and of the branch by is state 4.

We define the sum of two automata A = (Q1,%1,01) and B = (Q2, X2, d2)
as AUB = (Q1UQ2, X1 UX5, 1 Uds). We can now state the obvious fact, useful
to decide whether a given PFA is carefully synchronizing.



Fact 1. Let A be a PFA and P(A) be its power automaton. Then A is carefully
synchronizing if and only if for some state g € Q there exists a path in P(A) from

Q to {q}. The shortest synchronizing word for A corresponds to the shortest
such path in P(A).

An example of a carefully synchronizing automaton A, is depicted in Fig.
2. One of its carefully synchronizing words is aa(ba)>bbab.

Figure 2: A carefully synchronizing automaton A .

We recall the result of Vorel [26] about the complexity of deciding whether
a PFA is carefully synchronizing.

Theorem 1. Given a PFA A = (Q,X,0), checking if A is carefully synchro-
nizing is PSP ACE-complete even for || = 2.

Further we assume that ¥ = {a, b} and the letter a is defined for all the states
wherever not mentioned otherwise. Having that we can go to the description of
our method.

3 Basic encryption

Let a plain text be the word uw € {0,1}*. Choose a public key to be a carefully
synchronizing PFA A = (Q,X%,) and a private key to be any word w that
carefully synchronizes A. For simplicity of further statements we note A; =



(@4, %, 6;) to be isomorphic to A for any ¢ € N. First we describe a construction
that is a ciphertext.

Define an automaton P = ({p1,p2; .-, Pjuj+1},10,1},7) where 7 is defined as
follows: for i € {1,..,|u|] + 1} set y(pi—1,u;) = p;, where u; is i-th letter of a
word u. In other words we encode our plaintext in the form of a directed path,
where consecutive edges correspond to the consecutive letters of the word wu.
Encryption consists of four steps:

1. Compute B = "' A; and denote Y"1 6, = p, P = UM Q;

2. for any transition (p;, p;) in P, labelled with a letter x € {0, 1} choose any
pair of states ¢' € Q; and ¢ € Q;, and set p(q’,z) = ¢,

3. foralli € {1,..,|u|+1} and for every letter a € ¥, if ¢* € Q; and d(¢’, a) is
undefined, then choose any j and any state ¢/ € Q; and set p(q*,a) = ¢/,

4. for all i € {1,..,]u| 4+ 1} choose k; € N. Choose k; pairs (g}, ¢.) and a
letter € {0,1} and define p(q}, z) = ¢

Automaton B is our ciphertext. It is straightforward from the construction,
that computing such automaton is polynomial in terms of @, and length of
the plaintext. We also state two obvious observations.

Fact 2. After removing letters x € {0,1} from automaton B we obtain a DFA
over X.

Fact 3. After removing letters a € ¥ from automaton B we obtain a digraph
labelled with letters x € {0, 1} with longest path between the vertices of length 1.

Procedure of encrypting the word 01 is depicted on figures 3, 4, 5 and 6. As
a public key we take the automaton depicted on Figure 2.
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Figure 3: First step of encryption.

The first step involves summation of three copies of the public key that
correspond to the three vertices of the word 01 encoded as a labeled path. The
first vertex of the path corresponds to the automaton induced by the states with
suffix a, the second - by the states with the suffix b, and the third - by the suffix

C.
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Figure 4: Second step of encryption.

The second step involves adding the transitions 0 and 1 to the states of
automata that correspond to the in and out vertices of the transition. In the
above example we define transition p(5a,0) = 2b, which corresponds to the
first transition of the encoded word, and p(12b,1) = 9¢, which corresponds to
the second transition of the encoded word. Transitions added in this step are

bolded.



Figure 5: Third step of encryption.

The third step involves adding transitions from X to those states in B, which
have undefined transitions for letters from X. In that case we add only b letters.
For example we defined p(la,b) = 2b. We should act similarly for all states, for
which b is undefined, but we have only added some of the necessary transitions
so the figure is readable.



Figure 6: Fourth step of encryption.

The last step involves adding some number of transitions under letters from
the alphabet {0, 1} between states belonging to the same copy of a public key in
B. In that case we have added transition p(9a,0) = 10a (first copy), transitions
p(7b,1) = 10b and p(8b,1) = 3b (second copy) and transition p(12¢,0) = 7¢
(third copy).

4 Basic decryption

For that section we assume that we have a ciphertext automaton B = (P, X, p)
constructed from a public key A = (@, %, d), and that we know a private key w
which is a carefully synchronizing word for the automaton A. First we state a
lemma.

Lemma 1. Let Q.w = q;. After removing letters x € {0,1} from automaton B

we have that Pw = {qll, ql2, . qllu‘+1}'



Proof. Tt is immediate from construction, since we have not removed any tran-
sitions from ¥ within any Q;, that for any Q; € P holds Q;.w = ¢}, since w
carefully synchronizes A and each @; on ¥ induces an isomorphic copy of A. So
we have, that {q}, ¢, .., qlw“} C Paw. To prove that P.w C {q},q?, .., ql‘ulﬂ} -
P.w it suffices to notice, that, from fact 2 automaton B is deterministic and for

any prefix w’ of w if Q.w' = {qk,, .., qr. }, then Q;.w’' = {q} ,..,q},_}- O

Lemma 2. There exist an algorithm with O(|P||w|) time complexity and O(| P||w|)
space complezity which computes a partition of P on sets Q1, Q2, ..., Qu|+1-

Proof. We describe a desired algorithm. Suppose we have an array with |P)|
columns and |w| + 1 rows. Put every element of P in a different column of a
first row. Then we fill the i-th row by taking a state from the (i — 1)-th row of
the corresponding column and applying to it the i-th letter of a word w until
the end of the row. After this procedure, from lemma 1, the last row contains
only the states from the set {g}, ¢7, .., ql‘qu}. We can now compute each Q; by
taking those states from the first row that lie in the same columns as the state
qi- O

With these two lemmas we are ready to present a decryption method:

1. using Lemma 1 compute the set {q}, ¢?, .., ql‘“Hl},

2. using Lemma 2 compute the partition of P on sets Q1, Q2, ..., Qu|+1,

3. for every transition x € {0,1} in B if = joins a states from different sets,
say @; and Qj, then join ¢ and ¢] with transition z, otherwise remove
the transition.

Observe, that after applying that procedure to the ciphertext B we end up
with a graph that was our plaintext, what can be concluded directly from the
encryption procedure. In general one can decipher the message only by knowing
any carefully synchronizing word for A or computing every possible induced
subautomaton isomorphic to A.

5 Extensions

As the ciphertext which is a result of our encryption method consists of n copies
of isomorphic automaton with added transitions between those copies one can
think of more ”sophisticated” method of creating a ciphertext. As mentioned in
the previous section a potential attacker can decipher the message computing
every possible induced subautomaton isomorphic to a public key. However, the
problem of determining for two given graphs say G and H, whether G has a copy
of H as an induced subgraph is N P-complete [6]. In this section we present two
lemmas that can be used to obfuscate the ciphertext even more. The first one
involves adding the state to the public key and the second one adding arbitrary
number of a-clusters to the ciphertext.
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Lemma 3. Let A = (Q,%,0) be a PFA with carefully synchronizing word w.
Further, let ¢ € Q be such that there exists p € Q such that q € p.a~'. Let also
A = (QUA{¢},X,9") where & is defined as 6 on @ and §'(¢',a) = q. Then w

carefully synchronizes A’.

Proof. Since a is defined for all states of @', and |X| = 2, then the first letter of
w must be a. Let w’ be the word w without the first letter. Since §'(¢’,a) = g
and we assumed that there exist p € @ such that ¢ € p.a™! it is straightforward,
that @Q’".a = Q.a. Since we have not added any other transitions to A’ and ¢’ is
defined as § on @, we obtain that Q'.aw’ = Q.aw’ = Q.w and that concludes
the proof. O

For the next lemma we assume notation as in former part of the paper.

Lemma 4. Let B = Ule A and m € N be the smallest integer such that
Q.a™ = Q.a™t. Define B; = Q;.a™b and let C; = (S1,{a},m),...,C; =
Si,{a},m) be a-clusters with depth 1 and centers K, ..., K; respectively. Let
n Y
B = BuU Uli:1 C; = (P',%,p). If we define b transitions for all states q €
! K, such that there exists 0 < j < k + 1 such that '(¢,b) € Bj then
i=1 J P J
Paw=/{q,...q'}.

Proof. Since a is the only letter defined for all states in A and Q.a™ = Q.a™ !
then w starts with a word a™b for 0 < m; < m+ 1. Note w = a™bw’ Observe
that Q.a*™' C Q.a’ for all 4 > 0. From that we have, that Q.a™ C Q.a™* and
further for all copies of A in B’ we obtain that B; € Q;.a™.b. Also, since the
depth of any cluster C; is 1, we have that P;.a™ = K; forall 0 < j <m+ 1.

Notice that P’ = Ule Q; U Uli:1 Si, SO
k l k l
P.w= U Q;.wU U S;w = U Q;.a™bw' U U S;.a™bw'’
i=1 i=1 i=1 i=1
which gives
k l
Plw=|JBuw Ul Kb
i=1 i=1

But we know, that for all ¢ € |J,_; K; there exists 0 < i < k4 1 such that
8'(g,b) € B;. From that we obtain

k
/ _ /
Pw= B;w’,
i=1

and since each B; = @Q;.a™b then B;.w' = Q;.a™bw’ = Q;.w = {q¢}} and that
concludes the proof. O

Using these two lemmas we can move on to the description of the extended
method of encryption and decryption. In the next two subsections we follow
the notation provided in sections 3 and 4.
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5.1 Extended encryption

The extension consists of adding two stages between the 1 and 2 stage of en-
cryption method, defining sets @ and substitute them for @; in latter stages.
Let us state two additional stages:

1. add ! a-clusters with depth 1 to automaton obtained in stage 1 and define
letters b for centers of those clusters to fulfill assumptions of lemma 4 in
p function (defined in section 3)

2. for each copy A; of public key in automaton obtained in previous stage
add k; states and define transitions as in lemma 3 and note the set of the
added states in this stage as A; for each A;

Now let us define sets Q. For clusters C; = (S1,{a},v1),...,C1 = (Si, {a}, )
(from stage 1) with centers K1, ..., K respectively we define sets C1, ..., Cjy 41,
such that if for ¢ € K; it holds p(q,b) € B; (notation from lemma 4), then ¢
and its branch belong to the set C;. Then define Q) = Q; U A, UC;. It
is a simple exercise to prove that the sets Qf,... 7QTUI+1 form a partition of

P = Uli‘;rl Q; U A; U C; which is the set of all states of our ciphertext. The
latter stages remain as in section 3.

5.2 Extended decryption

Algorithm of deciphering is similar to the one described in section 4. We state
lemmas being in a strict correspondence with those proven in section 4.

Lemma 5. Let B be a ciphertext computed by extended encryption method using
public key A = (Q,%,0) and Q.w = q,. After removing letters x € {0,1} from
automaton B we have that Pw = {q},q?,..., quUH-l}'

Proof. Observe that after stage 1 we can apply Lemma 4 and we obtain that
(Uli‘;rl Qi UC)w = {q,q}, .. ql‘qu}. Notice that after stage 2 we can apply
Lemma 3 to any copy of public key that was modified by that stage and also
Pw=1{q},q?, ., ql‘qu}. The rest of the proof is similar to the proof of Lemma
1. O

Lemma 6. There exist an algorithm with polynomial time complexity (depend-
ing on |P| and |w|) which computes a partition of P on sets Q, @, ..., Q,41-

Proof. Using approach from the proof of Lemma 2 we can compute similar
matrix, say M, in time O(|P||w|). From Lemma 6 we know the last row con-
tains only the states from the set {q},q?,..., ql‘ulﬂ} and we can compute sets
Q@1; .-+, Quj+1 such if column of the first row containing g is the same as the
column of the last row containing ¢g;, then ¢ € Q);. Notice that there are three

cases, when ¢ € Q;:

®e qgcEQ;
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e gc A
e g € Sy, such that there exist p € C; NS, (notation from Lemma 4)

First two cases are straightforward. To prove the theorem for the third case
observe that if ¢ ¢ Q; U A;, then ¢ ¢ A; and g ¢ Qy, for any j, k # i otherwise B
would be non-deterministic. So we deduce that ¢ € .S, for some m. For the sake
of contradiction suppose that C; NS, = &. But that means, that ¢.a™b € B;
for j # i and further q.ab™w’ = qw = qu what is a contradiction. From these
considerations we are able to determine for each i the sets A; and @Q; that are
subsets of the set Q. In order to compute the sets C; we first compute 57, .., S,
inducing all a-clusters in B by removing b,0,1 transitions and determine all
connected components of the resulting structure. Now we examine three cases
for a cluster .S7:

° S/ CQ;

Notice, that if the first case holds we know that no state of S’ belongs to C;.
If the second case holds, we must check if S; C Q;UA;. If this is not true, then
we have found a cluster C,,, such that for all ¢ € K,, it holds p(q,b) € B; and
we determined the a-cluster that belongs to C;. In the third case we know that
some of the states of the cluster S;- are in C; and some are not. To compute
those that are let us take the center of the a-cluster S;-, say K ;-, and observe
that ¢ € C; if, and only if ¢ € {p € K : p(p,b) € B;} = K] or q belongs to
some branch with destination in K ;’ . That concludes the proof. O

Using two former lemmas, decryption method is similar as in 4. Extended
step is depicted on Figure 7. If we choose the public key to be the automaton
on Figure 2, then notice, that in Lemma 4 we have m = 2, and Q.a%b =
{2,3,7,12,13}.

13
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Figure 7: Extended step of encryption.

Observe that we can apply Lemma 3 to states 1,2,3. We also added cluster
that consists of states 4,5, 6,7 so we can apply Lemma 4. In the former method
we had that @1 = {la,..,15a},Q2 = {1b,..,15b},Q3 = {l¢,..,15¢} and now

/1 =Q@Q1U {1}7Ql2 =Q2U {27475}7Q/3 =Q3U {3767 7}'

6 Conclusions and further work

We proposed a method of utilizing careful synchronization to provide brand
new public key cryptosystem. In sections 3 and 4 we presented core idea of
our method and provided an example that illustrates it. As the ciphertext in
that method consists of n copies of the same automaton, those two sections are
included to so the reader could understand the method presented in section 5.
It should be also mentioned that lemmas 4 and 3 are only examples of extensions
of that cryptosystem. Indeed, observe that Lemma 4 provides a possibility to
add "free” a-clusters to a ciphertext. The disadvantage of that extension is that
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we only can add b transitions to states that are some specified states of the copy
of the public key. It is possible also to add the extension, that allows us to define
the a-clusters for which we can define b transition outside of that specific sets
B; but to whatever state we want, even the other added a-cluster. However this
extension would cause that in Lemma 5 it would be only {qll, v ql‘ulﬂ} € Pw
so the number of states added in such extensions would have been bounded by
min(|@Q}], .., |Q;|) and also demanded modifications in Lemma 6 so we omitted
that extension.

Observe also that point 2 of encryption procedure can be modified in many
ways. For example one can choose to define more than one transition between
copies of automata and in decryption section choose the one that has odd or even
number in a ciphertext. We end up with several questions and open problems:

Question 1. What is the most reasonable way to define lacking transitions in
point 37

It is straightforward that if all lacking transitions in a copy of a public key are
defined within the same copy, it would result with |u| + 1 connected automata
which are not connected between each other, and that simplifies the attack on
the cryptosystem.

Question 2. What is the most reasonable way to define transitions in point 42

We have defined step 4 in an abstract way, so to investigate many versions
of adding those ”obfuscating” {0, 1} transitions.

Question 3. Find an algorithm that generates pairs of public and private keys.

We believe that the most promising approach will be to construct a PFA
that is carefully synchronized by a given w. We also want to investigate if it
is possible to design an algorithm that for a given word w generates n non-
isomorphic PFA’s that are carefully synchronized by w. Having that one could
take as a public key a tuple of n automata that are synchronized by the same
word w. In that case, all methods presented in the paper would need only slight
modifications to work properly.
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