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Abstract—Deep Neural Networks (DNNs) are being used to solve
a wide range of problems in many domains including safety-
critical domains like self-driving cars and medical imagery.
DNNs suffer from vulnerability against adversarial attacks. In
the past few years, numerous approaches have been proposed
to tackle this problem by training networks using adversarial
training. Almost all the approaches generate adversarial exam-
ples for the entire training dataset, thus increasing the training
time drastically. We show that we can decrease the training time
for any adversarial training algorithm by using only a subset of
training data for adversarial training. To select the subset, we
filter the adversarially-prone samples from the training data.
We perform a simple adversarial attack on all training examples
to filter this subset. In this attack, we add a small perturbation
to each pixel and a few grid lines to the input image.

We perform adversarial training on the adversarially-prone
subset and mix it with vanilla training performed on the
entire dataset. Our results show that when our method-agnostic
approach is plugged into FGSM [9], we achieve a speedup
of 3.52x on MNIST and 1.98x on the CIFAR-10 dataset with
comparable robust accuracy. We also test our approach on
state-of-the-art Free adversarial training [24] and achieve a
speedup of 1.2x in training time with a marginal drop in robust
accuracy on the ImageNet dataset.

Index Terms—Adversarial Training, Adversarial Robustness,
Adversarial attacks

I. INTRODUCTION

In the past few years, Deep Neural Networks (DNNs) have
shown the state of the art performance on a wide range
of domains like computer vision [2], reinforcement learning
[56] and natural language processing [3]. DNNs are now
being applied in various domains such as credit scoring
[4], judicial system [1], self driving cars [5], and medical
imagery [6]. Application in these domains requires DNNs to
be trustworthy and dependable [7], [8].

On the other hand, DNNs offer poor robustness against
adversarial attacks [9], [10]. A small, human imperceptible,
perturbation in test input can easily fool the neural network
and result in a significant change in the output of the
network [11], [12], [55]. In a safety-critical application, the
vulnerability against minor perturbations can be exploited
by attackers to change the output significantly leading to
catastrophic outcomes [8]. Recently, numerous approaches
have been proposed to improve the robustness of DNNs
using adversarial training, a technique in which a network
is trained on adversarial examples [13]–[16]. Adversarial
examples are small modifications to training input samples,
which are carefully crafted to change model’s prediction.

Adversarial training can be classified into 2 types: untargeted
and targeted. In untargeted adversarial training, the aim is
to find a small perturbation for the input to misclassify
it to any incorrect class like FGSM [9], Fast Gradient
Value [17], universal adversarial perturbations [18], black-
box attacks [19]. More recent techniques focus on target-
specific adversarial training [14], [20]–[23]. Here the aim is
to find a small perturbation that will change the output of
the input image to a particular target class.

One of the main issues with most of the proposed methods
for adversarial training is the increase in training time as
pointed in [25], [26]. Adversarial training adds a lot of
overhead to vanilla training and increases the training time
by many folds. The initial approaches like FGSM [9] take
around 8-9x more time (on datasets like CIFAR-10) when
compared with vanilla training. This gigantic increase in
training time makes adversarial training not feasible for many
real-world problems and applications. The high computation
cost of adversarial training has motivated a lot of work [24]–
[26], [57]–[59], they aim to reduce the training time without
compromising on the robustness accuracy.

All the proposed methods for decreasing the training time for
adversarial methods performs optimisation on models [24]–
[26]. In this paper, we are first to show that we do not need
to perform adversarial attacks on the entire training data for
adversarial training. We show that we can achieve similar
performance by using only a fraction of training data for
adversarial example generation, thus decreasing the training
time drastically. We propose a method-agnostic approach
where we mix adversarial training with vanilla training.

We perform a simple adversarial attack on all training
samples, to filter the adversarially-prone subset from the
training set. In this attack, we add a small perturbation
to each pixel and a few grid lines to the input image.
The adversarially-prone subset contains samples that are
more prone to adversarial attacks than other samples in the
training set. We perform adversarial training only on the
adversarially-prone subset.

We perform extensive experiments on the famous, FGSM
approach [9]. We show the performance on CIFAR-10 and
MNIST datasets. By combining vanilla training with adver-
sarial training on the adversarially-prone subset, we reach
comparable robustness with 2 to 3.5 times faster training
time. We also apply our approach to the state-of-the-art, Free
adversarial training [24] method on the ImageNet dataset.
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(a) Pembroke -
81.2%
Chihuahua - 9.3%

(b) Pembroke -
15.4%
Chihuahua - 57.9%

(c) Pembroke -
33.6%
Chihuahua - 54.6%

Fig. 1: A sequence showing effect of small perturbation to
input image. (a)original image (b)every pixel value in input
is modified by a random number between +30 to -30 (c)few
random lines are added to the original image

We show a speedup of 1.2 times with decreasing the robust
accuracy marginally by 1.68% on Free adversarial training.

Our main contributions in this paper are two-fold. First,
we show that we do not need entire training dataset for
adversarial training. Second, we propose a method to filter
adversarially-prone subset of training data and perform ad-
versarial training only on this subset. Our proposed approach
speeds up training time for any adversarial training method
and achieving comparable accuracy.

II. RELATED WORK

a) Adversarial Attacks and Training: Adversarial examples
for deep neural networks were first discovered by [11]. One
of the most popular adversarial attacks, FGSM [9] perturbs
every input dimension but with a small quantity in the
direction of the sign of the gradient. A lot of approaches
have been proposed to generate adversarial attacks [13], [20],
[27], [28], [31]. Some approaches work on changing a single
pixel [33], while some make minimal modification to input
image such as blurring [34], adding a small sub-network
[37], spatial transformation [38]. Some attacks have show
strong transferability of adversarial examples across neural
network models [39]. In [34] authors show that approaches
like simple blurring and modifying a single optimal pixel by
a large amount are able to fool the network.

In [32] authors show that by modifying all pixels in the input
image by a random number between 30 to 60, they were
able to reduce confidence for 65.9% images and generate
44.7% misclassifications on different datasets. [17] provides
a way to generate multiple perturbations for a single image.
[18] provides an image-agnostic approach for generating
perturbations. Some works have been proposed on evaluating
the robustness against strong attacks [40]–[43]. Advances
in adversarial attacks are complemented by advances in
adversarial training [14], [16]. [44] uses high level features
to guide the pixel denoiser, [45] proposed an approach that
works with large datasets networks, [46] uses randomized
smoothing, [47] uses training data distribution to perturb
images.

Recent work on adversarial training aims at reducing the
overhead added by training by adversarial examples [48]–
[50]. [24] recycles gradient information during the model
update for faster example generation, [25] uses random
initialization to further speed up adversarial training. [26]
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Fig. 2: Overview of our method. We first divide the train-
ing dataset into 2 parts based on susceptibility to adver-
sarial attacks. Then we perform adversarial training only
on adversarially-prone subset and combine it with vanilla
training.

trains a feed-forward neural network in a self-supervised
manner to generate adversarial examples.
b) Representing inputs as intervals: Interval analysis has
been used in various different approaches. [51], [52] provides
a certifiable robustness for small perturbations, [53] find
adversarial perturbation by formulating it as mixed integer
programming, [29], [30] used interval analysis to find tight
bounds on DNN outputs for safety purposes. [54] used it
to find minimum distortion in input to generate adversarial
examples. In this work, we will be using input interval to
filter adversarially prone examples from the training dataset.

III. METHOD

In this work, we refer to vanilla training as normal training
without adversarial examples. Adversarially-prone samples
are samples which are more prone to adversarial attacks as
compared to other samples. We aim to find an adversarially-
prone subset of training data. To achieve this, we use the
concept of interval analysis as proposed by [29] to find a
prediction range for each training sample.

Our method-agnostic approach can be used with any adver-
sarial training method. We do not modify the way adversarial
examples are being generated by the adversarial training
method. Our approach proposes to perform adversarial train-
ing only on adversarially-prone subset rather than the entire
training dataset. We combine vanilla training with adversarial
training in a ratio of 2:1, thus performing adversarial training
on every third iteration.

A. Filtering adversarially-prone data

[32] showed that perturbation of 60 pixels gives the best
results for adversarial attacks. We used results from [32] to
select the interval length of perturbation to be 60 pixels. This
perturbation interval is used for filtering the adversarially-
prone subset and each pixel in the input image is perturbed
by a maximum of 60 pixels. For example, let’s say that the
original pixel value is x, the perturbation interval will be [x-
60, x+60]. We aim to find the model prediction range for the
image in this perturbation interval.

Our aim is to find the model prediction range across the
perturbation interval with minimum computation required.
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Fig. 3: Illustration showing (a)propagation of raw input to the network, (b) changing the input to have an interval of length
2 and propagating upper and lower bounds (0,1), (4,5) (c)propagating random values from the input interval. This shows
that we can get extreme values of an output range for any random input within the input interval

Initial assumption would be that we can get prediction range
by measuring model’s prediction at extreme ends of the
prediction range. We show that this assumption is wrong
and that extreme values of the prediction range can exist for
any set of inputs.

Let us take the example of Figure 3. We have a single hidden
layered neural network with ReLU activation function in the
first layer and softmax at the last layer and weights of nodes
are selected as shown in the figure. Propagation of inputs 2
and 3 through the network, produces an output of 0.5 for
each class. Now let’s consider a perturbation of length 2
pixels. So now the inputs can be taken anywhere between
[0,4] and [1,5] respectively. In figure 1(b), the lower and
upper bounds of the perturbation interval are propagated i.e
0,1 and 4,5. The network outputs 0.5 for both these cases. In
Figure 1(c), we select random value 4,1 for propagation. The
network outputs 0.9975 for class 0 and 0.0025 for class 1.
This shows that we can get extreme values for the prediction
range for any set of inputs.

[34] shows that blurring the image changes model’s pre-
diction for a lot of samples. [35] shows the importance
of randomisation in adversarial attacks. [36] shows adding
random lines in the image changes models prediction for
majority of samples. All these approaches takes very less
computation time and thus we use the works from [32], [34]–
[36], to perform 2 types of adversarial attacks to determine
the prediction range.

In the first attack, we perturb every pixel value by a random
number between 0 and 60. In the second attack, we add
single-pixel grid lines along the height and width at randomly
selected rows and columns. We perform both these attacks
on the input to get a prediction range. We choose these two
attacks as they take very little computation time and result
in a good adversarially-prone subset. We tried adding more
attacks but they increased computation time with a small
increase in the size of the adversarially-prone subset, so we
decided to use these two attacks for our approach.

We perform these attacks 3 times to get a prediction range for
each sample. As the model trains, the adversarial boundaries
keep changing. To get the updated adversarially-prone subset,
we filter this subset after every 4 epochs. Using the prediction

range, we filter samples based on the change in the highest
probability prediction class across the prediction range. For
the first type of attack, we select a random pixel value
between -60 to +60 for each pixel. For the grid lines attacks,
we select min(5, 0.05*height) and min(5, 0.05*width) as the
number of grid lines for height and width respectively.

B. Combining adversarial and vanilla training

We combine adversarial training and vanilla training by per-
forming these 2 training procedures alternatively. From our
analysis, we found that using a ratio of 2:1 between vanilla
and adversarial training gave us the optimal results. Thus we
perform adversarial training on every 3rd iteration and vanilla
training on the remaining iterations. This ensures that the
models see a mix of normal training samples and adversarial
examples generated by using the most adversarially prone
sample from the dataset. This helps in decreasing the training
time as compared to general adversarial training, with a
marginal decrease in accuracy. More analysis on this can
be found in the experiments section.

Our approach to select the adversarially-prone subset helps
us to find the training samples that are close to the decision
boundary of a class learned by the model. Performing a small
perturbation in the input changes the predicted class for these
samples. Thus for adversarial training, we want to use only
the training samples which are close to the decision boundary
and thus are more prone to adversarial attacks. This helps
in decreasing the training time without affecting the model
performance. Our proposed approach uses only about 30-
40% of the training dataset for adversarial training.

Previous work which focus on improving training time [24],
[26] does improvement on gradient update or way of training.
To best of our knowledge, we are the first to propose using a
subset of training set for adversarial training. When clubbed
with other works on improving training time, our approach
can further decrease the training time for any adversarial
training method.

IV. EXPERIMENTS

In this section, we present experimental results of our novel
strategy on 2 adversarial training algorithms : FGSM [9]
and Free Adversarial training [24]. We show that we achieve
comparable adversarial robustness, without changing the way



Method and dataset used Training Procedure Vanilla Acc Robust Accuracy Train Time Improvement

FGSM [9] on MNIST Adversarial 99.21 97.71 37.9 min 3.52Vanilla + Adv 98.71 10.8 min

FGSM [9] on CIFAR-10 Adversarial 97.50 86.10 49.7 hr 1.98Vanilla + Adv 85.46 25.1 hr

Free adv [24] on ImageNet Adversarial 90.88 83.52 64.1 hr 1.20Vanilla + Adv 81.84 53.5 hr

TABLE I: We show the results of using our proposed technique on adversarial training techniques such as FGSM [9] and
Free adversarial training [24]. First we train networks using the adversarial training and then we mix vanilla and adversarial
training. Robust accuracy is the accuracy of the trained model towards adversarial attacks. Last column shows speedup in
training time by using our proposed method. We show speed-up in training time with marginal change in robust accuracy.
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Fig. 4: Graph showing the tradeoff between robust accuracy
and training time by changing ratio between vanilla and
adversarial training on the CIFAR-10 dataset. As the propor-
tion of vanilla training increases the training time decrease
significantly while decreasing the robust accuracy marginally.

of generating adversarial attacks with a significant decrease
in training time. To the best of our knowledge, we are the
first to present an optimization approach that can be used
with any adversarial training algorithm. So direct compar-
ison with other methods is not possible at this point. Our
proposed method can have slightly lower robust accuracy
than using only adversarial training as shown on CIFAR-10
and ImageNet in Table I. Our method is useful in cases where
significant decrease in training time is more useful a slight
decrease in robust accuracy.

For our analysis, we evaluate accuracy of models on adver-
sarial attacks. We use robust accuracy as the measurement
metric. Robust accuracy is the accuracy of the trained model
towards adversarial attacks. We also report vanilla accuracy
on each dataset, which is the accuracy without adversarial
training. This column in table I is just for comparing vanilla
training with adversarial training. As expected the adversarial
accuracy is lower than vanilla accuracy on every dataset.

A. Results on MNIST

We tested our approach on the MNIST dataset using FGSM
adversarial training. In Table I we show the results of only
adversarial training and our approach. For our experiments,

we used standard hyperparameters used by Madry [13].
During training the adversarial examples are constructed with
ε = 0.3 as suggested in [13]. During the test time, ε = 0.3 is
used to measure robust accuracy. Using our novel approach
of combining adversarial training with vanilla training, we
achieved a 3.52 speed up in training time, while increasing
the robust accuracy marginally from 97.71% to 98.71%. We
deduce that the robust accuracy increased on MNIST due to
better adversarial example generation from the adversarially-
prone subset.

B. Results on CIFAR-10

Next, we evaluated our approach on the CIFAR-10 dataset
using FGSM adversarial training. We trained the CIFAR-
10 model using Wide-Resnet 32-10 model and standard
hyperparameters used by Madry et al. [13]. During training
the adversarial examples are constructed with ε = 0.0157
(4/255) as suggested by [13]. Same ε value is used to measure
robust accuracy during test time. The results are shown in
Table I. Conventional adversarial training on the CIFAR-
10 dataset took around 50 hours to converge. By using
our approach, we were able to decrease the training time
by a factor of 1.98 and bring it down to 25 hours. The
robust accuracy of the model decreased marginally by 0.64%.
This shows that we were able to achieve a similar level of
robustness by using a subset of training data. We propose
that for tasks where training time ranges in days or weeks,
our approach can be very effective. A speed of around 2
will result in saving days and weeks of training time and
computation.

C. Results on Fast-adv

Next, we evaluated our approach on a state-of-the-art Free
adversarial training algorithm [24] on the ImageNet dataset.
We used the open-sourced code for Free adversarial training
and performed experiments for 50 epochs on the ImageNet
dataset. The value of ε = 2/255 for adversarial example gener-
ation and testing. As shown in Table I, we achieved a speedup
of 1.2x, thus decreasing the training time by more than 10
hours. The robust accuracy decreases marginally by 1.68%
from 83.52 to 81.84. We report top5 precision accuracy on
the test set. We deduce that training time decreased signifi-
cantly as we save time on generating adversarial attacks on
the entire training dataset and use only a subset of it for
adversarial training. This shows that our approach can be
applied to state-of-the-art adversarial training techniques and
it will help in decreasing training time.



We performed the experiments four times to normalize the
effect of randomness. The reported accuracy and training
time are the average numbers for all experiments. We have
performed all the experiments on CentOS. We used 2 and
4 NVIDIA Tesla V100 16GB GPUs for FGSM adversarial
training on MNIST and CIFAR-10 datasets respectively. For
Free adversarial training, we used 4 NVIDIA Tesla V100
16GB GPUs.

In Figure 4, we show the change in robust accuracy and
training time with the change in the ratio of vanilla and
adversarial training on CIFAR-10 dataset. A ratio of 0 is
equivalent to performing only adversarial training, without
mixing it with vanilla training. The training time decreases
significantly as we increase the proportion of vanilla training.
This is accompanied by a decrease in robust accuracy. We
found that using a ratio of 2 gives the best tradeoff between
robust accuracy and training time. This means that we
perform adversarial training on every 3rd iteration on the
adversarially-prone subset of training data.

V. CONCLUSION

Recent approaches in adversarial training have made great
progress in improving the robustness of deep neural net-
works. Though improving the robustness of the model,
adversarial training algorithms increase the computation time
drastically. We show that we don’t have to use the entire
training dataset for adversarial training. Adversarial training,
performed on most adversarially prone samples from the
training dataset, can be combined with vanilla training to
decrease the training time. Our approach can be plugged
into any adversarial training algorithm. We show that after
plugging in our approach, adversarial training algorithms
have a speed of at least 1.2x, with a marginal drop in robust
accuracy.
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