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Autonomous and intelligent systems (AIS) facilitate a wide
range of beneficial applications across a variety of different do-
mains. However, technical characteristics such as unpredictabil-
ity and lack of transparency, as well as potential unintended
consequences, pose considerable challenges to the current gov-
ernance infrastructure. Furthermore, the speed of development
and deployment of applications outpaces the ability of existing
governance institutions to put in place effective ethical-legal
oversight. New approaches for agile, distributed and multilevel
governance are needed. This work presents a practical frame-
work for multilevel governance of AIS. The framework enables
mapping actors onto six levels of decision-making including the
international, national and organizational levels. Furthermore, it
offers the ability to identify and evolve existing tools or create
new tools for guiding the behavior of actors within the levels.
Governance mechanisms enable actors to shape and enforce
regulations and other tools, which when complemented with good
practices contribute to effective and comprehensive governance.

I. INTRODUCTION
A. AIS bring Chances and Challenges

With recent advances in computing and data availability,
powerful autonomous and intelligent systems (AIS) and their
broad deployment have become possible in a wide array
of domains and at a large scale. Beneficial applications of
AIS exist in different fields ranging from the medical sector
including improved diagnosis, treatment and possibilities for
tailored and affordable prostheses to the energy sector with
efficient energy production, distribution and usage. AIS allow
advanced analytics, prediction, and risk mitigation for environ-
mental and food security applications. The recent availability
of large language models (LLMs) and other generative Al
frameworks has placed power tools in the hands of the public,
and is transforming education. Given such vast potentials, AIS
practically contribute to all 17 UN SDGs [1, 2].

However, challenges arise with the availability of AIS tech-
nologies and their deployment. From a societal perspective,
AIS might be deployed in ways that erode trust between
individuals and decrease political stability. Examples for this
are human-like online agents such as social bots that propagate
false information and are potentially able to sway public
opinion, unintended online echo chambers that reinforce bi-
ased opinions, automated and personalized disinformation,
and influence campaigns for both marketing and political
purposes [3]. An important factor here is the rapid progress of
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generative models in deep learning for video [4], text [5] and
audio generation [6] that can be easily distributed and whose
output is increasingly harder for humans to detect. Recent
advances are even of concern to researchers as demonstrated
by the piece-wise release of the language model GPT-2 as
well as the widely distributed ChatGPT (GPT3.5) in November
2022. From an arms control perspective, AIS pose several
challenges for national and international security and stabil-
ity [7]. For example, AIS convergence with life sciences might
result in the creation of harmful organisms by a robotized
laboratory [8]. AIS convergence with cyber-technology can
lead to automated cyber-attacks [3]. AIS also challenge in-
ternational stability with lethal autonomous weapons systems
that might deploy nuclear weapons or other high-powered
munitions [9]. Scholars increasingly expect that the nature of
war will change significantly with a high degree of autonomy
in weapons systems [10, 11, 12, 13, 14]. From a technical
risk perspective, AIS could pose unintended consequences that
were not anticipated during development. These might result
from the technical immaturity of systems, careless engineering
process, corrupt or biased data. Risk mitigation strategies for
AIS are challenging. Due to the complex nature and self-
modifying characteristics of machine-learning components the
assessment of risks is extremely difficult [15].

B. The Changing Governance Landscape

Considering these challenges a central question is how to
effectively govern AIS development and deployment in order
to harness their benefits while mitigating potential negative
consequences or undesired societal impacts. Conventional top-
down governance systems have increasingly faced difficulties
in coping with new and emerging technologies. This is often
the result of diverging multi-stakeholder interests or the self-
interest of actors with little interest in collaboration. In addi-
tion, traditional governance approaches are challenged by the
rapid development and wide-scale deployment of technologies
whose scope for impact is broad. Scholars identify this gover-
nance challenge as a pacing problem, which describes a gap
between slow regulatory processes based upon static views of
technology, and rapidly deployed disruptive applications [16].

This is particularly the case for AIS, a powerful suite of
technologies which incorporate components that are often



developed in a distributed and collaborative way as open-
source tools. Furthermore, digital technologies have a poten-
tially high impact on society and international stability because
their rapid deployment often encompasses and shapes whole
societies. What further challenges the governance of AIS is
differing ways a specific technology can be applied in a variety
of domains. For example, algorithms on autonomous path
planning can be incorporated in medical robots, self-driving
vehicles or military systems. Therefore, simply focusing on
the development and engineering stage of an AIS is not
sufficient. A more holistic approach to governance including
the deployment of an AIS in each domain and across its
lifecycle is necessary to prevent undesired societal impacts.
This responsibility for comprehensive oversight goes beyond
governments and includes companies, industry initiatives, re-
search institutes, civil society groups, affected individuals and
other stakeholders.

C. The Need for a Multilevel Governance Framework

Because of the complexity of AIS and the multitude of
relevant actors, several governance approaches in addition to
traditional governmental regulation and regulatory bodies are
needed. These approaches apply to various decision-making
levels ranging from companies with ethical guidelines or codes
of conduct, to professional organizations with moral standing
that set and design principles and standards. This fragmen-
tation of the governance landscape makes it challenging to
keep track of the relevant actors with existing governance
tools. However, for effective governance of AIS, actors must
be both aware of governance tools and ensure that their
application is addressed or enforced when necessary. The 2019
report of the UN Secretary-General’s High-level Panel on
Digital Cooperation identifies six gaps in current arrangements
of digital cooperation: low focus on digital technology and
cooperation on policy agendas, non-inclusive standard-setting
organizations, overlap among mechanisms, fragmentation of
institutions with limited or no communication between them,
lack of metrics and data that curtails any evaluation of the
effectiveness of policies, and lack of trust between different
actors such as governments, the civil and private sectors. As
a solution, this report proposes an increasingly holistic, multi-
disciplinary, multi-stakeholder and agile cooperation mecha-
nism leading to more effective outcomes. [17]

Our proposed framework will contribute to solving the
challenges of a fragmented governance landscape with isolated
actors and governance tools defined and applied through often
inefficient governance mechanisms. It serves as a practical in-
strument for identifying relevant actors and governance tools,
and to coordinate these through inclusive and effective gover-
nance mechanisms applied on different levels. Three aspects
ensure this: First, formal links between actors on different
levels enable information flow and participation in decision-
making processes. Second, soft law alternatives to existing
hard law-based regulation by regulatory bodies and courts
facilitates an increase in the responsibility and accountability

of the private sector and of individuals. Soft law refers to
standards, professional codes of conduct, insurance policies,
best practices, and other mechanisms, which serve as guide-
lines and constraints but are not legally binding. Third, agile
and dynamic governance enables managing the fast-evolving
development and flexibly of measures taken in the event
of unanticipated consequences after deployment of an AIS.
Iterative approaches to policymaking through experiments,
sandboxing and multilevel governance contribute to effective
overall governance of AIS. A range of different proposals
that partly include the three aspects above for the governance
of AIS have been proposed or already established. However,
to our knowledge, to date a framework for a comprehensive
mapping of relevant actors on different decision-making levels
together with mechanisms to facilitate exchange and gover-
nance tools for guidance is missing.

The remainder of this article is structured as follows: In
Section II, we elaborate on components for comprehensive
technology governance including agile and adaptive gover-
nance, additional approaches such as soft law and the oversight
of technological research and development through testing,
compliance and review mechanisms. These components build
the conceptual basis for the architecture of the multilevel
governance framework for AIS outlined in Section III. The
framework includes various decision-making levels, relevant
actors with tools that guide their behavior, possible governance
mechanisms to shape the use of these tools and good practices
that enable effective and efficient responses to changing con-
ditions. Section IV shows the application of the framework for
the governance and oversight of AIS development, followed
by conclusions in Section V.!

II. COMPREHENSIVE GOVERNANCE OF EMERGING
TECHNOLOGIES

A. Adaptive Governance beyond Governments

Instead of understanding governance as a synonym for
government as in the concept of the minimal state, governance
under the socio-technical perspective considers the involve-
ment of multiple actors [18]. This perception of governance
is characterized by interdependence, shared goals and the
dissolution of formal boundaries between the public, private
and civil sectors featuring “new forms of action, intervention
and control” [18]. Rhodes conceptualizes this form of gover-
nance as “‘self-organizing, inter-organizational networks” [18].
Different definitions and understandings of governance under
this broader definition exist, however most of them share the
notion of interdependence of relevant organizations, interac-
tions between network stakeholders, the importance of trust
for interaction and a significant degree of autonomy from the
state even in self-organizing networks [18].

'Instead of artificial intelligence (AI) we use the term AIS because intel-
ligent systems involve at least data and algorithms for autonomous behavior.
As a system is generally embedded in a real or virtual environment, additional
software or hardware interfaces are necessary. Thus, the consideration of
AIS includes Al as an ambiguous concept and technical components such as
software, hardware and data. When referring to sources, we use the original
terminology.



Tucker builds on Rhodes’ concept of governance as a “set
of complex sociopolitical administrative interactions” [19] and
applies it to the governance of dual use technology with
uncertain risks. He identifies actors in the governance network
as scientists, engineers, policymakers, regulators and civil
society groups that either advocate for the introduction of
new technology or raise concerns about it. He highlights the
importance of both anticipatory governance, which addresses
potential risks of technologies at the research and development
stage and adaptive governance during and after the deployment
of technology. Adaptive governance includes regular technol-
ogy assessment with information collection, evaluation and
subsequent modification of rules. [19]

Concepts of governance vary from state-centric governance
systems over the inclusion of non-governmental actors towards
the idea of governance as the management of networks. Gover-
nance systems differ in their ability to govern complex systems
with ‘“change, uncertainty, and limited predictability” [20].
Galaz proposes a way to link a complex-systems’ analysis
with adaptive governance and lists three particular issues that
the governance of complex and adaptive systems feature:
The policy process alternates between stability and abrupt
change, interactions between system components take place on
multiple levels resulting in cross-scale interaction effects, and
complex adaptive systems exhibit tipping points and cascading
effects. To confront these challenges, Galaz proposes the idea
of adaptive governance that copes with the complexity of
the uncertain systems that it regulates and which relies on a
balance between exploitation and exploration. While exploita-
tion comprises mechanisms to “ensure cooperation among
actors in a governance system” [20], exploration refers to
gathering information about ongoing processes in communities
that are used to “testing, evaluating, refining, and reapplying
new forms of governance, institutional configurations, policies,
and practices within a given policy area” [20]. Our proposed
governance framework builds on this broader definition of
governance as networked actors and incorporates governance
mechanisms for exploration and exploitation for effective
adaptive governance.

B. Agile Governance

The introduction of agile processes enables increased adapt-
ability of governance approaches for complex systems through
flexible and dynamic governance mechanisms. In 2016, the
World Economic Forum (WEF) Global Agenda Council on
the Future of Software Development and Society took up
the principles of the prominent Manifesto for Agile Software
Development, which are Individuals and interactions over
processes and tools, Working software over comprehensive
documentation, Customer collaboration over contract negoti-
ation, and Responding to change over following a plan. [21].
The WEF applied these to the field of governance in its report
A Call for Agile Governance Principles. This report highlights
the potential of agile governance principles as they “can lead to
improved efficiency, public services, and public welfare, better

equipping government agencies to respond to change” [22].
This would be of particular importance as governments need
a framework for coping with potentially disruptive technolog-
ical change, but also for efficient execution of government
functions for the benefit of citizens and to enable cooperation
between the government and the tech community. The WEF
further highlights the need for robust, adaptable and responsive
governance systems. In the style of the original manifest, the
WEF-report proposes the four principles Outcomes over rules,
Responding to change over following a plan, Participation
over control, and Self-organization over centralization. [22]

According to the WEF, methods for agile governance would
allow ““a shift from planning and controlling to piloting and im-
plementing policies to get rapid feedback and iteration” [23].
Proposed governance mechanisms for increased agility include
regulatory sandboxes as safe spaces for companies, the use
of technology for more agile and distributed governance
processes, the promotion of governance innovation, crowd-
sourced policy-making, increased collaboration between regu-
lators and innovators, and public representation in technology
assessment. In addition, the WEF calls for an expansion of
governance beyond the government including industry self-
regulation, ethical standards for development, collaborative
governance ecosystems and the need for transparency and trust
in technology innovation. [23]

C. Additional Components for Comprehensive Governance

AIS are in general not operating in a vacuum absent any
governance measures. Rather a lack of effective cooperation,
oversight, and enforcement mechanisms exist. In principle,
existing policies and laws within the particular domain in
which AIS are used, apply to AIS as well. However, legally
binding hard law is not necessarily the most effective tool for
governance due to potentially undisclosed AIS use in appli-
cations, information asymmetry, and long-lasting and indirect
effects. A variety of additional governance tools from soft law
exist and a comprehensive governance framework needs to
rely on a combination of tools to guide decisions of various
actors. Besides soft law, also risk review of technologies
and process governance with oversight of development are
important measures to effectively guide AIS development and
deployment.

1) Soft Law Governance Tools

Marchant defines the challenge of slow oversight mech-
anisms and outdated regulatory frameworks to cope with
the high speed of science and technology development as
the pacing problem [16]. In order to increase the flexibil-
ity of a regulatory system to cope with challenges posed
by new technology, he proposes innovations for expediting
rule-making, self-regulation or cooperative regulation, issue-
specific legislative initiatives, specialized courts, sunset clauses
with automatically expiring legislation after a predefined pe-
riod, regular reviews of programs, new independent institu-
tions, adaptive management of policies and principles-based
regulation implementing general principles rather than detailed
rules.



In addition to adjusting hard law policy-making to allow
more flexibility, governance can also take other forms than
legally enforceable rules. Soft law with non-legally binding
expectations and tools is a powerful alternative to hard law
for the governance of AIS [24]. The pacing problem and the
fact that AIS are often internationally developed, lead to a
growing belief that “new institutions and methods that are
more agile, holistic, reflexive, and inclusive” [25] must be
set up for comprehensive and effective governance of AIS.
Several examples for tools of soft law such as voluntary
programs, standards, codes of conduct, best practices, certi-
fication programs, and guidelines have been proposed [25].
They exist on different levels as international rules, national
principles, industry guidelines, company codes of conduct or
principles for researchers and machine learning engineers such
as the TechPledge [26] or the prominent Montreal Declaration
for responsible Al development [27]. A quantitative study of
guidelines and soft law measures up to April 2019 identifies
the five most prominent ethical values and principles as trans-
parency, justice and fairness, non-maleficence, responsibility,
and privacy [28].

However, scholars highlight the importance to critically
assess norm development from the private or civil sector. Key
considerations are whether a process for creating guidelines is
sufficiently transparent in its goals and how inclusive and open
a process undertaken is [29]. Particularly given that AIS might
have a strong impact on the social fabric and each individual
within a society, the creation-process of design principles and
ethical guidelines under which systems are evaluated, need
to be transparent and balanced. Inclusivity entails a balanced
age, gender and socioeconomic background of the authors.
Cath highlights the importance to “remain critical of the
underlying aims of Al governance solutions as well as the
(unforeseen) collateral cultural impacts, particularly in terms
of legitimizing private-sector-led norm development around
ethics, standards and regulation” of regulatory initiatives [29].
Further critique about ethical guidelines from the private sector
have raised concerns about the composition of the committees
with regard to mirroring existing societal inequalities and their
biases [30]. Based on an assessment of the fifteen major
Al ethics guidelines in 2019, Hagendorf criticizes a lack of
women’s involvement. The guidelines often being considered
are imposed by institutions outside of the technical community
without a clear focus and not sufficiently applying to specific
situations. In addition, he calls for a stronger technological
focus within AI ethics. This would better allow bridging
the more abstract values towards specific recommendations
for resulting requirements on the technical implementations.
Further, he calls for an ethics that concentrates on individual
responsibility and awareness-raising that would impact AIS
development to a higher degree. [31]

Wallach and Marchant [24, 25] see two additional chal-
lenges with soft law. First, the lack of direct enforceability
threatens the effectiveness of soft law measures. This problem,
however, might be bypassed by indirect enforcement mecha-
nisms from insurance companies, publishing institutes, grant

funders or governmental enforcement programs. The second
challenge of soft law is that no formal coordination between
different entities that propose soft law exists. Wallach and
Marchant highlight the potential of Governance Coordinating
Committees for coordinating the wide range of actors in
order to discuss overlaps, gaps or disagreement between the
application of differing mechanisms.

2) Risk Review of Technology

Governance activities related to emerging and new tech-
nologies need to be based upon continuous review of the
technology. This includes risk analysis of potential research
findings, governance of not only the development process but
also the oversight of wider consequences from the use of
a particular technology. From identified and evaluated risks,
governance tools can be developed for mitigating risks either
through their minimization, elimination or countermeasures.
In this section, we show how established risk mitigation
approaches for emerging technologies in the life sciences
could be applied to AIS.

The Tucker Framework was proposed in 2012 as a sys-
tematic and quantitative decision framework on governance
options for emerging dual use technology, with a focus on life
sciences [19]. It consists of three consecutive steps: technology
monitoring about dual use potential of technologies from the
public and private sector, technology assessment that is split
into the risk assessment of a technology and its feasibility
to be misused and its potential to be governed, and thirdly
technology governance in which specific governance measures
are developed according to the assessment. The decision on
which measures are then proposed is based on a cost-benefit
analysis in which the benefits of a technology, costs of the
governance measure and stakeholder attitudes are taken into
account. The process is iteratively applied and the technology
is continuously monitored regarding changes or advances that
make an adjustment of the governance measures necessary.
Tucker’s decision framework takes into account different levels
for the implementation of the governance tools. On the interna-
tional level, multilateral treaties or informal coalitions of like-
minded states might adopt common regulations or guidelines.
Domestically, dedicated legislation could be developed and
even serve as a model that proliferates to other countries.
Additionally, professional associations and industry consortia
could create voluntary guidelines that set targets for compa-
nies, people and products. [19]

Risk assessment can be performed by oversight mechanisms
of international organizations. For instance, the World Health
Organization (WHO) set up the Expert Group on Ethics
and Governance of Artificial Intelligence for Health in 2019
with the goal to make recommendations on an ethics and
governance framework for oversight, development and use of
artificial intelligence across health care and public health [32].
Besides advisory committees in international organizations,
technological development can also be reviewed by national
mechanisms such as ministries, councils or national advisory
bodies. As an example, France established the National Ad-
visory Council for Biosecurity that evaluates funding, exe-



cution, and dissemination of dual use research [33]. On the
development level, independent review boards in companies
or research institutes play an important role in responsible
innovation. Once established, these bodies perform ethical risk
assessments of research on innovative products and facilitate
experience exchanges between developers and with decision-
making bodies [25].

3) Process Governance and Oversight

Apart from dedicated bodies applying soft law governance
tools and risk review of final products, the consideration
of processes for the design, development and use of AIS
are important, particularly for AIS whose development is
distributed. Wallach and Marchant propose process-based soft
law, which refers to the incorporation of ethical considerations
into engineering processes and the oversight of Al develop-
ment [25].

The research and development cycle of a technology with
respect to potential oversight and governance mechanisms was
mapped during the international workshop The Governance of
Dual Use Research in the Life Sciences: Advancing Global
Consensus on Research Oversight (2018) for exemplary use
cases of life sciences [33]. The cycle included five stages:
conception and project development, funding, research, dis-
semination of results, and translation and product develop-
ment. Governance activities guide behavior and decisions at
each stage. In addition to the five stages, participants of the
workshop highlighted the importance of permanent activities
such as advisory boards, outreach from governments research
communities, and self-governance with measures developed
by the research community [33]. Potential extensions for the
application of the development of AIS would involve the
stages for training an AIS, and its deployment and use by
a professional with less technical but rather domain expertise
as in the case of doctors for medical devices.

For process oversight, several actors can be responsible.
National advisory boards, funding agencies, journal publishers,
export control regimes and governments certainly play an
important role here [33]. However, the organizations that
conduct research, development and deployment themselves are
required to incorporate measures of self-governance. Linking
decision-making levels can be a strong contribution towards
this goal. Particularly the roles of a higher-level link to a lower
level with accountability for decisions at the lower-level is
proposed to ensure responsible design and use of systems. In
addition, methods from agile governance such as iterative and
collaborative approaches would help so that such mechanisms
stay flexible and adaptable. Furthermore, organizations them-
selves could incorporate technical review boards as described
above for ethical risk assessment. However, it is important that
innovation is not hindered through process soft-governance
measures [25].

As demonstrated in this section, different governance tools
ranging from legally binding obligations and laws to ethical
guidelines and voluntary commitments are available. This vari-
ety of governance tools need to be utilized for a comprehensive
and adaptive governance. Thus, in the proposed governance

framework in the following section, we incorporate hard and
soft law governance tools together with inclusive mechanisms
to create and refine the tools. In order to cope with unknown or
unintended consequences and misuse potential, the framework
provides an architecture to coordinate the fragmented actors
for AIS governance and facilitate exchanges of experience
between them. As the pacing problem increasingly challenges
existing governance regimes, agile principles can be applied
for higher adaptability. In addition to governance of the
technology itself, mechanisms for the oversight of develop-
ment processes and organizational design coupled with risk
review of a technology are necessary for the comprehensive
governance of AIS.

III. A PRACTICAL MULTILEVEL GOVERNANCE
FRAMEWORK FOR AIS

We propose a multilevel governance framework addressing
the necessity to coordinate actors on various levels to compre-
hensive AIS governance. It comprises an inclusive governance
architecture consisting of six linked levels. The decisions of
actors within the different levels are guided by tools for which
the framework considers both soft and hard law measures to
ensure effective governance. The framework allows the identi-
fication of relevant actors on each level, develops and evolves
their decision-making tools and offers a structured approach
to set up mechanisms as formalized links between the levels,
enabling the governance and oversight of tools and AIS design,
development, deployment and use. Additional good practices
and agile approaches contribute to the efficient functioning
of the mechanisms and complement the framework. In this
section, the components of the framework are introduced.
The subsequent Section IV applies the framework for the
development stage with a focus on the industry and standard-
setting perspective.

A. Levels for Decision-Making

The framework, which is depicted in Fig. 1, is an inclusive
multilevel governance architecture with linked levels. As an
architecture, it allows the identification of relevant actors
on various levels together with their decision-making tools
for AIS development and deployment, and the governance
mechanisms that connect and facilitate interactions between
the actors.

Governance tools are usually specific to particular actors.
Thus, it seems reasonable to design a governance framework
as a multilevel system with consideration of links between
them as mechanisms. This structure allows one to identify
relevant actors on different levels and their sphere of influence
through governance and oversight mechanisms, such as en-
forcement and possibilities of their participation in higher-level
decision-making processes. Actors range from international or
national policy-making and standardization bodies, to industry
consortia and associations companies building or deploying
AIS project teams that develop, deploy or use them and
individuals such as developers, end users such as doctors,
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Fig. 1: Schematics of the multilevel governance framework for
AIS with levels, actors, tools and mechanisms for governance
and oversight.

marketing professionals or citizens in the innermost level of
the framework.

B. Tools for Guidance

During the design, development and deployment phase of
AIS, decisions are made by the actors on each level that influ-
ence the processes at each stage in the life cycle of an AIS. As
described above, the decisions are guided by tools, which can
either be hard law with legally binding rules or soft law such as
ethical guidelines, non-legally binding expectations, company
codes of conduct, formal standards or self-commitments from
individuals. The effectiveness of a tool, in particular for non-
legally enforceable soft law measures, depends on its publicity,
applicability, usefulness, and acceptance by the relevant actors
within its level.

C. Mechanisms for Governance and Oversight

The actors on the different levels in our proposed gover-
nance architecture are connected through several links. We
allow that not only neighboring levels are linked but rather
links and information channels bypassing a level are possible
by direct participation in an outer level or within a level in the
case of peer-review mechanisms. Links within the framework
are governance mechanisms that facilitate the interaction of
actors on different levels.

On the one hand, mechanisms allow higher level actors to
exercise power onto a lower level through the establishment,
refinement or enforcement of governance tools. It could also
mean that oversight of a technology, processes or research
is performed by a body dedicated to that task. On the other
hand, linkages from lower to higher levels are participatory
mechanisms that facilitate the bottom-up information flow or
enable the contribution of proposals of lower-level actors to

higher decision- making bodies on a management or policy-
making level. Examples here are giving feedback about a
governance tool that was created from an outer level or to
facilitate direct participation in the development process of a
governance tool at a national or international level.

In short, governance mechanisms allow balancing the power
of the different actors regarding the creation and application of
governance tools and processes across the levels. They can be
grouped into spheres of influence determining their scope such
as organizational design, national or international coordination
as clarified in Section IV.

D. Additional Good Practices

As proposed above, a variety of mechanisms can be applied
to create, develop and enforce the application of governance
tools for AIS. These governance mechanisms can be comple-
mented by specific good practices from other areas such as
the life sciences. Good practices include agile methods for
governance and structured risk assessment with formalized
and periodic review of a technology, such as with the Tucker
framework and practices for bridging knowledge and language
gaps between the actors of different levels and disciplines.

1) Dynamic Governance and Agile Approaches

To achieve a robust governance system in a dynamic envi-
ronment with potentially disruptive changes, a good balance
between the exploitation of existing tools and exploration
of innovative governance tools needs to be ensured. This
is particularly important for the rapid and distributed devel-
opment of AIS. For exploration, iterative governance with
experimentation and regulatory sandboxes can help to find
novel and tangible tools for AIS governance. Agile approaches
can be applied on all levels ranging from experimentation with
different design principles in a company for its project teams,
the refinement of company codes of conduct and industry
guidelines with feedback from users and companies or, on
the national level, by creating regulatory sandboxes for new
technologies with consequent review and evaluation. Further,
iterative governance that acknowledges lack of knowledge can
promote establishing preliminary policies that can be updated
at a later stage, if necessary.

Agile approaches do not necessarily need to be introduced
on a large scale. Rather, dedicated pilot projects could be
started within an organization such as a company, an industry,
or the regional or national government. These have low entry
barriers and can serve as lighthouse projects that create ac-
ceptance for the new governance mechanisms and governance
tools should they be successful.

2) Risk Assessment

An important aspect of various governance mechanisms
is the assessment of risks posed by technologies. As de-
scribed in the previous section, the Tucker framework has
been proposed and proven useful in the life sciences and
can be applied for AIS equivalently. It can help to structure
the conversation and formalize risk assessment for a number
of the proposed mechanisms. Technical review boards and



governments could use the Tucker framework to determine
the potential of malicious use of certain technologies. As
the framework requires monitoring a technology, assessing its
misuse and evaluating its governability. Differing expertise is
required for each of these assessments. In addition to hard
law, the Tucker Framework enables relevant actors to develop
packages with a variety of different governance tools including
soft law.

Risk concerns might be raised by employees within a com-
pany, customers and citizens exposed to an AIS. It is important
that concerns and complaints are channeled through dedicated
focal points in companies or on the governmental level, and
that the evaluation criteria and metrics from companies are
transparent and audited. The inclusion of risk assessment into
governance mechanisms could also be coupled with a foresight
function as in the example of the WHO, described above. This
would allow estimating the benefits and risks of technologies
according to different future scenarios and time frames.

3) Bridging Gaps

It is important to bridge the gap between higher and lower
levels by making the tools of governance and processes
understandable. The incorporation of formalized links between
the levels, such as for developer participation in technological
review boards, could enhance the positive exploitation of
governance tools. This not only allows better bidirectional
information flow but also increases trust through a participa-
tory process in decision-making. Additionally, online training
courses, best practice documents, and joint workshops help to
bridge gaps in understanding. A prevalent challenge is finding
a common language between different disciplines as terms
often have divergent meanings. Thus, a shared understanding
or mediation of language is essential. Clarification of concepts
and terms across communities can open silos and break down
language barriers. For example, accompanying the IEEE publi-
cation Ethically Aligned Design, a glossary of AIS terms with
their meanings for six different disciplines was published [34].
The disciplines include ordinary language, computer science,
economics and social sciences, engineering, philosophy and
ethics, and international law and policy. Such glossaries are
helpful for interdisciplinary teams as they prevent misunder-
standings and can also help bridge the different governance
levels.

One interesting observation is that the proposed governance
framework features several characteristics of AIS technology.
First, as an AIS consists of several components that are
combined in an architecture through links, also the governance
framework can be seen as an architecture taking into account
the variety of relevant actors with their interaction. Second,
AIS are often developed in a distributed and decentralized
manner with shared expertise of developers and open-source
collaboration. The governance framework also does not only
concentrate on top-down governance, but is rather a multi-
level governance framework with shared responsibility among
actors on the different levels with an exchange between
them. A particular focus is put on self-governance of the
levels and participatory mechanisms for actors on lower-

levels to contribute to higher-level decision-making. Third,
as in agile development, principles are applied for the de-
velopment of AIS, including several practices for increased
agile and adaptable governance mechanisms. A last common
characteristic is that certain AILS technologies include machine-
learning (ML) algorithms that feature learning from errors.
Through ML, AIS can adapt their behavior from interaction
with their environment. In the proposed framework, iterative
regulation and regulatory sandboxes are proposed that allow
enhancing governance measures similar to the way as self-
learning autonomous and intelligent systems adapt.

IV. APPLICATION OF THE FRAMEWORK FOR THE
DEVELOPMENT OF AIS

As outlined above, the governance framework is intended
to identify actors, and to develop governance tools and mech-
anisms for responsible design, development, deployment and
use of AIS. To exemplify how the framework can be used,
we apply it to the development of AIS with a focus on
industry standard-setting bodies, as well as companies and
developers that make up agile project teams. Fig. 2 shows
this application of the framework with prominent actors, tools
and mechanisms.

A. Levels for Decision-Making

The innermost three levels of the governance framework
focus on components of a company including developers,
project teams and different business units. Every company is
embedded in its industry, which is the fourth level. The two
outermost levels represent policy-making and standardization
both on the national and international level.

The actors on the individual level are developers that either
contribute to the codebase, collect and pre-process data, train
the AIS or design hardware components and interfaces. These
individuals have varying backgrounds such as electrical or me-
chanical engineering, data science or computer programming.
Apart from developers, an agile team generally has additional
members including a product owner for strategic planning,
scrum master facilitating the agile development process, de-
signers for human-machine interaction and mechanics. Tech-
nical project teams are generally embedded in a department
or business unit within a company. For simplicity, we do not
focus on these levels but just consider the company as the
next level within which the project team functions. A variety
of project teams and other entities such as sales, marketing,
procurement, and management are part of the company-level
circle.

Every company is embedded in its industry. In the example
of robotics, a company is at least part of the industry circle of
robotics and automation engineering. However, it also plays an
important role in the domains in which the AIS is used such
as the medical sector, mining or logistics. The actors on the
industry level are industry consortia, associations, and other
loose industry networks or affiliations. The outermost levels
are policy-making and standardization both on the national
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Fig. 2: Application of the multilevel governance framework for the development of AIS with levels, actors, tools and mechanisms
for governance and oversight with a focus on industries, companies and developers.

and international level. They contain national policy-making
bodies such as parliamentary and executive branches, and
standard-setting bodies such as the Deutsches Institut fiir
Normung (DIN) in Germany, political and economic affili-
ations between states such as the EU, UN or international
standard-setting bodies such as the International Organization
for Standardization (ISO) and the IEEE Standards Association.

B. Tools for Guidance

Governance tools guide and influence the decisions of the
actors. Prominent examples are depicted at the left-hand side
of each level in Fig. 2. It is important to note here that
the diagram may create a false impression that a specific
governance tool is restricted to one particular level, which is
not the case. Rather, it influences the decisions of multiple
actors on different levels.

Starting with the innermost level, decisions of developers
are influenced by their values and moral principles, or those
of the company for which they work. The formal commitment
to a moral codex such as the TechPledge [26] or the Montreal
Declaration for responsible Al development [27] is both able
to raise awareness and also to make implicit values explicit
through specific and effective statutes. A shared ethos of AIS

developers could additionally create a common understanding
and awareness of responsibility within the profession. A
formal pledge during education, similar to the Hippocratic
Oath for medical doctors [35] could intensify a common sense
of responsibility. In the case of software or machine learning
engineers, the technical knowledge, education and available
technological tools strongly influence how code is written,
what the focus is during development, which considerations
are taken into account and for what the code is reviewed
and tested. In the case of bias in datasets or models, an
increasing number of technical tools for bias checking and
fairness metrics are being developed. If a developer is aware
and has access to these tools and metrics, they will strongly
influence the development process.

On the project team level, developers regularly engage with
team members and other relevant stakeholders, such as experts
in the field for which the application is being developed.
Thus, the terminology used influences the interactions of the
team. In the case of diverse teams, it is important to find a
common language with a shared understanding of terminology.
This requires ongoing explanations and regular clarification
of terms in order to avoid misunderstandings. The role of a
translator that mediates between team members with different



backgrounds or with outside stakeholders facilitates clarifying
terminology that might be understood differently in various
domains. In addition to language, the decisions of project
teams are influenced by design principles. These often aim at
consistency across a codebase and the seamless integration of
different components within a software or hardware system.
However, principles could also define mitigation approaches
for challenges posed by AIS. Furthermore, reporting require-
ments, security and safety guidelines, and technical approaches
to risk mitigation will guide the decisions of project teams.

On the organizational level, many companies have created
formal codes of conducts. These influence the management in
their strategic decisions, procurement teams in their sourcing-
strategies, marketing on how the brand is promoted and
division heads on the projects to be started. In addition
to codes of conduct, codes of ethics or best practices can
be defined within a company. Quality management offers
a formal approach to influence product development with
design principles for teams and internal review processes.
Internal auditing of code, as well as final quality control
for software and hardware are tools that can ensure specific
quality requirements are met. Documentation of development
stages such as training processes for machine learning models,
applied datasets, achieved model accuracy and fairness metrics
provide additional important contributions towards managing
and ensuring the consistent quality of an AIS, which can be
prescribed in quality management rules.

A company is embedded in its relevant industry together
with its competitors and customers. Thus, from a competitive
perspective, decisions of companies in an industry are influ-
enced by peer pressure, user demand and competitive products
and services. Industry standards ensure that a company fulfills
certain quality and safety requirements, and therefore influ-
ence company decisions.. Another set of tools that influence
company decisions can be ethical guidelines that are created
and promoted by industry consortia. A prominent consortia in
the field of AIS is the Partnership on Al, with more than 90
partners, which develops Al ethics guidelines as best practices
for its members. Another example is the US Association for
Computing Machinery that published its seven Principles for
Algorithmic Transparency and Accountability in 2017 [36].

On the two outermost levels, national governments pass
laws and institute regulations. International organizations fa-
cilitate the enactment of international treaties. Additionally,
accredited certification bodies can certify that a company
complies with certain standards. International standards can
either be used directly by companies or after they have been
harmonized with national standards. As an example, for the
field of robotics, on of the first norms relevant to AIS outside
the delimited space of industrial robotics was ISO 13482
(Robots and robotic devices - Safety requirements for personal
care robots), published in February 2014. It was harmonized
in national standards as, for example, in the German norm
DIN EN ISO 13482:2014.

International standards related to AIS are not only directed
at safety and security. The ongoing project of the standard

series IEEE P7000, undertaken by the IEEE Standards Asso-
ciation, aims at addressing the intersection of technical and
ethical considerations of AIS across domains and through-
out a systems lifecycle. Relevant for the national level are
international treaties such as arms control regimes that must
be harmonized to national law and laws from multinational
organizations, such as the GDPR of the EU that its member
states and those that want to do business with the EU are
required to respect. National export controls can be relevant for
limiting dissemination of dual-use technologies. Needless to
say, national law is relevant to all companies within a country
and defines how the actors deploy and use a technology in a
particular domain.

To conclude, the actors on the different levels of the gover-
nance framework have and are making important decisions
on how AIS are designed, developed, deployed and used.
Decisions of the actors are influenced by certain governance
tools of which prominent ones are depicted in Fig. 2. The
effectiveness of a tool, in particular in the case of soft law
that is not legally enforceable, depends on its applicability,
usefulness, and acceptance by the relevant actors within the
respective level.

C. Mechanisms for Governance and Oversight

Fig. 2 shows several proposed governance mechanisms with
the tools they impact and the actors that take part in the
mechanisms. As it can be seen, not only neighboring levels
are linked but participation and information flow happen over
various levels as for example individuals can engage in and
contribute to decision-making on the national or international
level. Mechanisms can be grouped into the three spheres of
influence Organizational design, National coordination and
International coordination, which are outlined in the following
in detail. The proposed mechanisms are not an exhaustive list
of measures for the governance of AIS development. They
are rather exemplary mechanisms, which seem particularly
promising and show how the framework can be used to create
these mechanisms by coordinating relevant actors.

1) Organizational Design

Beginning at the core of the framework, developers formu-
late commands and write source code that determines how the
AIS work. Thus, special focus needs to be put on mechanisms
that shape the tools on which developers base their decisions.
As described above, developers and engineers are influenced
by the technology and by their personal value system, but they
are at the same time embedded in the bigger circle of a project
team. In the case of agile software development, development
sprints are scheduled for one to four weeks after which a sprint
review is held. In this review, besides the development team, a
scrum master and a product owner take part. Two mechanisms
could be introduced here in order to incorporate perspectives
on the wider implications of AIS. One possibility is that the
participants of the sprint reviews are expanded with social
scientists or ethicists. These would bring in ethical and societal
considerations to the otherwise rather technical and business-
oriented discussion during the sprint. Another possibility is to



dedicate a part of the sprint towards a critical assessment of
the wider societal impacts of technical features. By bringing
ethical topics and diversity of members into development
sprints, both the design principles of a project team and also
its language can be changed. From raised concerns, developers
might also realize a need for a dedicated technical solution,
for example, testing a dataset on potential biases. Finally,
by reflecting on one’s responsibility and alignment to ethical
guidelines or company codes of conduct, the personal values
of a developer are highlighted. In case a raised concern is not
acknowledged by the other members of the project team or its
solution needs to be addressed on a higher level, such as on
the company, industry or national level, the establishment of
mechanisms for concern raising within a company such as an
ombudsperson in charge of ethical concerns or channels for
claims. Requests on clarification of law and the formation of
industry associations on the national or international level are
all potential means for bottom-up information flow.

Within a company, governance tools influence the develop-
ment stages of products, starting with the creation and approval
of business ideas and including requirements for the design
of an AIS and how they are finally developed and tested
through dedicated procedures. The first group of mechanisms
that strongly governs how development is executed within
a company are its internal processes. It makes a difference,
whether a developer is being held responsible for the code
he or she writes, or rather considers him- or herself as
only a small gear in the machinery for whom as soon as
the code is integrated into the bigger codebase, he or she
looses any responsibility. If responsible development is the
aim of a company, a certain level of ownership should be
established for a developer and a project team. However,
as one developer might only implement a limited number
of aspects and components of a bigger product, a dedicated
unit within a company is important for a comprehensive risk
review of a product. A technology review board could review
research proposals and product ideas before the development
stage and continue with audits of new features with respect to
challenges and risks in a pre-deployment phase. However, all
risks and consequences cannot be anticipated and mitigated.
Thus, it is particularly important to monitor AIS products
after deployment regarding its impact on individuals and
communities, its social acceptance and any public concerns
raised. Feedback from customers’ experience and a continuous
review after deployment allows a company to improve the
system design and tailor future quality requirements. With
suitable processes, these learnings would then propagate down
to project teams in the form of adjusted design principles and
quality standards. Members of a company technology review
board could engage on the level of project teams during a
sprint review and raise ethical, societal impact or risk concerns
about new features. Conversely, developers could also delegate
technical experts as representatives to the technology review
board, in order to bring technical competence from project
work to the board.

Besides a formalized review board, informal groups could
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be created within companies that exchange their experience
and discuss ethical and risk concerns about the products.
Through such platforms, team members could be encouraged
to debate current or potential future ethical dilemmas together
with ethicists or social scientists. The basis for responsible
development, however, is that an employer grants explicit
resources and dedicated time to employees to reflect, and
more importantly, to take measures towards responsible tech-
nological development that requires more effort than achieving
the bare functional requirements. The continuous monitoring
of processes, transparency measures, ethical debate clubs,
and resource allocation for responsible development might
be considered as a burden by a company. However, it could
give a company also higher credibility and an improved
reputation that results in a competitive advantage towards other
companies in the same industry, as well as help to prevent later
customer criticism or liability risks.

An important governance mechanism that influences the
strategies of companies is exposure to competitors in the
same industry. Exposure can have various forms such as
deliberate experience exchange, competition, the formation of
associations and industry consortia, or the joint development
of standards. Deliberate experience exchange on safe and
responsible AIS development could be promoted between
companies in the same industry. For example, individual
company codes of conduct could be aligned for the creation
of industry guidelines as in the case of the Partnership on
Al initiative. This would counteract the increasing fragmenta-
tion and multiplication of ethical guidelines from industries,
companies, and NGOs with differing codes of conduct. It is
important that a consolidation of guidelines includes a broad
range of actors and is developed through transparent processes.
The facilitation by a respected organization, such as in the
chemical sector with the Hague Ethical Guidelines created
under the umbrella of the Organization for the Prohibition of
Chemical Weapons (OPCW) [37], can be a helpful mechanism
for broad acceptance and transparency. Additionally, best prac-
tices on quality management or process monitoring could be
exchanged within industry consortia. A dedicated group might
be created which brings together representatives from several
company technology review boards in a new industry-wide
exchange. Such a group could facilitate experience exchange
and early-detection of unintended consequences. Additionally,
technical problems and societal challenges after deployment
could be discussed within this group and be fed back to the
companies’ project teams.

2) National Coordination

Intensified cooperation and experience exchange between
companies could also result in the creation of national stan-
dards, or to identify common challenges shared by companies
of a certain industry. This could be the identification of nec-
essary legislation to ensure a level playing field. It might also
be the incentivization of behavior away from immediate com-
petitive advantage by helping companies within an industry in
a collective way. Such interests can be brought forward on a
national level either through lobbying of individual companies



or through industry interest groups. An example of this would
be to set strict rules for the utilization of personal medical data
with high security requirements such as for cancer detection in
medical images through classification models. For a particular
company, high requirements will result in increased effort and
costs for an application. However, if all companies are legally
obliged to follow certain standards on data security, for exam-
ple, the burden is evenly shared among all competitors without
giving a disadvantage to those companies setting high-quality
standards on data protection. This would make potential data
breaches less likely and in the medical industry build trust
between patients to share data. Helping companies that require
data for training accurate models and benefiting the industry
as a whole. For research-focused companies, voluntary peer-
review of development processes could be established within
a research network. Such a network could also take on an
important role in the certification of companies and products
providing a competitive advantage.

Education and awareness-raising are important mechanisms
on the individual level. If, for example, a developer is sensi-
tized about a potential societal impact of his or her actions and
technological products, then it is more likely that he or she will
naturally reflect on their contribution and raise concerns within
a project team. Any meaningful participation, such as an active
engagement in the ethical part of a sprint, requires that the
team members have a certain level of awareness of the wider
impact of AIS. Early education in schools and particularly at
the university level in technical courses is important. Ethics
courses for technologists working in an industry need to
start at an early stage in their career. Early reflection and
opinion formation with peers during education can motivate
developers to raise concerns with a high degree of commitment
throughout their career.

To close the gap of the pacing problem, a certain amount of
technical expertise and advice for policy-makers is essential.
Informed advice can help to create solid scientifically-based
regulation. However, every actor brings in their own interests
and subjective science-based advocacy could lead to biased
advice and policy-making. Thus, a balanced view and diverse
representation from different industries, key companies, civil
society and NGOs must be ensured as well as input from
varying gender and socioeconomic backgrounds.

Governments need to build up own competence and ex-
pertise within ministries and throughout agencies. A national
technical review body for AIS would facilitate the monitoring
of AIS after deployment regarding unforeseen, unintended or
neglected consequences. Such a national body could also be
a focal point for citizen complaints or inquiries regarding
adherence to standards and compliance to laws by certain
technologies. Government agencies and the oversight body
would additionally undertake regular outreach activities to
the research and development communities for experience
exchange and to fulfill auditing activities. Apart from oversight
and policy-making, governments can also shape industry stan-
dards and foster adherence to them. In the case of contracting,
a government can set particular contractual requirements.
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This can lead to the development or modification of industry
standards. Additionally, terms and conditions for the funding
of research activities can require risk mitigation strategies and
adherence to guidelines from industry and standard-setting
bodies such as ISO and IEEE. Governments also need to
actively promote research on technical measures for risk
mitigation of AIS through dedicated grants.

3) International Coordination

The third sphere of influence for governance mechanisms
is the international level. This does not only comprise the
coordination of governments but also international standard-
setting bodies, institutes for certification and international
organizations. Scientific or industry advice is also relevant
in international discussions and conferences. In addition, re-
view of many technologies and the oversight of development
need to take place on the international level as multinational
corporations operate on a global level across borders, with
products and AIS often being rolled out globally with only
minor differences and adjustments in hardware and software.

Supranational fora such as the EU Initiative on Al can
be used as a governance mechanism to mediate between
different levels and thus facilitate information flow from lower-
levels such as developers, companies, industry groups and
governments to the international level. This can be achieved
either by seminars and workshops with the different groups,
international committees that aim at representing the diverse
input of lower-level actors such as in the EU High-Level
Expert Group on Al, or by collecting feedback for policy-
proposals through online collaboration tools.

A risk management body similar to the WHO Expert
Group on Ethics and Governance of Artificial Intelligence for
Health could help in establishing interoperability of systems,
setting standards and proposing international rules. However, a
outstanding question is whether an international treaty around
AIS with a dedicated organization, such as the OPCW, would
be supported by a large number of states. Clearly, such a
body could help in the creation of prominent and consoli-
dated ethical guidelines. However, it is questionable if the
international community would be able to negotiate a common
understanding and scope for required regulation and norms of
AIS. In any case, the international community should leverage
the existing ecosystem including the International Telecom-
munication Union and other relevant UN bodies such as the
United Nations Office for Disarmament Affairs (UNODA) to
define responsibilities on particular aspects of AIS governance.
This is essential to avoid further fragmentation of international
governance tools and actors.

The establishment of international networks, such as the
professional organization IEEE, and conferences, like the Al
for Good Global Summit, allows pooling the input of a wide
group of different actors on the global level. Within these inter-
national conferences and organizations, norms and challenges
can be discussed under different perspectives and cultural
backgrounds. Low entry barriers need to be ensured to allow
the participation of diverse actors, and an honest debate on AIS
chances and challenges. Through these activities, governance



tools can be created in the form of statutes, pledges, formal
standards or declarations, commitments by industries to self-
governance, and by governments to established regulations
and regulatory agencies. Globally, an international governance
coordination committee such as the International Congress for
the Governance of Al [25], can be able to mediate between
different actors as a good faith broker. A diverse and inclusive
composition of participants is crucial for efficient monitoring
technical developments and the creation of respected and
effective governance.

V. CONCLUSION

AIS are increasingly applied in a wide range of different
domains, such as the medical sector, and soon they will be
ubiquitous as personal assistants in the home. These appli-
cations offer considerable benefits. However, several charac-
teristics of AIS such as potential unintended large-scale con-
sequences, potential weaponization or malicious misuse, and
the unpredictability of self-learning systems pose challenges
for the current governance ecosystem. Weak institutions, low
technical expertise, together with slow regulatory processes by
policy-makers are inappropriate for the effective governance
of rapid and distributed AIS development. At the same time,
an increased number of initiatives and proposals for new forms
of governance and industry self-regulation together with a
multilevel suite of governance tools offer promise for guiding
decisions in AIS research and development.

As a practical contribution towards mapping and coordi-
nating the global governance landscape towards effective AIS
governance, we propose a multilevel governance framework.
It can facilitate the identification of relevant actors and the
development of tools that guide their decisions and behavior.
Furthermore, we propose governance mechanisms that allow
formal links and interaction between the actors. Mechanisms
allow higher levels to propose or enforce the application of
governance tools or to establish oversight processes for actors
on a lower level. Governance mechanisms also serve as links
from lower levels to higher levels such as participatory mecha-
nisms that facilitate bottom-up information flow or enable the
contribution of proposals of individuals to higher decision-
making bodies. The governance framework is complemented
with good practices and elements from agile governance such
as iterative policymaking, regulatory sandboxes, and periodic
reviews of governance tools. These practices both contribute
to the efficient functioning of the proposed governance mech-
anisms and facilitate adaptive governance.

The proposed governance framework outlined is intended
to be a practical contribution towards the responsible design,
development, deployment, and use of AIS. It allows the identi-
fication of relevant actors, develops and evolves their decision-
making tools and sets up mechanisms for the governance and
oversight of these tools and technology. Additionally, good
practices contribute to the efficient functioning of the mecha-
nisms. We encourage actors on the different levels including
developers, private companies, governments and international
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organizations to apply this governance framework to ensure
responsible, beneficial and sustainable application of AIS.
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