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Mitigating Cascading Effects in Large
Adversarial Graph Environments

James D. Cunningham, Conrad S. Tucker

Abstract—A significant amount of society’s infrastructure can be modeled using graph structures, from electric and communication
grids, to traffic networks, to social networks. Each of these domains are also susceptible to the cascading spread of negative impacts,
whether this be overloaded devices in the power grid or the reach of a social media post containing misinformation. The potential harm
of a cascade is compounded when considering a malicious attack by an adversary that is intended to maximize the cascading impact.
However, by exploiting knowledge of the cascading dynamics, targets with the largest cascading impact can be preemptively prioritized
for defense, and the damage an adversary can inflict can be mitigated. While game theory provides tools for finding an optimal
preemptive defense strategy, existing methods struggle to scale to the context of large graph environments because of the
combinatorial explosion of possible actions that occurs when the attacker and defender can each choose multiple targets in the graph
simultaneously. The proposed method enables a data-driven deep learning approach that uses multi-node representation learning and
counterfactual data augmentation to generalize to the full combinatorial action space by training on a variety of small restricted subsets
of the action space. We demonstrate through experiments that the proposed method is capable of identifying defense strategies that
are less exploitable than SOTA methods for large graphs, while still being able to produce strategies near the Nash equilibrium for
small-scale scenarios for which it can be computed. Moreover, the proposed method demonstrates superior prediction accuracy on a

validation set of unseen cascades compared to other deep learning approaches.

Index Terms—Deep Learning, Network Theory, Game Theory, Graph Neural Networks

1 INTRODUCTION

OMPLEX networks are often susceptible to large cascad-

C ing impacts resulting from the failure of only a small
number of their elements. If a small set of users share a social
media post containing misinformation, it can spread to mil-
lions of people [19]. Likewise, a small number of overloaded
devices in the power grid can initiate a cascade that leaves
thousands without power [17]. This potential for harmful
effects to spread from a small initial subset of a network
makes network environments an appealing target for mali-
cious entities. An adversary will seek to maximize harmful
impacts by simultaneously attacking multiple elements in
the network. For example, in the electric power domain, a
2022 attack on two substations in North Carolina’s electric
grid were severely damaged by gunfire within a 10 minute
interval, causing a cascade that left more than 45,000 people
without power [4]. This combinatoric aspect of the attack
creates a scalability problem when considering preemptive
defense strategies, because as the size of the graph grows,
the number of combinations of possible targets to prioritize
grows exponentially for both the attacker and the defender.
While game-theoretic models provide solutions to the
cascading impact defense problem in theory, in practice
they have only been applied in a limited fashion due to
the computational intractability of obtaining exact solutions
for large networks with combinatorial actions [27]. As an
illustrative example, in order to solve the exact Nash Equi-
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Fig. 1. Size of payoff matrix for security game with N targets and (];’)
actions available to both the attacker and defender, plotted in logarithmic
scale.

librium (NE) for a finite security game where the attacker
and defender can each choose 2 out of N targets, data
for the cascading impact of every combination of possible
attack and defense actions must be collected. This leads to
a payoff matrix of size (g )", which grows exponentially as
the number of targets increases, as shown in Figure [I} On
top of this, in the general case, the complexity of solving for
the NE is exponential with respect to size of the payoff ma-
trix. This compounded exponentiality in complexity makes
directly solving for the NE infeasible for all but the smallest
networks when allowing combinatorial actions. As a result,



a popular method for applying game theory to cascading
impact defense is to restrict the number of possible targets
to a subset of the elements in a graph, typically to less
than 50 combinatorial actions, for which directly solving the
NE is still computationally viable [1], [14], [22], [28], [30].
A second State-of-the-Art (SOTA) approach is to reframe
the possible actions from selecting individual targets to
selecting from a set of predefined strategies, namely uniform
random sampling and heuristic-based ranking [6]], [18], [27].
By restricting the strategy space in this way, a separate
NE can be computed that gives the optimal probabilities
of each player selecting from these predefined strategies.
This framing of the problem eliminates the exponential
complexity that comes from large graphs and simultaneous
attacks, as the number of actions is only proportional to the
number of predefined strategies. However, this framing is
much less expressive in terms of the possible strategies over
all attack targets.

Each of these two approaches reduce the complexity of
the problem in order to accommodate traditional methods
of solving for a NE. However, by employing a data-based
approach to learn an approximate NE, the gap between
these two SOTA approaches can be bridged, enabling so-
lutions that are scalable to large networks and also fully
expressive over the entire combinatorial action space. In
this work, a Graph Neural Network (GNN) with multi-
node embeddings is used to capture joint features between
combinations of nodes and predict a cascading failure. This
is combined with an action-restricting method in which
many subsets of the full combiantorial action space are
created. The GNN is then trained on a set of cascading
impact outcomes in each of these sub-games and learns
to generalize to the full combinatorial action space. We
hypothesize that using training data that is structured as
sub-games within the larger security game will improve
generalization of the neural network compared to procuring
the same amount of training data via sampling the entire
action space.

However, while neural networks are able to generalize
effectively when given enough data, collecting the volume
of data they require is often a bottleneck. Real-world data
for cascading impacts is typically very scarce, and even sim-
ulated data is often time consuming to produce depending
on the fidelity of the simulation and the complexity of the
cascade dynamics. In this work, Counterfactual Data Aug-
mentation (CfDA) is also employed to overcome this bot-
tleneck by generating additional data more efficiently than
factual data can be obtained. CfDA leverages knowledge
about the underlying dynamics of the domain to generate
additional counterfactual training data from existing factual
data that have been collected. It does so by combining
aspects of different factual training examples, in this case
nodes belonging to combinatorial actions, in new ways to
create counterfactual data that is then efficiently validated
as physically plausible. CfDA has shown success as a way
to increase available training data for deep learning, even
outside of combinatorial contexts [5], [20], [23].

In order to make CfDA possible in the cascading im-
pact domain, this work introduces algorithms for validating
counterfactual data in the context of two generic models
of cascade dynamics. For each of the cascading models
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covered, a counterfactual validation algorithm is presented
that combines factual data collected from simulation in
novel ways to create counterfactual data that can then be
trained on by the neural network. Although there are many
possible models of cascading impact, the two chosen for
study in this work each address a broad class of cascade
types and are generic to multiple application domains. In
addition to works that use these cascading impact models
as is, minor variations upon these models are ubiquitous in
the cascading impact literature.

We show that the proposed method is able to generate
close approximations to the NE strategies on 25 node graphs
that are in the upper range of scale for which directly solving
for the NE is feasible, as well as generate less exploitable
strategies than the strategy-restricting methods on graphs
as large as 1,000 nodes, for which directly solving for the
NE is not feasible.

In summary, the main contributions of this work are as
follows:

e We introduce a method to learn arbitrary strategies
over large graphs by partitioning the action space
into subspaces during training and using GNNs with
joint node embeddings.

e We introduce methods for the generation of counter-
factual data from a factual set of data for two cas-
cading impact models that are applicable to different
sets of domains.

e We conduct extensive experiments that demonstrate
the generalizability and scalability capabilities of the
proposed method.

The rest of this paper is organized as follows; Section
reviews related literature on cascading impact modeling,
graph environment security, and feature extraction from
graphs. Section [B| details the game-theoretic formulation
of the cascading impact security scenario, as well as the
cascading impact models used in this work and the domains
to which they are most relevant. Section ] presents the algo-
rithms for generating counterfactual data under each of the
cascading impact models presented, as well as the details
of the neural network architecture and training method.
Section [5| details the experiments conducted to validate the
proposed methods and provides a discussion on the results.
In Section [6] the authors present conclusions drawn from
this work and directions for future work.

2 RELATED WORK

In this section, we review closely related work to the pro-
posed method in graph feature extraction, graph environ-
ment security, and cascading impact models.

2.1 Graph Feature Extraction

Graph Neural Networks (GNNs) have been widely used
in tasks such as node classification, link prediction, and
graph embedding on graph-structured data [33]. K. Chen et
al. [7] developed GCCAD, an GNN designed for anomaly
detection. This is a self-supervised framework that designs
a graph corrupting strategy for generating synthetic node
labels. This method being tuned for anomaly detection
makes it an viable candidate for this problem, as nodes that



TABLE 1
Comparison of the features of this work to those of the most closely related literature.

Features Guoetal. [1] | Chenetal. [2] | Kongetal [3] | Wang etal. [4] | This Work
Large (> 100 Targets) Networks v v v
Model Defensive Intervention v v v v
Represent Arbitrary Strategy v v v

a player may want to target are likely to be anomalous. B.
Chen et al. [8] introduce a method of graph embedding that
removes the pooling of node features, which often reuslts
in a critical loss of information, and instead models the
distribution from which nodes are sampled. The proposed
DKEPool outperforms state-of-the-art methods on graph
classification tasks.

However, the typical way in which GNNs embed sets
of multiple neighbors, by aggregating individual node em-
beddings, has severe limitations in that it cannot capture
features that are dependent upon the joint set of nodes, such
as the set of common neighbors between a set of nodes. This
is problematic when interactions between specific nodes
must be captured, as is the case with cascading impact
and other domains such as gene co-expression networks
and academic social networks [29]. Thus, in this work we
employ a multi-node embedding strategy similar to the la-
beling trick proposed by Zhang et al. [32] to allow the neural
network to capture these joint features between nodes.

2.2 Security of Graph Environments

Graph environment security is a complex and multi-faceted
topic that has been studied from many different angles. In
some contexts, such as the power grid, parts of the graph
that have been disrupted by an attack can be recovered, and
novel approaches for optimal failure recovery have been
developed [21]. In other contexts, such as social media,
methods have been developed to preserve user privacy
from adversaries who seek to uncover private user data
[10]. However, in this work, we limit ourselves to the
preemptive defense of nodes in a graph environment, as
this concept is nearly universal across application domains
and particularly challenging in large graph environments.
The preemptive defense problem is well-modeled using the
game theoretic model of a security game, which is typically
two-player zero-sum. In Section [1} SOTA approaches for
implementing the security game model in large graph envi-
ronments were categorized into action-restricting methods
and strategy-restricting methods.

Action-restricting methods identify a small subset of
nodes or edges in the graph that are viable targets, effec-
tively reducing the size of the security game. Wei et al. [28]]
use a secuirty game model in a power grid environment
with 177 targets and assume that the attacker and defender
each choose two targets. The natural action space for this
problem is ('77) ~ 15,000, with with a payoff matrix size
on the order of 108. However, the authors employ action
restriction to eliminate all but 40 of these actions, and then,
after simulating each of these actions, further reduce the
action space to the 9 that yielded positive utility to the
attacker, for a payoff matrix of size 81. Paul et al. [22]
and Guo et al. [14] both implement a Minimax Q learning

approach to find the Nash equilibrium strategies for a
graph with a total of 46 targets of which each player can
select a single target at a time. Both of these works also
manually prune the action space from 46 for each player
down to 10 and 6 respectively. Minimax Q learning is a
well-known method for finding Nash equilibriums in two-
player zero sum games that are too large to directly solve for
the Nash equilibrium. Nonetheless, it still suffers from an
inability to scale to large action spaces and, as these works
demonstrate, requires manual pruning of the action space
for large problems.

Strategy-restricting methods define a set of fixed strate-
gies and reframe the actions in the security game as selecting
from one of these predefined strategies as opposed to select-
ing a set of targets directly. Li et al. [18] limit the strategy set
to a uniform random strategy and a deterministic strategy
that always chooses the nodes with highest degree, and
calculate the corresponding NE. Chaoi et al. [[6], use a similar
approach with a different metric for the deterministic start-
egy, developing a customized cost function for the cascading
dynamics. Wang et al. [27] use the Technique for Order
Preference by Similarity to Ideal Solution (TOPSIS) criteria
combined with the entropy weight method (EWM) to create
their deterministic strategy. This method calculates an im-
portance metric for each node by weighting four metrics of
node centrality; namely degree centrality, closeness central-
ity, betweenness centrality, and eigenvalue centrality. EWM-
TOPSIS is an algorithm that calculates the optimal weights
for each of these centrality metrics to provide an accurate
metric of the importance of the node relative to cascading
impact. They also use uniform random node selection as
the alternate strategy from which the NE is calculated.

Outside of the graph security domain, Deep RL (DRL)
methods that leverage neural networks have demonstrated
success in domains of multi-player games with very large
state spaces, including the board games Go, Chess, and
Shogie [24], [25], as well as competitive video games such
as DOTA2 [2] and StarCraft2 [26]. These approaches use
featurized state representations and neural networks to au-
tomatically learn to generalize knowledge about good action
selections from states encountered during training to unseen
states.

While action-restricting and strategy-restricting methods
each allow for the security game model to be applied to
large graph environments, they each have significant draw-
backs either in scalability or expressiveness. Deep learning
techniques for learning games have been able to scale to
large state spaces while maintaining expressive policies, and
this work uses a deep learning approach to achieve this feat
in the large action spaces of the graph security problem.



2.3 Models of Cascading Failure

Cascading failure is a widely studied problem across a
variety of domains. In this work, two models of cascading
failure and their corresponding domains are focused on. The
first is threshold-based methods of cascading. Under these
models, a given node will fail if a certain threshold fraction
of its neighbors fail. These methods have been applied to
financial contagion as in Gai et al. [11], where an inter-
connected network of banks can have a chain reaction of
failures if a bank fails that many other banks hold assets of.
In the social network domain, influence maximization has
been studied to maximize social influence by choosing a set
of seed k users in a social network. Influence maximization
has received much attention due to its applicability to viral
marketing, misinformation spread, and social recommenda-
tion [19]. Borodin et al. [3] studied threshold models in the
competitive influence of social networks.

The next cascading impact model studied in this work
is the shortest path cascade that has been widely used in
the transit domain. For instance Huange et al. [16] used
disaster spreading theory to analyze the cascading impact
of an urban rail transit network, and [12] looked at similar
cascading effects that can occur in networks of roads when
a single road closure occurs to due an attack on traffic lights.

While are many different models of cascading failure, the
two studied in this work were chosen for their generalizabil-
ity to multiple domains given small variations. This choice
was made so that the proposed CfDA generation algorithms
could have as broad an applicability as possible to multiple
application domains.

3 PRELIMINARIES

In this section, important background information is pro-
vided for the analysis of this paper. Let us define a graph
G = (V,E), where V. = vy,v9,...,uN represents the set
of N nodes, and E C V x V represents the set of edges.
Each node v; has an associated feature vector x; € R¥ that
describes the attributes of the node.

Let us define a cascading failure model as ¥ = C(0),
where O is the initial set of failed nodes due to an attack,
and VU is the set of failed nodes that failure has cascaded
to after the system has reached steady state. The full set of
failed nodes is then given by {2 = ¥ U O.

3.1 Security Game Model

We model the security scenario of preemptively defending
a graph environment from an attacker who seeks to cause a
cascading failure as a normal form security game, which has
often been used to model the defense of infrastructure from
adversaries [9]. The game is defined by a finite set of actions
available to both of the players and their corresponding
payoffs. The game is zero-sum, p, = —p4, where p, is the
payoff for the attacker and py is the payoff for the defender.
In a normal-form security game, the defender and the
attacker may employ mixed strategies, where they choose
actions probabilistically. For an action space A of size |4|,
let 74 € R4l denote the probability that the defender will
choose each action in A, and likewise 7, for the attacker. We
denote the expected payoff with respect to a mixed strategy
profile (mq, 7q) as P(7mq, 7q) = Er, ny[Pa) = —Enr, x,[Pd]
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In the context of the combinatoric cascading failure
problem, the set of possible actions for each player is a
combination of targets to attack or defend. In this work, we
limit ourselves to targeting 2 nodes at a time, as this alone
introduces scalability and strategy representation issues for
large Igraphs. Thus, the action space for each player has
size (2) and each action (o, for the attacker or ay for the
defender) represents a pair of nodes that the player selects.
The total number of actions considering both players is

clearly (gf )2, since every possible action for the attacker can
be paired with every possible action for the defender.

The failure model used to derive the set of initial failures
from the actions selected is given by:

0 =a, — (g Nay) (1)

Under this failure model, any nodes belonging to the
attack action set fail as long as they are not also present
in the defense action set. Once the final set of nodes (2
is computed from © via the cascading failure model, the
payoff for each player is given by:

Q
Pa = —Pd = % (2)

A strategy b is a best response to the strategy 7 if and only
if:
b, = max P(r',m) 3)

The expected payoff of the best response, P(b,,7), is re-
ferred to as the exploitability of strategy .

A Nash equilibrium in a normal form security game is
a mixed strategy profile where both players are playing a
best response to their opponents’ strategy, and thus neither
player has an incentive to unilaterally deviate from their
chosen strategy. For a zero-sum attacker-defender security
game, a Nash equilibrium is defined as:

mr = max min P(m,, m4) 4)
Ta TTd

7y = min max P(m,, 7q), 5)
T Ta

3.2 Cascading Failure

In this study, we focus on simple cascading failure models
that have been used in multiple domains. Among the nu-
merous models available, we have specifically chosen two
models for detailed analysis in this work. These models
serve as representative examples of broad classes of cas-
cade types that have been widely studied in the literature.
Therefore, the selected models provide a solid foundation
for demonstrating the generalizability of our method to
multiple domains of graph security. In this section, we detail
the properties of each of these two cascading failure models.

In general, a cascade consists of an initial set of failed
elements that lead to a new set of failed elements that
themselves lead to another set of failed elements, and so
on until a steady state is achieved. Let us define ¥, as the
set of failed nodes caused by the ¢-th round of cascading
such that ¥ = Uthl U, where T' is the number of rounds
of cascading failure after which steady state is reached.
Likewise, we define Q¢ as the total set of failed nodes as of



the ¢-th round of cascading, with initial condition ¢y = O,
such that (2 = Uf,T:o ;. We can then define the function for
a single-round of cascading as ¥y = ¢(£2;), of which the
function C(+) is composed as follows:

T-1
v=C(0) = () (6)
t=0

Next, we detail the specific properties of the single-
round cascade function ¢(+) for each of the cascading failure
models studied in this work.

3.2.1

We define a set of thresholds such that each node v € V has
a corresponding threshold ¢, € (0, 1]. These thresholds can
be assigned to nodes using domain knowledge or empirical
data. To create simulated data, thresholds can be generated
according to some probabilistic distribution. The threshold-
based cascading model is defined by the following single-
round cascade function:

Threshold-based Cascading Failure

W () N Q|

such that
IV (v)|

C(Qt) = Vv ¢ Q > ¢v ()

where N (v) denotes the set of neighbors of node v.

Cascade 1
Cascade 2
Cascade 3

Connected Failure Component

Fig. 2. An example of a cascade in the threshold-based cascading
model. The initial failed node is marked with a red "X”, and this failure
causes Cascade 1 which is marked with a causal arrow. As a result of
Cascade 1, Cascade 2 occurs, and so on with Cascade 3.

Figure [2| shows an illustrative example of a cascade
under the threshold-based model. Cascade 1 is triggered by
the initial failure, as one of its neighbors has a threshold
of 1/2 and only 2 neighbors, thus meeting the criteria for
a cascading failure. Once both of these nodes have failed
after Cascade 1, this triggers another node to fail in Cascade
2 as it has a threshold of 2/4 and is neighbors with both
failed nodes. Cascade 3 follows from Cascade 2, with two
additional nodes meeting their thresholds for cascading
failure from the set of failed nodes in Cascades 1 and 2.

An important consequence of (7) and the constraint of
¢; > 0 is that all nodes in ¥;;; must have at least one
neighbor in ;. Because )y = ©, all subsequent cascades
will contribute to growing connected components of failed
nodes originating from one or more of the initial failures
as can be seen in the example of Figure [2| Variations in
threshold-based models have been used to model cascading
failure in social and financial networks [3]], [11].

3.2.2 Shortest-Path Cascading Model

In this cascading failure model, an exchange of some quan-
tity (e.g., traffic, energy, information) is assumed between
all pairs of nodes along the shortest path connecting two
nodes. Each node v € V carries a load [, that is the number
of shortest paths between all nodes that pass through v,
not including the trivial shortest paths for which v is an
endpoint (without loss of generality). Each node also has a
capacity k,, which similar to ¢, in the threshold model is
assigned based on either empirical data, or according to a
probabilistic distribution with the constraint that k, > A,
where ), is the load on node v under the initial conditions
of the graph with no node failures. When a node v fails,
its load will be distributed to other nodes according to the
new shortest paths that are created in the absence of v and
other nodes that may have failed. Given the failure set 2,
we define the function to calculate the load on a particular
node v as I, = £,(£2;). The single-round cascading failure
function for shortest-path cascading is as follows:

c(Q) =Vv ¢ Q; suchthat I >k, 8

Figure [3|shows an illustrative example of this cascading
failure model. The node that fails initially has a load of 6,
as it is part 6 shortest paths between other nodes. When
this node fails, these shortest paths are routed through other
nodes that gain 6 load as a result.

+3 Load

Load=6

+6 Load

+6 Load +6 Load

Fig. 3. An example of load redistribution according to shortest-path
cascade rules. The red “X” marks the initial failed node, and the dashed
lines represent the shortest paths between nodes that traveled through
this node before it failed. The solid lines represent the redirected short-
est paths after the node failed. The black lines indicate that multiple
paths are following the same route. Also indicated is all the nodes that
gain load as a result of the initial failure, and how much load is gained.

Variations in shortest-path models have been used to
model cascading failure in traffic and network routing ap-
plications [31].

4 METHOD

In this section, the proposed method is detailed, including
the generation of the factual training data, the generation of
the counterfactual training data, and the model architecture
used to learn to predict cascading failure outcomes.

4.1 Factual Data Generation

In order to generate the training dataset, the action space
A of size |A| = (1;[ ) is partitioned into p subaction spaces
{A;}5"each containing M nodes and (%) actions. Then, ¢

trials are performed for each subaction space, where a trial



consists of simulating the cascading failure for a particular
choice of actions of the attacker and defender that belong
to the subaction space. When M is small, ¢ can be chosen

2
to be (A;) , so that all possible actions can be exhausted in
the subaction space. Figure [ shows an illustration of the
process of generating factual data.

Partition into p Subaction Spaces

OOO 1

=
O—g-0O Q—"F

O O E
Full Action Space

-

-

Perform g trials in each subspace .
L ]

Fig. 4. lllustration of the factual data generation process. The full action
space with all nodes available to both players is broken down into p
subaction spaces with limited sets of nodes available to target (outlined
in blue). In each of the ¢ trials, the node choices by the attacker (red)
and defender (green) are recorded as well as the nodes that belong to
Q for the trial (marked with red “X”).

After these trials have been performed, the result is a
dataset D(ay,, g, ), where a, € RP?%2 is the set of all
node pairs chosen by the attacker for all ¢ trials in all p
subaction spaces, aeq € RFPX2 ig the same for the defender,
and Q € R**¥ is a multi-hot encoding of the final set of
failed nodes after cascading failure has completed given the
corresponding attack and defense actions, where a value of
1 indicates that that particular node in the network failed as
a result of cascade in that trial.

4.2 Counterfactual Data Generation

CfDA complements the proposed action space decomposi-
tion by combining node selections by both players made in
different subaction spaces and their corresponding cascades
to create novel scenarios that are not represented in D. In
this way, CfDA adds data that crosses over between the sub-
action spaces. However, because these are novel scenarios
with respect to the factual data, the combined counterfactual
cascades must be validated as physically plausible given the
counterfactual action selections. Figure [f|shows an example
of the proposed CfDA process.

To validate the combination of actions from different
trials, it must be possible to isolate the contribution of
a specific attacked node v € © to the final cascade ().
This attribution process is specific to each cascading failure
model, and trials for which it is not possible are discarded
for CfDA. Let us denote the contribution to €2 of the initial
failure of node v € © as €2,,. Note that 2, C Q.

A counterfactual trial will begin with selecting nodes
v € ©1 and w € O, from two factual trials from different
subaction spaces, to create the counterfactual initial failure
set © = {v,w}. Then, the counterfactual final cascade is

constructed as Q@ = Q, U Q. ) is considered a valid
counterfactual scenario under the following condition:
() =0 9)

Note that this condition is dependent on the cascading
failure dynamics, and requires that ) is at steady-state.
In order for CfDA to be beneficial, it is important that

Factwal Trial 1 Counterfactual Trial Factual Trial 2

) e x ®
® 9 [~ & 9 o— O — = @@
X O X @ s L
Invalid EERLELEETE N valid - il -

Validation |
Algorithm |
|

Counterfactual Dataset

Fig. 5. lllustration of the general counterfactual generation process.
A counterfactual action is created by mixing attack and defense ac-
tions from two different factual trials that come from different subaction
spaces. All failures associated with the attack actions are also incor-
porated into the counterfactual trial. Then, this counterfactual example
is evaluated on its realizability under the specified cascading dynamics
and added to the counterfactual dataset if it is feasible.

the condition (@) can be evaluated more efficiently than
evaluating the factual outcome of () = C/(©). This section
presents novel methods to perform this efficient validation
of counterfactual data for multiple models of cascading
failure.

4.2.1 Threshold-based Cascading Model

Recall the property of threshold-based cascading in Section
B-2.T| which states that 2 can be represented as a set of con-
nected components containing one or more initial failures
each. Because of this property, the attribution of 2, can be
done by identifying the connected component I';, € €2 such
that v € T',. If there are two nodes in © but only a single
connected component, then this indicates that the cascades
originating from these two initial failures have merged, and
this trial is discarded for the purposes of CfDA. Otherwise,
we take () = I',uly, where v € ©1,w € Os.

Proposition 1. Given c(-) is the threshold-based model of cas-
cading failure as defined in @ the condition (9) is true if and

only if ¢, > KL A%‘”‘ Vo ¢ Q holds.

Proof. Take Q) to be Qo Condition @) states that Ql = 0.

N (v)N2
anode v € Q if and only if ¢, < W

and v ¢ Qo Therefore, by contradiction, Ql = () if and only

N (v)N2
if ¢, > WOl vy ¢ O m

According to

Proposition [I] can be evaluated more efficiently than
calculating the factual sample ) = C(0), as it it only
performs a single round of cascading failure computation,
as opposed to the T steps of computation that is required in
calculating a factual sample. Intuitively, this counterfactual
data allows for many round of cascading computations to
be reused in other scenarios where the same cascades would
also occur.

4.2.2 Shortest-Path Cascading Model

Unlike the threshold-based model, the shortest-path model
has no requirements that €2,,,v € © be a connected compo-
nent. Rather, the failure of v will induce some change in the



load on all other nodes in the graph, which initiates the cas-
cading failure process. Let us define the vector 7, € RV 1
as:

Yv = gw(Qv) - )\um

This vector =, represents the change in load on all other
nodes as a result of the failure of v. Note that because [,
represents the number of non-trivial shortest paths that pass
through v, no other node can gain more than [, in load due
to the failure of v. Therefore, the load gained by any other
node w as a result of the failure of node v can be upper
bounded by:

Yw € V,w # v (10)

’Yv(w)g Z lz, ’LU7£'U

zeC(v)

(11)

This inequality represents the worst-case-scenario from the
perspective of node w, that all shortest-paths that were
routed through nodes in Q(v) are now routed through w
as a result of its failure.

Proposition 2. Given c(-) is the shortest-path model of cascading
failure as defined in (8), the condition (9) is true if for v € ©,
and w € Oq either of the following two conditions hold:

kn = Ao+ (1) + X oco ler ¥ ¢ Q
kn > An +Yw(n) + 3 co@) bz Vn ¢ Q

Proof. Take Q to be Q. Condition @) states that o8 = 0.
According to , n only belongs to Qq if k, < £,(o).
We have £,(Q0) = £,(Qv)) + £,(Y(w)), where Q' (W)
indicates that the cascade is performed on the modified
graph with nodes in Q(v) already removed. For this reason,
while we can take £,(Q2(v)) = ~,(n), it is not neces-
sarily true that ¢, (' (w)) = l,(n). However, the upper
bound in can be substituted to create the lower bound
kn > 1, 4 Ay (n) + 3 caqu) L Y0 ¢ Q. The subscripts v
and w can be trivially switched to create the second lower
bound. O

The conditions of Proposition [2] can be efficiently evalu-
ated by first calculating Al,, Vv € V, as well as the upper
bound for all nodes. The number of calculations in-
volved in calculating these quantities in used in Proposition
scales linearly with N, making it efficient to calculate in
an action space that grows exponentially.

4.3 Payoff Prediction Model

In this section, the proposed method is detailed for using
the dataset created as outlined Sections[4.1land [4.2] to train a
neural network model to predict §2 for a trial given attacker
and defender actions «, and «g4. This prediction model is
performing multi-label binary classification using the multi-
hot encoding of €} as a label. The model aims to predict the
likelihood of each node in the network failing for a given
trial. The goal of this method is to train this neural network
on a small fraction of the exponentially large number of
actions, such that it can accurately predict actions that it
has not seen before. Then, the neural network’s capability
for efficient parallel evaluation will allow it to predict out-
comes for the rest of the actions for which there is no data.
Subsequently, strategies can be generated based on these
predictions.
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Under the cascading failure models studied in this work,
each node has the feature of either a threshold or a capacity
that impacts its cascading dynamics. Thus, the node feature
matrix that is passed to the model X € RY consists of the
thresholds or capacities of each node.

Because binary input features are not conducive to
learning for neural networks, the multi-hot encodings are
mapped to a continueous embedding space. Each of the
(J;f ) actions is mapped to a unique continuous embedding,
and learnable parameters aim to map similar encodings to
similar continuous embeddings. Note that this step is a
multinode embedding, as each pair of nodes is embedded
jointly. This is contrary to most GNN node embedding
techniques that aggegregate single-node embeddings, and
ignore joint features of node pairs. In this context where
actions correspond to node pairs, it is critical to capture
these joint features, as the cascading effects of a particular
node pair cannot always be captured by considering the
individual properties of each node alone. This joint embed-
ding of multihot encodings is similar to the labeling trick
proposed by Zhang et al. [32] to learn multinode features.

Node Features

Prediction

Defense Action Index b k.

Embedding Lookup -

-
»* Concatenate

Dense Layers
b
Attack Action Index

Fig. 6. The neural network model used to predict cascading failure pay-
offs in our proposed method. Takes as input the embedding of the overall
graph from the graph feature extractor, as well as the node embeddings
of the attacker’s and defender’s node choices and returns the payoff
value as output. Dimensions of each component of the architecture are
shown on the figure, where b is the number of features in the embedding
and h is the hidden layer size.

The node pair embeddings for both the attack and
defense actions are then concatenated with the thresh-
old/capacity node feature vector to create a learned en-
coding of the feature vector. This encoding is then passed
through a series of fully connected layers of fixed size h,
before the final layer maps it to dimension N. A sigmoid
activation function is used on the output layers so that
all values are in the interval (0,1) and correspond to the
predicted probability that each node is part of the cascading
failure. Figure [6] shows an illustration of the overall archi-
tecture.

5 EXPERIMENTS

In this section, extensive experiments are conducted to
validate the proposed method and benchmark it against the
most comparable approaches. The implementation of the



proposed method used in these experiments can be found
on the project’s GitHub repository.

5.1 Factual Data Generation

We choose to examine test-cases of graphs with 25,100, and
1000 nodes. The 25-node test-case evaluates the proposed
method’s ability to approach NE solutions on problems for
which the NE can be solved. A security game of this size
approaches the upper range for which it is reasonable to
directly calculate the NE. The size of the utility matrix for
a 25-node graph where two simultaneous targets can be

chosen is [U] = (%%)* = 90,000. The 100 and 1000 node
test cases evaluate the proposed method in scenarios where
directly solving for the NE is not feasible.

For each of these test cases, the subaction sets were
chosen to have 5 targets available to each player, for a
total of 100 possible combinatorial actions considering both
players. This choice allows every combinatorial action in
each subspace to be fully explored by choosing the number
of trials £ = 100. The number of subaction sets p varied for
each test-case, and was tuned for best performance.

After the dataset D is generated, duplicate combinatorial
actions are filtered out, resulting in approximately 4% of
data being filtered in each test case.

5.2 Counterfactual Data Generation

As discussed in Section counterfactual data is used to
fill in gaps between subaction sets, as not all combinato-
rial actions are represented in the subaction sets. Thus, a
natural question to ask is how the number of subaction
sets impacts the amount of counterfactual data that can be
generated. Table[2|shows the number of counterfactuals that
are generated for varying amounts of subaction sets in a 25
choose 2 security game with threshold-based cascading. It
should be noted that the full payoff matrix for this game
contains 24.5 million unique actions. We can see that there
is a substantial increase in the proportion of counterfactual
to factual data when there are twice as many subsets as
nodes, and this ratio stays relatively stable stable as the
number of subaction sets increases. Moreover, the efficiency
of counterfactual generation is higher than the efficiency of

Counterfactual Examples Created from X Factual Samples

o o
g g

# of Valid Counterfactual Examples
-
2

10t 107 10*
# of Factual Examples

Fig. 7. Number of Counterfactual examples that can be generated from
a given number of factual examples in a 100 node threshold-based
security game environment.

a 100-nodes threshold-based cascading environment. The
figure shows roughly quadratic growth in the number of
generated counterfactuals, which is sometimes referred to as
the “blessing of dimensionality”. However, some of the ex-
periments conducted in this work generate a large amount
of factual data, such that generating all of the counterfactual
data that is possible is both impractical and unnecessary.
Thus, going forward, counterfactual data generation is arti-
ficially capped at a factor of 10 times the number of factual
data generated.

Bearing this in mind, Table|3|shows the number of coun-
terfactuals that were generated for each graph size, with 3N
subaction sets each. We can see that across all of the test
cases, the threshold-based cascading counterfactual model
generates slightly more data than the shortest-path-based
cascading model, however both are able to consistently
generate more than the amount of factual data available.
Furthermore, in the 100 and 1000 node test cases, the num-
ber of counterfactuals generated is very close to the artificial
cap of 10 times the amount of factual data.

factual data regardless of the number of subaction sets used. | Graph Nodes | Casc. Type | Factual Data CounterfactuaLData
For the remaining experiments in this section, the number of 25 Threshold 6.75 x 103 1.15 x 10 5
baction sets is chosen to be triple the number of nodes in Shortest Path | 6.63 x 10 9.76 X 107
subac : P Threshold | 3.09 x 107 1.60 x 107
the network, as this seems to strike the best balance between 100 Shortest Path | 3.10 x 10% 193 < 10°
number of counterfactuals generated and efficiency. 1000 Threshold 3.19 x 10° 3.81 x 10°
Shortest Path | 3.19 x 10° 2.95 x 10°
Num. Sets | Num. Fac. (ms/data) | Num. CFac (ms/data) TABLE 3
25 2490 (4.02) 4840 (1.69) KL Divergence to the pre-caclulated NE and time elapsed for data
50 4980 (3.69) 28,000 (1.86) creation and training (if applicable) for each method.
75 7440 (3.80) 59,200 (1.72)
100 9880 (3.45) 78,300 (1.88)

TABLE 2
Number of counterfactuals generated and efficiency of generation (in
ms/data) for varying number of subaction sets of size 5 in a 100-node
network with threshold-based cascading

Figure [7] shows the number of counterfactuals that can
be generated from a given number of factual samples in

1. https:/ / github.com /jdc5549 / cfda-network-envs

These results demonstrate that the proposed counter-
factual generation methods are successful in generating a
vast quantity of data more efficiently than directly acquiring
factual data, under multiple models of cascading.

5.3 Security Game Experiments

In order to validate the merit of the proposed method in the
context of cascading impact defense, we benchmark against




SOTA action-restricting and strategy-restricting methods.
For action-restricting benchmarks, we choose We et al. [9] as
a method that directly solves for the NE via linear program-
ming and Guo et al. [14] as a method that employs tabular
Minimax Q-learning to learn the NE strategies. While both
of these methods are expected to achieve precise approx-
imations of the NE, they only are scalable to the smallest
of scenarios presented in this work, i.e. a 25-node scenario.
Therefore, they are not included as benchmarks for larger
scenarios. For all test cases, the strategy restriction approach
employed by Wang et al. [27] is used as a benchmark. This
work follows the strategy restriction framework detailed in
Section[2} where a NE mixed strategies between the selection
of nodes uniformly and deterministically according to a
heuristic is solved.

We also evaluate ablations of key aspects of the proposed
method, namely the partitioning of the action space into
subspaces with restricted target sets, as well as CfDA. We
evaluate the neural network model without either of these
aspects by acquiring training data by randomly sampling
the combinatorial action space until gp trials have been
collected. We also evaluate the model with action space
partitioning while training only on the factual training data,
to evaluate the importance of CfDA. We do not evaluate
CfDA in the unpartitioned action space, as the motivation
for including CfDA is to fill the gaps between subaction
spaces.

The 25-node test case evaluates the proposed method in
a scenario for which it is feasible to calculate the NE. Table
shows the Kullback-Leibler divergence to ground truth NE
between the proposed method and the benchmark methods
of direct NE computation and Minimax Q-learning, as well
as the strategy-restricted method that limits to a mixture
of uniform random and deterministic targeted by node
degree strategies. Also included are the aforementioned
ablations on components of the proposed method. The table
also shows the time of computation, which for the neural
network methods is based on the time to generate the data
and to perform training. The best performing methods for
each cascading impact dynamics model in both the scalable
and non-scalable categories have their results bolded.

Note that each of these benchmarks provides an extreme
either in accuracy, as with direct NE computation, or in
efficiency, as with the strategy-restricted method. However,
we can see that while the strategy-restricted method can
provide a strategy in little time, it is very far from the NE.
The action-restricting methods are the most appealing for a
network for which it is feasible, as expected, but it will cease
to be viable to compute for the large network scenarios that
are considered in this work.

For all test-cases, including the 100 and 1000 node cases
in which action-restricting methods are not feasible, the
exploitability and validation set error were also used as
evaluation metrics. The validation error metric applies only
to the neural network models, as the strategy-restricted
methods do not directly make predictions about the failure
set Vr. The validation error is calculated with respect to a
validation dataset of size 10,000 that has no overlap with
the training dataset. This evaluates the generalizability of
the neural network approaches in being able to accurately
predict the outcome of a cascading failure scenario that
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it has not seen before. The exploitability of a strategy is
defined as the expected average payoff of the best response
to that strategy. An exploitability of 20 yields at least a J-
Nash equilibrium [15]], which means that the Nash equi-
librium has an exploitability of 0 by definition. We can
approximate this best response strategy by training new
agents specifically against the fixed “ego” agent models we
wish to evaluate. Because these “exploiter” agents always
play against a fixed ego agent strategy, this is a single-
agent game rather than a multi-agent game, and the size
of the action space does not grow exponentially. We use
Multi-Armed Bandit Reinforcement Learning (MABRL) to
train exploiter agents to maximize their payoff in this single-
player game.

More precisely, if we have trained ego agents may and
Tpes that have average payoffs playing against each other
of §, and —J, respectively, we would train exploiter mxa
against max and mxp against mpes using MABRL, and they
would achieve average payoffs of x4 and dxp respec-
tively. Our calculated exploitability would then be

§=(0xp—08,4) + (6xa+9,y)

Table [5| shows the exploitability and validation error
results for all of the test-cases and benchmark methods. In
Table |4 we can see that the addition of subaction spaces
to the neural network model resulted in a drastic improve-
ment in the KL divergence to the NE in 25-node networks,
while including counterfactual data slightly increases the
divergence to the NE. However, in Table we see that
the inclusion of counterfactual data does result in modest
improvement in terms of validation error and exploitability.
This discrepancy is likely due to the NE divergence tending
to be a noisy evaluation metric combined with the similar
performance in prediction accuracy of these two approaches
in the 25-node test case.

As the size of the network increases to 100 and 1000
nodes in Table 5} we can see that the absolute difference
in both exploitability and validation error between of all
approaches decreases. This is due to the fact that as the size
of the network increases, while the number of targets being
selected by each player remains at 2. Thus, the impact and
corresponding payoff for each player is a smaller fraction
of the overall network size, which is correlated with both
the exploitability and validation error. So while the absolute
difference between the proposed method and the others
decreases with the size of the network, the relative gap
widens in favor of the proposed method as the network size
increases. This is the expected result considering the results
from Table B} as the amount of “missing” factual data for
which the counterfactual data compensates is smallest in the
25-node test case, and grows exponentially with the size of
the network. Thus, the 1000-node test benefits the most from
the generation of counterfactual data, and this is reflected in
the improved prediction accuracy and exploitability.

Moreover, the SOTA strategy-restricting method is
clearly outperformed by all of the neural network ap-
proaches in terms of exploitability. While the strategy-
restricting approach is computationally efficient, the lack of
expressive power in representing player strategies clearly
leaves room for flexible neural network models to generate
superior strategies.

(12)



Method Casc. Type KL(NE) Time (min) | Scalable

Threshold 0 10

Chen et al. (2022) [9] Shorl;eesst (I)’ath 0 8 No
Threshold 6.09 x 10~3 42

Guoetal QU2 18] I—gp veciPath | 4.49 % 10-7 39 No

Threshold 3.51 0.17

Wang et al. (2023) [27] Shortest Path 541 0.18 Yes
NN Threshold 5.34 20

Shortest Path 7.18 10 Yes
Threshold 1.68 21

NN-+Subact Shortest Path | 7.06 x 10— ° 18 Yes
Threshold 1.85 47

(Ours) NN+Subact+CfDA Shortest Path | 1.45 x 102 42 Yes

TABLE 4

KL Divergence to the pre-caclulated NE and time elapsed for data creation and training (if applicable) for each method.

Graph nodes | Method | Exploitability | Validation Err
Wang et al. (2023) 0.111 N/A
25 NN 0.0102 0.0151
NN+Subact 6.92 x 10~ 3 4.68 x 10~ 3
(Ours) NN+Subact+CfDA | 5.56 x 10" 3 | 4.20 x 10" 3
Wang et al. (2023) 0.0715 N/A
100 NN 0.0728 4.81 x 1073
NN+Subact 0.0675 5.09 x 10~3
(Ours) NN+Subact+CfDA 0.0642 224 x 103
Wang et al. (2023) 5.88 x 1073 N/A
1000 NN 6.13 x 10~ 3 2.19 x 1073
NN+Subact 6.04 x 10~3 2.18 x 1073
(Ours) NN+Subact+CfDA | 5.14 x 10~ 3 | 1.94 x 10~ 3
TABLE 5
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Exploitability and validation error for proposed method and ablations as well as SOTA strategy-restricted benchmark.

6 CONCLUSION

In conclusion, this paper addresses the challenge of generat-
ing preemptive defense strategies against intelligent adver-
saries in large graph environments. We propose partitioning
the combiantorial action space into smaller subaction spaces
to create a dataset of cascade outcomes, and augmenting
this dataset with counterfactual data. We then train a neural
network to predict cascading failure outcomes based on this
data, and generalize to any combination of targets chosen
by the attacker and defender.

The experimental results demonstrate the efficacy of
the proposed method. It achieves significant reductions in
exploitability compared to state-of-the-art (SOTA) methods
when applied to large graph scenarios. Additionally, the
method produces strategies that closely approximate the
Nash Equilibrium in smaller-scale scenarios where compu-
tation of the equilibrium is feasible. Moreover, the inclusion
of subaction space partitioning is shown to provide signif-
icant gains in prediction accuracy compared to collecting a
similar amount of training data by randomly sampling the
full combinatorial action space.

While this work demonstrates the potential of deep
learning techniques to generate superior strategies in large
combinatorial action spaces, there are many directions for
expansion upon this work. In this work, two computa-
tionally simple types of cascading failure are investigated
and counterfactual data generation algorithms are proposed
that are informed by these dynamics. For more computa-
tionally complex models of cascading failure with higher
fidelity, the benefit of counterfactual data is even greater,
but validation algorithms are more challenging to develop.

A learning-based solution to counterfactual validation via
physics-informed neural networks is an appealing option
for a model that is generalizable to any cascading failure
dynamics.

Another possible direction of future work is more rigor-
ous process of choosing how to partition subaction spaces.
In this work, subaction spaces were sampled randomly
creating overlap between combinatorial actions and only
probabalistically guaranteeing the representation of every
node. Mathematical concepts from combinatorics such as
Steiner Systems could be investigated as a way to optimally
partition the combinatorial action space.

Additionally, alternative game theoretic formulations
of the problem are compatible with this method. While
the symmetric zero-sum security game was an appealing
choice to demonstrate the potential of this method due
to its simplicity, in practice there is often an imbalance
in resources between the attacker and defender, making
the game asymmetric. Moreover, more complex models of
resource allocation for each player could allow varying
amounts of resources to be invested in each target, further
increasing the complexity of the action space.
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