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Finding the minimal relative entropy of two quantum states under semi definite constraints is a
pivotal problem located at the mathematical core of various applications in quantum information
theory. In this work, we provide a method that addresses this optimisation. Our primordial moti-
vation stems form the essential task of estimating secret key rates for QKD from the measurement
statistics of a real device. Further applications include the computation of channel capacities, the
estimation of entanglement measures from experimental data and many more. For all those tasks
it is highly relevant to provide both, provable upper and lower bounds. An efficient method for this
is the central result of this work.

We build on a recently introduced integral representation of quantum relative entropy by P.E.
Frenkel [1] and provide reliable bounds as a sequence of semi definite programs (SDPs). Our
approach ensures provable quadratic order convergence, while also maintaining resource efficiency
in terms of SDP matrix dimensions. Additionally, we can provide gap estimates to the optimum at
each iteration stage.

I. INTRODUCTION

Within the last four decades the field of quantum cryp-
tography has undertaken a massive evolution. Originat-
ing from theoretical considerations by Bennet and Bras-
sard in 1984 [2] we are now in a world where technologies
like QKD systems and Quantum random number gener-
ators are on the edge of being a marked ready reality.
Moreover, there is an ongoing flow [3–5] of demonstra-
tor setups and proof-of-principle experiments within the
academic realm that bears a cornucopia of cryptographic
quantum technologies that may reach a next stage in a
not too far future.

Despite these gigantic leaps on the technological side,
we have to constitute that the theoretical security analy-
sis of quantum cryptographic systems is still in a process
of catching up with these developments. To the best
of our knowledge, there are yet no commercial devices
with a fully comprehensive, openly accessible, and by the
community verified security proof. Nevertheless, theory
research has taken the essential steps in providing the
building blocks for a framework that allows to do this
[6, 7]. Most notably, the development of the entropy
accumulation theorem [8–11] and comparable techniques
[12], allow us to deduce reliable guarantees on an ε-secure
extractable finite key in the context of general quantum
attacks requiring only bounds on a single shot scenario
as input.

The pivotal problem, and the input to this frame-
work, is to find a good lower bound on the securely ex-
tractable randomness that a cryptographic device offers
in the presence of a fully quantum attacker [13]. Math-
ematically this quantity is expressed by the conditional
von Neumann entropy H(X|E). Using Claude Shannon’s
intuitive description, it can be understood as the uncer-
tainty an attacker E has about the outcome of a mea-

surement X, which is performed by the user of a device.
There are several existing numerical techniques for es-
timating this quantity given a set of measurement data
provided by a device [14–20]. All are suffering from short
comings in one or the other way, which is why the quest
for a good and practical all purpose method is still an
outstanding topic of research. We will add to this col-
lection, by providing a practical and resource efficient
method for this problem.

At the core of our work stands a recently described
[1, 21], and pleasingly elegant, integral representation of
the quantum (Umegaki) relative entropy [22] that we
employ in order to formulate the problem of reliably
bounding H(X|E) as an iteration of semi definite pro-
grams (SDP). In contrast to existing techniques, our
method comes with a provable convergence guarantee of
quadratic order, whilst staying resource efficient with the
matrix dimension of the underlying SDPs. We further-
more can provide an estimate for the gap to the optimum
at each stage of the iteration.

To this end, the central mathematical problem tackled
in this work is actually more general than the estimation
of a relative entropy H(X|E) and its applications are not
limited to QKD: For a finite Hilbert space H ∼= Cd and
a set of affine functions hi : B(H) × B(H) → R, consider
the task

c := inf D(ρ ∥ σ) (1)
s.th. hi(ρ, σ) ≥ 0 i = 1, . . . , n

µσ ≤ ρ ≤ λσ

σ, ρ ∈ S(H)

of minimising the relative entropy D(ρ, σ) = tr[ρ(log(ρ)−
log(σ))] over all pairs of quantum states fulfilling a sup-
port condition supp(ρ) ⊆ supp(σ), which is captured by
the existence of finite constants λ, µ ≥ 0 in the above.
Despite being convex, this optimisation problem is highly

ar
X

iv
:2

40
4.

17
01

6v
1 

 [
qu

an
t-

ph
] 

 2
5 

A
pr

 2
02

4



2

non-linear and contains the analytically benign, but nu-
merically problematic matrix logarithm. Thus, for gen-
eral instances, (1) can not be solved directly by existing
standard methods. The construction of a converging se-
quence of reliable lower bounds on c in (1) is the central
technical contribution of this work.

Our focus task of estimating key-rates can be casted
as an instance of this (see the last section of section II
and section A). Here lower bounds on (1) directly trans-
late into lower bounds on the key-rate, which is exactly
the direction of an estimate needed for a reliable security
proof. There is however a long list of further problems
that can be formulated as an instance of (1). It includes
for example the optimisation over all types of entropies
which are expressible as relative entropies. Exemplary we
provide the calculation of the entanglement-assisted clas-
sical capacity of a quantum channel in section H where
one has to optimise in fact the mutual information of a
bipartite system.

II. RESULTS

The starting point of our method is a recently discov-
ered integral representation of the relative entropy [1, 21].
Any self adjoint operator A, can be uniquely decomposed
as a difference A = A+ − A− of orthogonal positive op-
erators A+, A−. Let tr+(A) := tr(A+) denote the trace
of the positive part of A. In the following we make use
of the representation

D(ρ ∥ σ) =
∫ λ

µ

ds

s
tr+[σs− ρ] + log λ+ 1 − λ (2)

which was firstly described by Jenčová in [21] and holds
for pairs of quantum states that fulfil µσ ≤ ρ ≤ λσ with
constants λ > µ ≥ 0. As outlined in the following, and
with more detail in the methods section, the representa-
tion (2) can be used to reformulate the non-linear func-
tion D(ρ ∥ σ) as solution to a semi definite minimisation.
The leading idea of our method is then to incorporate this
into (1) in order to obtain a SDP formulation of the whole
problem. Along this path we make use of a discretisation
of the integral in (2). This discretisation introduces a
set of free variational parameters into our method, and a
suboptimal choice of these will produce a gap. This gap
can however be quantified and the discretisation param-
eters can be adjusted iteratively leading to an increasing
sequence of estimates on (1).

– Discretisation and SDP formulation: For an interval
(a, b) with µ < a < b < λ we have (see the discussion
around Lemma 1) the basic estimate∫ b

a

ds

s
tr+[σs− ρ] ≥ tr+[σ(b− a) + ρ log(a/b)]. (3)

Based on (3), we discretize the integral (2) on a grid
of points t = (t0, . . . , tr), i.e. intervals (tk, tk+1), and
obtain an estimate on the relative entropy from below.

We furthermore use that the evaluation of the functional
tr+[·] can be formulated as an SDP, which in combination
leads us to the following proposition:

Proposition 1. For any grid t, with µ ≤ t1 ≤ · · · ≤
· · · tr = λ, the relative entropy is bounded from below by
the semi definite optimisation

D(ρ ∥ σ) ≥ η(t) := inf
µk≥0

r−1∑
k=1

tr[µk] + log λ+ 1 − λ (4)

s.th. µk ≥ αkρ+ βkσ

∀1 ≤ k ≤ r − 1

with coefficients

αk = log
(

tk
tk+1

)
and βk = tk+1 − tk. (5)

Proof. section B

– Approximation of (1): We are now in a position to
state the main mechanism of our method. Fixing a grid
t and combining (4) with (1) yields the SDP

cl (t) := inf
r−1∑
k=1

tr[µk] + log λ+ 1 − λ (6)

s.th. hi(ρ, σ) ≥ 0 i = 1, . . . , n
µk ≥ αkρ+ βkσ ∀1 ≤ k ≤ r − 1
µσ ≤ ρ ≤ λσ

σ, ρ ∈ S(H) µk ≥ 0

which is a lower bound on c from (1). Moreover, opti-
mising over all grids t gives the tight bound

c = sup
t⊂[µ,λ]

cl (t) . (7)

This reduces the task of approximating c to the quest for
a good grid t. As every grid gives a valid lower bound, we
are now freed to employ heuristic methods and still ob-
tain rigorous statements, for example in a security proof.

– Upper bounds and a gap estimate: In order to con-
struct an algorithm that terminates in finite time, it is
helpful to give an estimate on the accuracy of an approx-
imation. In a similar manner to Proposition 1, we can
also construct, see section E, semi definite upper bounds
to c, now coming with coefficients γk, δk ∈ R described
in (E1). We have

cu (t) := inf
ρ,σ,νk

r∑
k=1

tr[νk] + log λ+ 1 − λ (8)

s.th. hi(ρ, σ) ≥ 0 i = 1, . . . , n
νk ≥ γkρ+ δkσ ∀1 ≤ k ≤ r.

µσ ≤ ρ ≤ λσ

σ, ρ ∈ S(H) νk ≥ 0.
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Concluding (1), (6) and (8), we get the chain of inequal-
ities cl (t) ≤ c ≤ cu (t) and a gap estimator

∆ (t) = cu (t) − cl (t) . (9)

– Simple methods with convergence guarantee : The
representations (6) and (8) are a formidable starting
point for the construction of algorithms that approximate
c from below by leveraging (7): Beginning from an initial
grid t0 we have to iteratively evaluate cl(t) and optimise
the grid t until the gap ∆(t) is below some target preci-
sion ε. The most basic strategy is to refine t according to
some preset refinement scheme, i.e. merely approximate
the integral in (2) independently of ρ and σ. We will in-
vestigate these strategies first, since the simplicity of this
ansatz allows us to give precise convergence guarantees.
We will later on also outline some heuristics that, at least
empirically, show an even faster convergence.

The most simple ansatz is to construct a grid by di-
viding the interval (µ, λ) into equally spaced points with
tk+1 − tk = δ and refine by decreasing δ. Here, based on
Lemma 2, quadratic convergence in terms of the grid size
can be shown for both, the upper and the lower, bound.
We have

Proposition 2. For a refining uniform spaced grid tδ,
i.e. a grid with tk+1 −tk = δ, the lower and upper bounds
in (6) and (8) converge with convergence rate O( d

µδ
2). In

total to get an ε-approximation we need δ ≤
√

µε
d which

yields O((λ− µ)
√

d
µε ) uniform spaced grid points.

Proof. section D

For a uniform mesh, as in the Proposition above, the
number of grid points, and by this the amount of SDP
variables required, depends only on the square root of the
dimension d. Generally this can be seen as a favourable
behaviour with respect to the limitations of state of the
art SDP solvers, which typically will run into a bottleneck
at matrix sizes d of an order 103 to 104 [23].

Nevertheless we can do better by adjusting the spacing
of our grid. When splitting the integration in (2) into
intervals the contribution of each interval is weighted by
a factor of 1/s. Intervals close to the origin therefore
contribute more to the final approximation. Intervals
close to λ, i.e. the end of the integration range, contribute
less. We have

Corollary 1. We assume µ > 0 and ε < µ and consider
the grid defined by the recursion rule

tk = tk−1 +
√
εtk−1.

We are guaranteed to get an ε approximation with O(
√

λ
ε )

grid points.

Proof. section D

Using the grid described in the corollary above can be
beneficial since its convergence does not depend on the
dimension d. Empirically we find that it outperforms the
uniform grid in all tested situation. Hence we will also
make use of the adapted grid refinement as part of our
heuristics presented below. Since convergence is basically
guaranteed by the fact that we can well approximate the
integral (2) on intervals we can also bound the precision
that can be realised by a general grid.

Corollary 2. For any grid t with δ = supk |tk − tk+1|
an accuracy of ∆(t) ≤ 2δ2d

µ can be guaranteed.

We have to note that the bound above considers a
worst case. When considering an particular instance, and
adapting the grid appropriately, the performance of the
resulting estimate will typically be much better. We will
outline some strategies for this in the following.

– Heuristic methods: More sophisticated refinement
strategies should also make use of cu and also allow for
routines to drop points from t, in order to stay resource
efficient. This is in particular for the inner approxima-
tion, i.e. the upper bounds important. Here one can
really delete all grid points except the one of the current
optimiser in the iteration round before, because the up-
per bound is a continuous function in s. This yields a very
efficient heuristic for getting good upper bounds. This is
possible due to the fact that we approximate the curves
coming from tr+[σs− ρ] with a convex, continuous func-
tion from above. Moreover even in practise the strategy
of Corollary 1 becomes insightful, because we can use the
fact that the influence of grid points close to λ is less than
on the interval (0, 1) in particular. This is of particular
importance for the lower bounds. In comparison to the
upper bounds, the lower bound (6) is not continuous. For
this reason it is impossible to delete all points except the
optimiser from the last round in iteration. Therefore it
becomes even more important to control the grid points
wisely. An additional, but not rigorous way of getting
the sequence of values monotone is that we can include a
convex constraint such that the solver is enforced to stay
monotone. Of course this destroys the fact that we want
provable upper or lower bounds. But interestingly one
can enforce monotony for a couple of rounds, then using
the resulting pair of optimal states as a warm start with-
out this constraint. This method is efficient and leads to
good results1.

In conclusion we show in Figure 1 in the left plot the
quadratic convergence of Corollary 1 in dimension 4. We
plot the error corresponding to the grid from Corollary 1
in dependence of the number of grid points for a generic
instance. In the left plot of Figure 1 we do a regression
with assumed regression function n 7→ c

n2 for a regression

1 To the best of our knowledge, warm starts with cvx are not
possible in MATLAB. However, in Python it is possible and we
run this heuristic in a Python program.
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parameter c. The analysis shows that c is close to the
selected λ as proposed in Corollary 1. This leads us to the
conclusion that we have obtained the correct asymptotic
convergence behaviour.

– Application to Quantum Key Distribution : The
instances that initially motivate us to investigate (1)
arise from the task of estimating the extractable ran-
domness for applications in quantum cryptography. Con-
sider a system consisting of three Hilbertspaces HABE :=
HA ⊗ HB ⊗ HE . In a basic entanglement-based based
QKD-setting two parties, say, Alice and Bob, perform
measurements XA

0 , . . . , X
A
n and XB

0 , . . . , X
B
n on their

shares of a tripartite quantum state ψABE ∈ HABE pro-
vided by a third malicious party Eve. Following com-
mon conventions, the outcomes of measurements XA

0 X
B
0

will be used to generate a key, whereas the data from
all other measurements is used to test properties of the
state ψABE , and by this, bound the influence of Eve. For
error correction, it is assumed that Alice’s data, i.e. the
outcomes of XA

0 , correspond to the correct key, which
means that Bob has to correct the data arising from the
measurement XB

0 . Furthermore, we will employ that
each measurement XS

i can be modelled by a channel
ΦS

i : S(HS) → S(RXS
i

) that maps states from a quan-
tum system HS to a probability distribution pS,i on a
classical register RXS

i
. See also refs [14, 20] for more

details on this model.
Within the notation above, the securely extractable

randomness of Alice’s key measurement is given by the
conditional entropy H(XA

0 |E)(ΦA
0 ⊗idE)[ρAE ] and depends

on the reduced quantum state ρAE of the Alice-Eve sys-
tem. Lower bounds on this quantity, which is up to now
only defined in a single round scenario, are essential for
reliably bounding key rates in a full QKD setting involv-
ing multiple rounds. This accounts for the the asymp-
totic regime, in which the Devetak-Winter formular [24]
can be used, as well as for finitely many rounds under
collective attacks, where the AEP can be used [25], and
general attacks where either EAT [8–11] or de Finetti
based methods can be employed [26–28].

One of the central technical pillars of quantum cryp-
tography is a rondo of results on reformulating entropies
on a state ρAE [29] by quantities that only depend on the
state ρAB of Alice and Bob. Details for our problem can
be found e.g. in [14, 20], we have

H(XA
0 |E)ΦA

0 [ρAE ] = D(ρAB ∥ ΦA
0 [ρAB ]). (10)

Test data obtained from additional measurements XS
i

naturally gives affine constraints on an unknown state
ρAB . The central problem of lower bounding the ex-
tractable randomness can therefore be formulated as

c := inf D(ρAB ∥ ΦA
0 [ρAB ]) (11)

s.th.ΦA
i ⊗ ΦB

j [ρAB ] = pAB,ij ∀i, j ∈ {1, . . . , n}
ρAB ∈ S(HA ⊗ HB)
0 ≤ ρ ≤ λΦA

0 [ρAB ]

which is an instance of (1) to which we can apply our
methodology. As outlined in section A, λ in (11) can
be estimated with Hayashi’s pinching inequality, which
basically states that λ =

√
d for global dimension of Alice

and Bobs systems d.
– Further optimisation tasks that can be handled :
Since our method is able to optimise all quantities

which are related to a convex and linear combination of
relative entropies, we refer to section G for an exhaustive
set of examples.

publication method convergence dimension
Coles et al. [30] custom not guaranteed d × d

Winick et al. [14] custom guaranteed d × d

Fawzi et al. [15, 16] SDP guaranteeda d2 × d2

Araú et al. [18, 19] SDP guaranteedb d2 × d2

Hu et al. [17] custom guaranteedc d × d

this work SDP O(1/n2) d × d
a The paper use an integral representation of the logarithm and

Gaussian Quadrature. It is shown that log possesses a
semidefinite representation with an appropriate function r of
size O(

√
log(1/ε)).

b In terms of the degree of Gaussian Quadrature m, the scalar
function r approximating the logarithm converges with
(1 −

√
ε)2m. The argument is in [18, eq. (36)] monotone

convergence theorem for the relative entropy.
c The authors use a Gauß-Newton (GN) based interior point

method with duality. Precise convergence rates for this
methods are not stated. In general it is however known that
GN will converge quadratic in good instances and only
sublinear in the worst case.

TABLE I: Comparison of our method to existing works.
We divide into SDP based approaches or direct solvers,

a convergence guarantee and the resulting matrix
dimensions. In terms of the matrix dimension needed,

our method competes with custom solvers from
[14, 17, 30] and outperforms other SDP

implementations.

III. DISCUSSION

Solving (1) is an important problem in various areas
in quantum information science, because it generally in-
cludes all types of optimisation which one can repatriate
to the relative entropy, a central factor in information
theory. However, for the general task and without any
constraints on ρ and σ it is hopeless to get a good nu-
merically tool set, because it is well known that the rela-
tive entropy diverges for cases of arbitrary small smallest
eigenvalues of ρ1/2σρ1/2. Next to this physical challenge
it is often hard to become provable lower bounds on mag-
nitudes like the key rate in QKD scenarios. The challenge
here is that convex optimisation methods frequently give
good approximations to the optimal value but without
guarantee that the value is e.g. a lower bound. However,
for security of certain protocols exactly this property is
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FIG. 1: The left plot shows the quadratic convergence rate for a fixed state pair ρ and σ with the method from
Corollary 1 in dimension 4. In the middle we see a generic instance for (1) (we provide here a github link to
exhaustive numerics. There are similar examples with e.g. dimension 20 and a witness as a constraint.). The right
plot describes the relative entropy in dependence of the parameter alpha for a state (1 − α)Ω+ + α1

d and a pair of
mutually unbiased bases for Alice and Bob in different local dimensions. The plot describes the relative entropy in
dependence of the parameter alpha for a state (1 − α)Ω+ + α1

d and a pair of mutually unbiased bases for Alice and
Bob in different local dimensions up to 8, what would yield dimension 64 in total. We see the expected behavior in
dependence of depolarizing noise corresponding to the variable α ∈ [0, 1].

FIG. 2: The left picture shows that we can approximate a monotone and convex function from below with linear
functions. It furthermore shows the corridor in which the divergence will be located. Furthermore, there is a degree
of freedom in choosing a tangential straight from below. A mirrored straight g′′, which is a feasible lower bound
yields the same convergence rate for the lower bound. The worse case that could happen for approximation is that
the function has a kink as shown on the right picture. The right picture shows an interval [tk, tk+1]. Then we see the
error for the upper bound scales with the volume of a blunt triangle.

unavoidable.
For the latter problem, the present method joins a list

of already existent methods [14–20], which are mostly
concerned with the application in key rate estimation.
Roughly we can classify the methods so far into the three
classes of interior point methods [14, 17], based on semi
definite hierarchies [18, 20] and estimating the condi-
tional entropy with the min-entropy [31]. The recently
published follow up project [19] of [18] uses concrete hi-
erarchies of semi definite optimisation with characterised
devices. Importantly this whole approach is based on an
integral representation of the relative entropy respective
the logarithm as well but uses different techniques for
the integration. We summarise the existing methods in
Table I. However, we can summarise in fairness that the
final representation of the optimisation program in our

approach convinces with outstanding simplicity.
In comparison to each of the already existent methods

we give a toolbox for provable upper and lower bounds
and a convergence result for compact intervals [µ, λ] with
µ > 0. However, assuming µ = 0 is practical manageable
as discussed in section F as well. The fact that we need
fixed integral bounds 0 < µ ≤ λ which on first view seems
to be a disadvantage, turns out to be the important in-
gredient for a rigorous numerical analysis. The existence
of these values bounds the problem to finite range and
one can think about the lower respective upper bounds
as continuous functionals with values in a compact set.
Therefore a rigorous numerical analysis becomes appli-
cable. It is a beautiful observation that compactness of
the image of the functionals is equivalent to finite rela-
tive entropy. Since we are only interested in minimisation

https://github.com/gereonkn/relative-entropy-optimization.git
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tasks here, we get rid of numerical analysis artifacts with
infinities directly and naturally.

In contrast, controlling the number and places of sup-
porting points is in general a difficult game with no a
priori best solution. Of course one has to have in mind
that practically the number of grid points must not be
too big, because it increases the number of variables in
the SDP solver directly. This calls for a clever heuristic,
especially with regard to even larger dimensions. With
the proofs of Proposition 2 and Corollary 1 we give a clear
mathematical, and therefore rigorous, framework which
one can use in constructing heuristics. E.g. the fact that
one can get rid of the µ-dependence from Proposition 2 to
Corollary 1 yields a good intuition for a heuristic: there
should be unequal weighted number of grid points close
to µ and close to λ. Another key could be to design
a method that removes grid points as well. Many sce-
narios are possible here, which we leave open for future
adjustment. In addition to heuristics, we would like to
mention that our approach can also be carried out di-
rectly with the original integral representation of Frenkel
[1]. Since the singularities at 0 and 1 play a decisive role
there, it becomes much more difficult to extract provable
scenarios. However, we did numerical experiments in this
direction with success, but apparently without numerical
analysis.

Concluding these thoughts, they open up different av-
enues for future research with the methods outlined here.
On the one hand, a big but important challenge is to de-
velop a heuristic that underpins the theoretical results
that few grid points are sufficient. On the other hand
one can apply the methods to different problem instances
which are related to the relative entropy. The simplest
one would be an optimisation over the von Neumann en-
tropy under linear constraints. Lastly and concretely for
the QKD application, one can start a straightforward im-
provement to a device independent algorithm. For this
purpose one can use the ideas of [32]. Here one starts with
a C⋆-algebra to be the quantum system one is consider-
ing. In each level of the hierarchy one gets the nonlinear
optimisation task (11) for a fixed dimension, which one
can relax to (6) and (8) with the positivity constraints
coming from the postive cone Σ2 in [32]. The positivity
conditions in (6) and (8) translate directly from positvity
conditions of Σ⋆

2 in each step in [32].
Similarly one could directly combine our approach with

the seminal DPS [33] hierarchy for optimising in one ar-
gument in the set of separable states. As outlined in
section I, combining these methods gives lower bounds
on e.g. the relative entropy of entanglement in a very
natural way.

IV. METHODS

We divide this section into two parts, namely the anal-
ysis of tr+[σs−ρ], which becomes a central ingredient in
our convergence analysis and the convergence analysis

itself then becomes the second part of this section.
– Analysis of tr+[σs− ρ] :
Our method for the relaxations in (6) and (8) is based

on the following observation. Consider ρ, σ ∈ S(H) with
µσ ≤ ρ ≤ λρ. Then we have

D(ρ ∥ σ) − log λ− 1 + λ =
∫ λ

µ

ds

s
tr+[σs− ρ] (12)

=
∫ λ

µ

ds

s
sup

0≤P ≤1

tr[P (σs− ρ)].

At this point, we would evaluate the supremum in P for
each point s ∈ [µ, λ]. Therefore it is valid to estimate the
evaluation of the supremum once a time after integration∫ λ

µ

ds

s
sup

0≤P ≤1

tr[P (σs− ρ)] ≥ sup
0≤P ≤1

∫ λ

µ

ds

s
tr[P (σs− ρ)].

Concluding this thought, the interpretation is that we
choose the best linear function lower bounding the trace
term in terms of approximating the integral and not
the function tr+[σs − ρ] itself. Therefore we reinterpret
the supremum from a pointwise given one to an opti-
mum over integral values. In addition, we are using the
formidable properties of tr+[σs−ρ] coming from the next
Lemma 1.

Lemma 1 (Properties of Divergence). Let ρ, σ ∈ S(H)
be two quantum states. Then g(s) := tr+[σs− ρ] has the
following properties

1. g is convex for s ∈ R and in particular continuous

2. g is monotonically increasing.

3. tr+[σs − ρ] satisfies the data processing inequality
and asymptotically we have s−1 ≤ tr+[σs−ρ] ≤ s.

Proof. section C.

Combining the facts that tr+[σs− ρ] is convex, mono-
tonically increasing and that the interchange of integra-
tion and supremum gives valuable lower bounds yields
even heuristically that a rare number of grid points is al-
ready enough for lower bounds on key rates. This implies
particularly that for a situation where convergence of the
relative entropy is in terms of computational resources
out of scope, this approach nevertheless gives perhaps a
lower bound on e.g. extractable randomness.

In Figure 2 we sketch tr+[σs− ρ] and what happens if
one changes integral and supremum. For the convergence
analysis we have a degree of freedom in the straight below
of tr+[σs−ρ]. We use this degree of freedom to optimise
in integral norm as discussed above. For completeness
we give in the proof of Proposition 1 a full derivation of
formula (6). In contrast to the lower bound, the upper
bound (8) becomes a straight forward procedure for esti-
mating convex functions. In section E is a derivation of
(8) as well.

– Deatailed Convergence Analysis :
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From Figure 2 it is geometrically immediate that the
optimised lower bound on each interval has an error
which is less than the error of the upper bound, i.e. a
simple convexity argument that the mirrored straight g′′

is a feasible straight as lower bound in (6) and get the
same results in terms of complexities. Thus, we are left
with proving the convergence for the upper bound.

We know that tr+[σs − ρ] is monotonically increasing
and convex as proposed in Lemma 1 (1) and (2). For
the convergence, we choose a grid µ = t1 ≤ · · · ≤ tr = λ.
For each subinterval we do a worst-case estimation in the
sense that we relax tr+[σs − ρ] to the piecewise-defined
function g2(s) and g3(s) which has one kink in [tk, tk+1]
and the error grows with this estimate. The upper er-
ror is now given by g′ · h/2 which scales like δ2 tan(α)2.
From Lemma 1 (4) we know that the tangent, tan(α), is
bounded by the largest gradient, 1 as shown in Lemma 1

(3) and the fact that tr+[σs−ρ] is monotonically increas-
ing. Therefore, as outlined in section D, we are left with
a telescopic sum over gradients, which becomes 1 and
thus finishes the proof.
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[19] M. Araú jo, M. Huber, M. Navascués, M. Pivoluska,
and A. Tavakoli, Quantum key distribution rates from
semidefinite programming, Quantum 7, 1019 (2023).

[20] E. Y.-Z. Tan, R. Schwonnek, K. T. Goh, I. W. Pri-
maatmaja, and C. C.-W. Lim, Computing secure key
rates for quantum cryptography with untrusted devices,
npj Quantum Information 7, 10.1038/s41534-021-00494-
z (2021).
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the number of grid points with d1/4
√

ε
for an ε-approximation. This yields that in this particular case the number of

grid points becomes dimension dependent, but for reasonable settings negligible, because even for local dimension 16
this would yield d1/4 = 4. Therefore the global system size and the state of the art SDP solver would lead firstly to
a runtime challenge until we have an inapplicable number of grid points due to the estimate in Corollary 1.

Appendix B: Proof of Proposition 1

The first statement follows from the following calculation. Let µ = t1 ≤ · · · ≤ tr = λ. Then we have∫ λ

µ

ds

s
tr+[σs− ρ] =

r−1∑
k=1

∫ tk+1

tk

ds

s
sup

0≤P ≤1

tr[P (σs− ρ)]

≥
r−1∑
k=1

sup
0≤P ≤1

∫ tk+1

tk

ds

s
tr[P (σs− ρ)]

=
r−1∑
k=1

sup
0≤P ≤1

tr[Pσ] (tk+1 − tk)︸ ︷︷ ︸
=:βk

+

tr[Pρ] log tk
tk+1︸ ︷︷ ︸

=:αk

=
r−1∑
k=1

sup
0≤P ≤1

tr[P (σβk + ραk)]

= inf
µ1,...,µr−1

r−1∑
k=1

tr[µk]

s.th. µk ≥ αkρ+ βkσ.

This gives us (6).

Appendix C: Proof of Lemma 1

– Convexity and Continuity:
The convexity follows by the following calculation similar to [35]

tr+[σ(λs1 + (1 − λ)s2) − ρ] = tr+[λ(σs1 − ρ) + (1 − λ)(σs2 − ρ)]
= sup

0≤P ≤1

λ tr[P (σs1 − ρ)] + (1 − λ) tr[P (σs2 − ρ)]

≤ λ sup
0≤P ≤1

tr[P (σs1 − ρ)] + (1 − λ) sup
0≤P ≤1

tr[P (σs2 − ρ)]

= λ tr+[σs1 − ρ] + (1 − λ) tr+[σs2 − ρ].

For continuity let ρ, ρ̃, σ, σ̃ be quantum states and s1, s2 ∈ R≥0. Then we have similar to [36]

2 · | tr+[σs1 − ρ] − tr+[σ̃s2 − ρ̃]| = |∥s1σ − ρ∥1 + (s1 − 1) − (∥σ̃s2 − ρ̃∥1 + s2 − 1)|
≤ |s2 − s1| + ∥ρ− ρ̃∥1 + ∥s1σ − s2σ̃∥1.

whereby we used the reversed triangle inequality for the one-norm. In particular we see that the divergence is
continuous in the states. In the other way around for equal states and different s1/2 we have continuity in s.
– Monotony: The monotony is a direct consequence of the fact that for s1 ≥ s2 we have

σs1 − ρ ≥ σs2 − ρ.

– Asymptotic Behaviour:
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Consider a channel Φ : B1(H) → B1(H). We assume that Dmax(ρ ∥ σ) < ∞ and satisfies the data processing
inequality. This yields that D(ρ ∥ σ) − D(Φ(ρ) ∥ Φ(σ)) is a finite number. Adapting from [36, Lemmma 4] the
proof that tr+[σs − ρ] satisfies the data processing inequality, namely let σs − ρ = Q − S with Q,S ≥ 0. Then let
P := PΦ(σ)s−Φ(ρ)≥0 and

tr+[σs− ρ] = tr[Q]
= tr[Φ(Q)]
≥ tr[P (Φ(Q) − Φ(S))]
= tr[P (Φ(σs− ρ)]
= tr+[Φ(σ)s− Φ(ρ)].

Therefore we know that for any κ ≥ λ

0 =
∫ κ

λ

ds

s
tr+[σs− ρ] − tr+[Φ(σ)s− Φ(ρ)]︸ ︷︷ ︸

≥0

=
∫ κ

λ

ds

s
| tr+[σs− ρ] − tr+[Φ(σ)s− Φ(ρ)]|.

The property now follows from the fact that ∥ · ∥1 is a norm on the space of integrable functions and we know easily
that every classical dichotomy of states satisfies the property asymptotically and the fact that channels are trace
preserving.

Appendix D: Proof of Proposition 2 and Corollary 1

Lemma 2. Let f be a convex and monotonically increasing function and µ = t1 ≤ . . . ≤ tr = λ be a grid. Then the
Trapezoid rule satisfies the error estimate

|I(f) − T (f)| ≤ 1
2Mδ2

with a maximal grid size δ and a maximal upper bound on the subgradients M .

Proof. This is an easy geometric consequence. One has to include that the error of the integral on each subinterval
does only depend on the difference of the gradient leaving the interval minus the gradient coming into the interval.
But, as shown in Figure 2, the resulting triangle is always a blunt triangle.

Using Lemma 2 we see that the convergence rate is immediate with Hölder’s inequality under the integral with
p = ∞ and q = 1. Moreover the supremum of 1/s is bounded by 1/µ. The gradient in Lemma 2 can be estimated
with 1 coming from Lemma 1 (4). With these information the rate O( µ

d δ
2) is clear. The other statements are

straightforward calculations as we can estimate for a uniform grid the number of grid points with O((λ− µ)
√

d
µε ).

Proof of the Corollary: It is easy to see that if we consider the three straights

g1(s) = m1 +m2

p+ q
s

g2(s) = m1

p
s

g3(s) = m2

q
(s− p) +m1

the following inequality holds ∫ p+q

0
g1(s)ds−

∫ p

0
g2(s)ds−

∫ p+q

p

g3(s)ds

≤ 1
2(m2

q
− m1

p
)pq.
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This means that the error depends only on the gradient leaving the interval [0, p + q] minus the gradient coming in
the interval, if we aim to approximate a convex and monotone function with a linear function. Estimating p · q ≤ 1

4δ
2

yields the convergence in terms of δ.
In a second step we can divide an interval starting in tk in steps with step size δ(tk) =

√
8tkε. This leads to the

recursive formula

tk = tk−1 +
√

8tk−1ε.

With this adapted δ(tk) > 0 we can estimate

|
∫ λ

µ

ds

s
tr+[σs− ρ] − T (f)| =

r−1∑
k=1

∫ tk+1

tk

ds

s
| tr+[σs− ρ] − g

(k)
1 (s)|

≤
r−1∑
i=1

sup
s∈[tk(i),tk(i)+1]

|1
s

|
∫ tk(i)+1

tk(i)

ds| tr+[σs− ρ] − g
(k)
1 (s)|

≤
r−1∑
i=1

1
tk(i)

1
8(m̃i+1 − m̃i)δ2(tk(i))

≤
r−1∑
i=1

1
tk(i)

1
8(m̃i+1 − m̃i)8tk(i)ε

= ε

r−1∑
i=1

(m̃i+1 − m̃i)

= ε.

We used in step two Hölder’s inequality and in the last step the fact that asymptotically the function tr+[σs − ρ]
has gradient equal to 1 from Lemma 1 and m̃0 = 0, because we assumed µ > 0.
We are left with the task to estimate the number of grid points for the dependent δ(tk). For this purpose we have to
find a function f : N → R such that

f(k) ≤ f(k − 1) +
√

8f(k − 1)ε

and f(0) = µ. It is easy to see3 that f(k) = (
√

ε
2 k + √

µ)2 does it if ε < µ. Therefore we need at most

f(k) ≤ λ ⇔

k ≤
√

2λ−
√

2µ√
ε

k ≤
√

2λ
ε

grid points for an ε-approximation.

Appendix E: Derivation Upper Bound

Choose a grid µ = t1 ≤ · · · ≤ tr = λ and define

yk := sup
0≤P ≤1

tr[P (σtk − ρ)]

3 solving the differential equation f ′ =
√

8εf
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Then we have due to the convexity of tr+[σs− ρ]∫ λ

µ

ds

s
tr+[σs− ρ] =

r−1∑
k=1

∫ tk+1

tk

ds

s
tr+[σs− ρ]

≤
r−1∑
k=1

∫ tk+1

tk

ds

s
(yk+1 − yk

tk+1 − tk
(s− tk) + yk)

=
r−1∑
k=1

(yk+1 − yk) + (yk − tk
yk+1 − yk

tk+1 − tk
) log tk+1

tk

=
r−1∑
k=1

yk+1 − tk
yk+1

tk+1 − tk
log tk+1

tk
+

r−1∑
k=1

(yk + tkyk

tk+1 − tk
) log tk+1

tk
− yk

= (y1 + t1y1

t2 − t1
) log t2

t1
− y1 + yr − tr−1yr

tr − tr−1
log tr

tr−1
+

r−2∑
k=1

yk+1 − tk
yk+1

tk+1 − tk
log tk+1

tk

+
r−1∑
k=2

(yk + tkyk

tk+1 − tk
) log tk+1

tk
− yk

= (y1 + t1y1

t2 − t1
) log t2

t1
− y1 + yr − tr−1yr

tr − tr−1
log tr

tr−1
+

r−1∑
k=2

��yk − tk−1
yk

tk − tk−1
log tk

tk−1

+
r−1∑
k=2

(yk + tkyk

tk+1 − tk
) log tk+1

tk
��−yk

= y1[(1 + t1
t2 − t1

) log t2
t1

− 1] + yr[1 − tr−1

tr − tr−1
log tr

tr−1
]

+
r−1∑
k=2

yk[(1 + tk
tk+1 − tk

) log tk+1

tk
− tk−1

tk − tk−1
log tk

tk−1
].

Inserting the definition of yk yields the following definitions for αk and βk

δk =


[(1 + t1

t2−t1
) log t2

t1
− 1] · t1 k = 1

[1 − tr−1
tr−tr−1

log tr

tr−1
] · tr k = r

[(1 + tk

tk+1−tk
) log tk+1

tk
− tk−1

tk−tk−1
log tk

tk−1
] · tk else.

and for δk

γk =


−[(1 + t1

t2−t1
) log t2

t1
− 1] k = 1

−[1 − tr−1
tr−tr−1

log tr

tr−1
] k = r

−[(1 + tk

tk+1−tk
) log tk+1

tk
− tk−1

tk−tk−1
log tk

tk−1
] else.

Thus we conclude ∫ λ

µ

ds

s
tr+[σs− ρ] ≤

r∑
k=1

sup
0≤P ≤1

tr[P (γkρ+ δkσ)] (E1)

= inf
ν1,...,νr

r∑
k=1

tr[νk] (E2)

s.th. νk ≥ γkρ+ δkσ. (E3)

Appendix F: Discussion about µ = 0

In applications it is possible that µ, the lower bound in the integral representation becomes zero. Our theoretical
results can not apply due to the weight function 1/s even though the integral representation is finite anyway. However,
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from an experimental point of view coming from reality we can always assume that all states considered have a bit
white noise such that µ is strictly greater than zero. From a mathematical perspective, however, this is unsatisfactory.
Therefore we provide a practical way out, which will not affect our results up to a small error. First of all we observe
that a finite λ > 0 for a dichotomy of states (ρ, σ) implies kerσ ⊂ ker ρ immediately. This shows that the difficult
part of numerical analysis with the relative entropy is exactly classified in terms of λ → ∞. In particular, as we saw,
quantum crytography behaves in these terms very formidable. Otherwise the case µ > 0 implies kerσ = ker ρ which
is manageable in a straight forward manner of our discussion. We are left with the situation kerσ ⊊ ker ρ. In this
case µ becomes zero. But interestingly we can estimate the first step with an estimate which becomes tight for a grid
tending to zero. For this purpose we consider a grid µ = t0 < t1 < . . . < tn = λ. Between t1 and tn the whole story
from above is applicable. Only on the interval [t0, t1] we replace∫ t1

0

ds

s
tr+[σs− ρ] ≥

∫ t1

0

ds

s
tr[P(ker ρ)(σs− ρ)]

= tr[P(ker ρ)σ]
∫ t1

0
ds

with P(ker ρ) is a solution to sup0≤P ≤1 tr[P (1−ρ)]. That this estimate is a lower bound follows immediately. Moreover
it becomes tight in the case of t1 small enough.

Appendix G: SDP formulations for Standard Task

The method presented here is able to solve tasks which have one of the following properties

1. It is a minimisation over a positive weighted sum of relative entropies

min
∑

i

ζiD(ρ(i) ∥ σ(i))

s.th. semi definite constraints on the states

i.e. ζi ≥ 0 for all i

2. each state within each relative entropy is linear in the sdp variables, i.e. something like ρ(i) = Φ(ρ̃(i)) whereby
ρ̃(i) is the actual SDP variable. Exemplary Φ could be the channel that tensorises just a state or a measurement.

Therefore we can estimate sums of e.g. the following summands

1. For the entropy of a state ρ under linear constraints we can maximise H(ρ) = log d − D(ρ ∥ 1/d) under linear
constraints if we equivalently minimise

inf
ρ
D(ρ ∥ 1/d)

s.th. hi(ρ) ≥ 0 i = 1, . . . , n
µ1 ≤ ρ ≤ λ1

ρ ∈ S(H)

⇒

inf
ρ,νk

∑
k

tr[νk] + log λ+ 1 − λ

s.th. hi(ρ) ≥ 0 i = 1, . . . , n
νk ≥ γkρ+ δk1 ∀k
µ1 ≤ ρ ≤ λ1

ρ ∈ S(H) νk ≥ 0

2. For the conditional entropy of a state ρ under linear constraints we can maximise

H(A|B)ρAB
= log dA −D(ρAB ∥ 1A/dA ⊗ ρB)

under linear constraints if we equivalently minimise

inf
ρ
D(ρAB ∥ 1/dA ⊗ ρB)

s.th. hi(ρAB) ≥ 0 i = 1, . . . , n
µ1/dA ⊗ ρB ≤ ρAB ≤ λ1/dA ⊗ ρB

ρAB ∈ S(HA ⊗ HB)

⇒

inf
ρ,νk

∑
k

tr[νk] + log λ+ 1 − λ

s.th. hi(ρAB) ≥ 0 i = 1, . . . , n
µ1/dA ⊗ ρB ≤ ρAB ≤ λ1/dA ⊗ ρB

ρAB ∈ S(HA ⊗ HB) νk ≥ 0.
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FIG. 3: The plot shows exemplarily the entanglement assisted capacity of the amplitude damping channel on a
qubit in dependence of the damping parameter. The plot is similar to figure 1 in [15].

Appendix H: Exemplary Application in Quantum Shannon Theory

We consider exemplary the task of calculating the entanglement-assisted classical capacity similar to [15, 3.2] of
the amplitude damping channel. This section is intended to demonstrate the strength and diversity of our approach
rather than to maximising out its numerical limitations.

We consider the amplitude damping channel in its basic form with Kraus-representation

K1 :=
(

1 0
0

√
1 − p

)
K2 :=

(
0 √

p

0 0.

)

As shown in the repository it is easy to find an isometry that implements the dilation U of the amplitude chan-
nel. Reference [37] has shown that the entanglement-assisted classical capacity can be formulated as the following
optimisation task

C(Ap) := max
σ∈S(H)

I(σ,Ap),

whereby Ap is the amplitude damping channel with damping parameter p and I the mutual information. For our
specific case, this yields

I(σ,Ap) = H(B|E)UσU† +H(B)UσU† .

Particularly we can rewrite this expression for ρBE := UσU† to be

I(ρBE ,Ap) = log
(
d2

B

)
−D(ρBE ∥ 1B/dB ⊗ ρE) −D(ρB ∥ 1B/dB).

That means optimising I is equivalent to minimising

min
ρ=UσU†

D(ρBE ∥ 1B/dB ⊗ ρE) +D(ρB ∥ 1B/dB).

This problem can be easily implemented if we just add our approach two times from (6) and (8) with two sets of
variables τ but just one ρ.

Appendix I: Entanglement Measures

This section is devoted to a ”proof-of-principle” of our technique for estimating entanglement measures. We aim to
estimate for a fixed ρAB ∈ S(HA ⊗ HB) the following optimisation problem

min
σAB∈SEP(A:B)

D(ρAB ∥ σAB). (I1)

https://github.com/gereonkn/relative-entropy-optimization.git
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FIG. 4: The plot shows the relative entropy of entanglement on a pair of qubits here with PPT criterium in
dependence with a maximally entangled state mixed with white noise. The amount of white noise is calculated with

a parameter alpha.

We denote to be SEP(A : B) to be the set of all separable states over the bipartition HA ⊗ HB . The quantity in (I1)
is often called relative entropy of entanglement [38] and has a significant meaning in entanglement theory (see e.g.
[39]). For general Hilbert spaces even the membership problem for the set of separable states a NP-hard problem [40].

Nevertheless, there are SDP-hierarchies to solve (I1) if the functional would be a usual linear SDP [33, 41]. Com-
bining our linearisation and a hierarchy for the set of separable states could therefore yield reasonable lower bounds
(the hierarchies are optimising over e.g. n-extendable states and therefore relax the problem in terms of lower bounds
and we are providing in particular lower bounds as well).

We would like to repeat that the aim of this appendix is not to exhaust the numerical possibilities, but rather to
demonstrate the versatility of our approach by way of example. Thus, we use the fact that for two qubits the PPT
criterium is sufficient [42] and show the relative entropy of entanglement for an entangled state on two qubits mixed
with white noise.


	Optimising the relative entropy under semi definite constraints - A new tool for estimating key rates in QKD
	Abstract
	Introduction
	Results
	Discussion
	Methods
	Acknowledgements
	References
	Discussion about Instances
	Proof of 
	Proof of 
	Proof of 
	Derivation Upper Bound
	Discussion about 
	SDP formulations for Standard Task
	Exemplary Application in Quantum Shannon Theory
	Entanglement Measures


