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Abstract
Skeleton-based motion visualization is a rising field
in computer vision, especially in the case of virtual
reality (VR). With further advancements in human-
pose estimation and skeleton extracting sensors,
more and more applications that utilize skeleton
data have come about. These skeletons may ap-
pear to be anonymous but they contain embed-
ded personally identifiable information (PII). In this
paper we present a new anonymization technique
that is based on motion retargeting, utilizing ad-
versary classifiers to further remove PII embed-
ded in the skeleton. Motion retargeting is effec-
tive in anonymization as it transfers the movement
of the user onto the a dummy skeleton. In doing
so, any PII linked to the skeleton will be based on
the dummy skeleton instead of the user we are pro-
tecting. We propose a Privacy-centric Deep Motion
Retargeting model (PMR) which aims to further
clear the retargeted skeleton of PII through adver-
sarial learning. In our experiments, PMR achieves
motion retargeting utility performance on par with
state of the art models while also reducing the per-
formance of privacy attacks.

1 Introduction
The rapid advancement of virtual reality (VR) technologies
has brought in a new era of digital interaction, where the
boundaries between physical and virtual worlds are blending
together. At the core of this advancement is skeleton-based
data, a critical component for creating immersive and interac-
tive VR experiences. Captured through motion capture sys-
tems like the Microsoft Xbox Kinect v2, this data translates
the movement of users into digital avatars for various appli-
cations, playing a pivotal role in enhancing VR experiences
[Tran et al., 2018; Fanello et al., 2013; Saggese et al., 2019;
Gal et al., 2015]. However, the benefits of skeleton data in
VR are accompanied by privacy concerns that have not been
fully addressed, marking a crucial area for ongoing research.

Privacy in skeleton data is important due to the sensitive
nature of the information it can reveal. Unlike traditional data
types, skeleton data captures the unique physical movements
and attributes of individuals. These attributes can include not

Figure 1: Motion retargeting for anonymization of skeleton data.

only basic biometrics like height and limb length but also
more intimate details like gait patterns and posture [Olade et
al., 2020]. Such information could be used to infer personal
characteristics, health conditions, and even emotional states
[Shi et al., 2021]. For instance, variations in gait and posture
could potentially indicate a person’s age, physical fitness, or
medical conditions such as arthritis or Parkinson’s disease.
Moreover, the distinctiveness of these attributes makes them
highly valuable for identification purposes, raising concerns
about unauthorized surveillance [Doula et al., 2022], identity
theft [Lin and Latoschik, 2022], or discrimination [Carr et
al., 2023]. Protecting the privacy of skeleton data is therefore
critical not only for safeguarding personal identifiable infor-
mation (PII) but also for maintaining trust in skeleton-based
technologies.

Motion retargeting involves transferring the motion data
from one skeleton to another, effectively decoupling the ac-
tions from the original actor’s skeletal structure [Aberman et
al., 2019; Aberman et al., 2020]. This technique presents
technical potential for privacy protection for skeleton-based
data as it addresses the private information inherent in skele-
ton data such as height or wingspan. By casting actions from
one skeleton onto another, motion retargeting may anonymize
the data, removing identifiers that are tied to the specific phys-
ical attributes of the original subject. This process of retarget-
ing not only preserves the utilities and nuances of the origi-
nal motion but also ensures that the unique biometric signa-
tures, specifically proportions specific to an individual, are
not directly associated with the skeleton-data. Essentially,

ar
X

iv
:2

40
5.

05
42

8v
1 

 [
cs

.C
V

] 
 8

 M
ay

 2
02

4



motion retargeting acts as a form of an anonymizer, creating a
layer of abstraction between the individual and their actions.
This makes it more challenging to reverse-engineer the data
to identify the original subject, thereby enhancing privacy.

In this work, we explore privacy-centric deep motion retar-
geting for anonymization of skeleton data. The anonymized
skeleton should maintain the motion utility but mitigate the
privacy risk of re-identification. We use an autoencoder sys-
tem to retarget the original skeleton onto a dummy skeleton.
The generated skeleton keeps the character-agnostic motion
from the original but replaces the private information with
those of the dummy, thus it is anonymized. To make the
deep motion retargeting model privacy-centric, we add mo-
tion and privacy classifiers to enhance the embedding repre-
sentations learned by the encoders. One encoder extracts the
motion embedding with no PII encoded, which is passed to
the anonymized skeleton. The other encoder extracts the pri-
vacy embedding with all PII of the original skeleton, which
is removed and replaced by the dummy’s. Using a real-world
skeleton dataset, we evaluate our proposed model on motion
utility and privacy risk of the anonymized data.

We summarize our contributions as follows: (1) Develop-
ing a novel Privacy-centric Deep Motion Retargeting model
(PMR) that removes the privacy information of the origi-
nal data; (2) Enhancing the representation learning on skele-
ton data with cooperative and adversarial learnings from a
privacy-centric view; (3) Demonstrating through experiments
that PMR achieves state-of-the-art motion retargeting while
effectively concealing PII.

2 Related Works
Motion Retargeting. Recent advancements in motion retar-
geting address the challenges of adapting motion across di-
verse skeletal structures. The Neural Kinematic Networks
for unsupervised motion retargeting [Villegas et al., 2018],
employs a recurrent neural network architecture with a For-
ward Kinematics layer, which captures the high-level prop-
erties of an input motion and adapts them to a target char-
acter with different skeleton bone lengths. They use the cy-
cle consistency-based adversarial training to solve the Inverse
Kinematics problem in an unsupervised manner. The work
from [Aberman et al., 2019] extracts a high-level latent mo-
tion representation directly from 2D videos, which separates
motion from the specific characteristics of the performer’s
skeleton, allowing for the retargeting of motion between dif-
ferent performers while remaining invariant to the skeleton
geometry and camera view. In their later work, [Aberman
et al., 2020] further addresses the challenges of retargeting
motion captured from individuals with varying skeletal struc-
tures. Their approach focuses on developing an abstract,
character-and camera-agnostic, latent representation of hu-
man motion. These studies focus on perfectly aligned anima-
tion data. Whereas our work focuses on real-world motions
and characters, which is more challenging, and we also add
in privacy protection techniques.
Privacy of Skeleton Data. The study by [Moon et al.,
2023] is the first to explore the field of privacy attack and
anonymization on skeleton data. They propose actor re-

Figure 2: The architecture of DMR

Figure 3: The architecture of PMR in the unpaired setting.

identification and gender classification attacks, which demon-
strates that skeleton data is susceptible to privacy leakages.
Another work by [Carr et al., 2023] proposes a linkage attack
model based on the Siamese Network. It detects whether a
target and a reference skeleton belong to the same individ-
ual. The study by [Moon et al., 2023] also uses adversar-
ial learning for frame-by-frame anonymization. It modifies
the skeleton data to confuse a personal ID classifier and a
gender classifier while maintaining the performance of an ac-
tion recognition model, which limits its performance to these
specific models used during training. Their anonymization
method is effective against privacy attacks at the cost of gen-
eralized motion utility. In our work, we focus on full video
level anonymization through motion retargeting and evaluate
on general motion utility with offline models.

3 Methodology

3.1 Problem Statement

A 3D skeleton s ∈ RJ×T×3 captures the human motion with
3D coordinates s = (xi,j , yi,j , zi,j)

J×T of J joins over T
frames. The skeleton data is visualized in VR so the motion
action information can be recognized. The skeleton can be
used to predict PII indicators such as age and gender. The at-
tacker can use public skeleton data to train models to predict
and misuse these seemingly anonymous attributes. Privacy
retargeting will move the motion information from the orig-
inal skeleton to a dummy skeleton to hide the PII attributes.
The goal of privacy retargeting is to successfully transition
the motion such that the motion utility of the skeleton is still
present, but the PII indicators can no longer be predicted.



Figure 4: The architecture of PMR for anonymization in the paired
setting. The classifiers are not shown.

3.2 Overview
To achieve the goal of privacy in skeleton-based data, we
propose a Privacy-centric Deep Motion Retargeting model
(PMR). PMR is developed based on the deep motion retar-
geting model (DMR) introduced in [Aberman et al., 2019]
and [Aberman et al., 2020]. In DMR, a multi-encoder/single-
decoder neural network is trained to decompose and recom-
pose the temporal sequences of joint positions, as shown in
Figure 2. One encoder encodes the input into a dynamic
(duration-dependent) motion representation. The other en-
codes into a static (duration-independent) skeleton represen-
tation. The decoder recomposes the extracted motion repre-
sentation and skeleton representation from the same input (or
different inputs) to reconstruct (or cross-reconstruct/retarget)
the motion. We re-purpose DMR for privacy protection and
add several modifications to enhance the quality of the repre-
sentation learning and skeleton anonymization.

The proposed PMR architecture is shown in Figure 3. PMR
also has two encoders and one decoder. The motion encoder
EM encodes the temporal information about the action being
performed into motion embedding EM (s). The privacy en-
coder EM encodes all PII including the size of the skeleton,
gait, and the how motions are performed by that actor into
privacy embedding EM (s). The decoder D recomposes the
motion sequence from the concatenated motion and privacy
embeddings. With the goal of privacy, we employ two classi-
fiers on both of the embeddings with the purpose of working
as both adversaries and cooperatives for different encoders.
The motion classifier M is trained to predict the action label
from the motion embedding EM (s), while the privacy classi-
fier P is trained to predict the actor ID from the privacy em-
bedding EM (s). We also add a quality controller Q, which
operates as a real/fake discriminator, at the end to ensure the
generated skeleton by decoder is realistic.

3.3 Unpaired vs. Paired
In our approach to motion retargeting, we employ both paired
and unpaired settings. In the unpaired setting, shown in Fig-
ure 3, a single input sample s serves as the foundation for the
initial training of the auto-encoder component of our model.
The encoders decompose the input sequence into two distinct

latent embeddings. The decoder reconstructs the original in-
put from these embeddings. This phase is critical for estab-
lishing a baseline understanding of motion and skeleton data.
The unpaired setting provides a diverse range of motion pat-
terns for the model to learn from. Once the auto-encoder is
sufficiently trained on the unpaired setting, we introduce the
paired setting to fine-tune the model for motion retargeting.

In the paired setting, shown in Figure 4, the model is
trained with carefully matched sets of skeleton motions. This
setting is designed to provide the model with a clear under-
standing of how motion can be transferred between different
skeletons while preserving the action’s essence. We construct
paired samples where two distinct actors (p and p′) perform
the same two actions (a and a′) under an identical camera
view. This strategic pairing is essential for our model to learn
subtleties of motion transfer while maintaining the integrity
of the action. The paring scheme ensures that each actor has
done both actions all under the same camera view. This con-
figuration is a fundamental part of motion retargeting, pro-
viding the model with rich, comparative data, essential to un-
derstanding how differing skeletal structures can perform the
same actions differently.

The paired setting is used for anonymizing the skeleton
data. The original skeleton sa,p is paired with a dummy
skeleton sa′,p′ as inputs. Both sa,p and sa′,p′ are decom-
posed into motion embeddings EM (sa,p), EM (sa′,p′) and
privacy embeddings EM (sa,p), EM (sa′,p′). The decoder
takes the original skeleton’s motion embedding EM (sa,p)
and the dummy skeleton’s privacy embedding EM (sa′,p′) to
cross-reconstruct an anonymized skeleton sequence ŝa,p′ .

3.4 Encoders
The architecture of our model comprises two distinct en-
coders, each playing a critical role in the process of motion
retargeting. The privacy encoder EP , and the motion encoder
EM , are designed to capture different aspects of the skeleton
data. Their implementations are identical and involve a series
of convolutional layers, each followed by activation and pool-
ing layers to progressively refine the input data into meaning-
ful feature representations. These layers are designed to han-
dle the intricacies of motion data, ensuring that crucial details
are not lost in the encoding process. The final output of each
encoder are motion and privacy embeddings which encapsu-
late the characteristics of the skeleton’s motion and PII fea-
tures. The design of embedding classifiers and loss functions
ensures these embeddings are distinct for their purposes.

3.5 Decoder
The decoder, represented as D, takes the concatenated motion
embedding EM (s) and privacy embedding EM (s) as inputs
and reconstructs the skeleton motion. The decoder, consist-
ing of a series of transposed convolutional layers, effectively
reverses the encoding process. It gradually upsamples and
refines the combined embeddings, reconstructing the motion
in a new context. The output of the decoder, denoted as ŝ,
represents the generated skeleton motion sequence, i.e., the
reconstructed skeleton in the unpaired setting or the cross-
reconstructed skeleton in the paired setting. The generated
motion maintains the original action utility but applied to a



different skeletal structure. The cross-reconstructed motion
is the essence of our privacy-centric approach, ensuring that
the identity of the individual is obscured while preserving the
integrity of the motion itself.

3.6 Embedding Classifiers

The embedding classifiers in our model play a pivotal role
in enhancing privacy while preserving the utility of motion
retargeting. We have two embedding classifiers: motion (M )
and privacy (P ). The motion classifier M aims to predict
action classes from the embeddings. The privacy classifier P
aims to predict the actor’s identity from the embeddings.

These classifiers engage in a min-max game with the en-
coders, utilizing adversarial and cooperative training to en-
hance the representation learning on the skeleton data. The
motion classifier M ensures that despite anonymization, the
action’s essential characteristics are preserved in the util-
ity embedding. It provides guidance to the motion encoder
EM to ensure that essential motion information is retained in
EM (s). It works as an adversary to the privacy encoder EP to
ensure EP (s) has no motion utility information. In contrast,
the privacy classifier P works to strip away identifiable traits
from the privacy embedding, focusing on aspects like skeletal
structure and size that could be linked to specific individuals.
It provides guidance to the privacy encoder EP to ensure all
PII is extracted into EP (s). It works as an adversary to the
motion encoder EM to ensure EM (s) has no PII, which can
be passed along to the anonymized skeleton.

Unlike DMR, the embedding classifiers in PMR provide
enhancement on representation learning to achieve distinct
decomposed embeddings from the encoders. One has all
the private information that requires protection and the other
has all the nonsensitive information that can be shared freely.
This approach creates a balanced tug-of-war, where the util-
ity of the data is maintained for accurate motion retarget-
ing, while personal identifiers are obscured to protect privacy.
The training involves an iterative back-and-forth adjustment
process, with each one refining its strategies based on the
other’s performance. This method ensures that neither as-
pect—utility nor privacy—dominates, leading to an effective
equilibrium where both objectives are met. This is integral to
our model’s ability to navigate the balance between maintain-
ing the integrity and utility of motion data and ensuring the
anonymity and privacy of the individuals represented in the
skeleton data.

3.7 Quality Controller

The quality controller Q in our model is a discriminator in-
spired by the principles of Generative Adversarial Networks
(GANs) [Goodfellow et al., 2014]. The quality controller’s
goal is to differentiate whether a skeleton is real or generated.
This binary classification plays a crucial role in refining the
quality of the generated skeletons, ensuring they are indistin-
guishable from real ones. By continuously attacking the rest
of the PMR model, it increases its ability to generate realistic
skeleton data. This is especially useful when working with
real-world imperfect data.

3.8 Training and Loss
Due to the complexity of the model, we break the training
down into 4 stages: (1) Pre-training the Auto-Encoder (EM ,
EM , D), (2) Pre-training the Embedding Classifiers (M , P ),
(3) Unpaired Training, and (4) Paired Training.

Pre-training the Auto-Encoder
We first pre-train the auto-encoder in the unpaired setting for
reconstruction. The encoders EM , EP take s as input and de-
compose it into two distinct latent spaces. The decoder D re-
compose the embeddings EM (s), EP (s) into a reconstructed
skeleton ŝ.

ŝ = D(EM (s), EP (s)).

The goal of reconstruction is to make it as close to the orig-
inal skeleton as possible, following the reconstruction loss
Lrec below.

Lrec = Es∼S

[
∥D(EM (s), EP (s))− s∥2

]
.

On top of the reconstruction loss, we add a smooth loss
Lsmooth to improve temporal consistency of the skeleton mo-
tion. The position shift between frames for each joint should
be consistent between the original skeleton and the generated
skeleton. This prevents the sequence from jumping around or
stuttering.

Lsmooth = Es∼S


√∑J

i

∣∣∣∑T
j (ŝi,j − ŝi,j+1)

2 −
∑T

j (si,j − si,j+1)
2
∣∣∣

J × T

 ,

where J is the number of joints and T is the number of
frames.

The total loss for the autoencoder pre-training is

Lae = αrecLrec + αsmoothLsmooth,

where αrec, αsmooth are hyperparameters.

Pre-training the Embedding Classifiers
After the autoencoder has a base performance, we add in the
embedding classifiers M,P for pre-training. The encoders
EM , EP are fixed for this stage.

The motion classifier M is trained to predict action label a
from both embeddings. For M to predict a from the motion
embedding, it helps with the cooperative training between M
and EM in the later stages. For M to predict a from the
privacy embedding, it helps with the adversarial training be-
tween M and EP in the later stages.

The motion classifier loss LM to train M is

LM = Esa,p∼S

[
CE (M(EM (sa,p)), a)+

CE (M(EP (sa,p)), a)

]
,

where CE denotes cross entropy. EM will cooperate with
M by minimizing the first term. EP will try to fool M by
maximizing the second term.

Similarly, the privacy classifier P is trained to predict ac-
tor ID p from both embeddings. For P to predict p from the
privacy embedding, it helps with the cooperative training be-
tween M and EP in the later stages. For M to predict p from



the privacy embedding, it helps with the adversarial training
between M and EM in the later stages.

The privacy classifier loss LP to train P is

LP = Esa,p∼S

[
CE (P (EM (sa,p)), p)+

CE (P (EP (sa,p)), p)

]
.

EP will cooperate with P by minimizing the first term. EM

will try to fool P by maximizing the second term.
In this stage, we also set up pre-training for the quality con-

troller Q. Q aims to predict whether a skeleton is authentic
or generated. It predicts the original skeleton s as 1 and the
generated skeleton ŝ as 0. The quality controller loss Lqc is

Lqc = Es∼S [logQ(s) + log (1−Q (D(EM (s), EP (s))))] .

The decoder D will try to fool Q by maximizing the second
term.

Unpaired Training
After all network components are warmed up with pre-
training, we start training the whole model in the unpaired
setting. In this stage, we enhance the quality of representa-
tion learning by EM , EP through cooperative and adversar-
ial learning with the embedding classifiers M,P . We also
enhance the quality of generated skeletons by D though ad-
versarial learning with the quality controller Q.

We iteratively train the autoencoder components
EM , EP , D and the classifiers M,P,Q. The latter is
fixed while the former is training, and vice versa.

For the cooperative training, the motion encoder EM co-
operates with M to improve the quality of motion embedding
EM (s) on extracting action information. The privacy encoder
EP cooperates with P to improve the quality of privacy em-
bedding EP (s) on extracting PII. The autoencoder training
loss adopts a new component, cooperative loss Lcoop.

Lcoop = Esa,p∼S

[
CE (M(EM (sa,p)), a)+

CE (P (EP (sa,p)), p)

]
.

For the adversarial training, the motion encoder EM

plays a minimax game with P to ensure the motion embed-
ding EM (s) contains no PII. The privacy encoder EP plays a
minimax game with M to ensure there is no motion utility in-
formation left in the privacy embedding EP (s). Meanwhile,
the decoder D plays an adversarial game with Q to ensure
the generated skeletons ŝ are indistinguishable from the real
skeletons. Thus, the autoencoder training loss adopts another
component, adversarial loss Ladv .

Ladv = Esa,p∼S

[
− CE (M(EP (sa,p)), a)

−CE (P (EM (sa,p)), p)

− log (1−Q (D(EM (s), EP (s))))

]
,

where the first two terms are for the encoders EM , EP and
the third term is for the decoder D.

The total loss for the autoencoder unpaired training is

Lunpaired = Lae + αembLcoop + αembLadv,

where αemb is a hyperparameter.
The embedding classifiers M,P and quality controller Q

have the same loss in the iterative training as pre-training.

Paired Training
After the unpaired training stage, the two encoders decom-
pose the original skeleton into two distinct latent representa-
tions. The PII and motion information are completely sepa-
rated. We transit into the paired setting for motion retargeting.

In the paired training, the model takes two skeletons as
input, where sa,p serves as the original skeleton and sa′,p′

serves as the dummy skeleton. The goal is to retarget the ac-
tion of the original skeleton to the dummy skeleton without a
trace of the original actor’s PII. The retarget skeleton ˆsa,p′ is
the anonymized output of PMR.

ˆsa,p′ = D(EM (sa,p), EP (sa′,p′)).

The autoencoder performs cross-reconstruction, where the
cross-reconstruction loss Lcross is

Lcross = Esa,p,sa′,p′∼S ∥D(EM (sa,p), EP (sa′,p′))− sa,p′∥2 .
In this stage, we take advantage of the paired setting to add

several components to improve the quality of representation
learning and retargeted skeleton generation.

To further ensure the distinctness of embeddings, we add
a triplet loss Ltrip to explicitly require the separation of two
latent spaces encoded in EM , EP . It ensures motion embed-
dings are close in an embedding space while privacy embed-
dings are close in a distant embedding space.

Ltrip = Esa,p,sa′,p′∼S

[
max

(
0, ∥EM (sa,p)− EM (sa′,p)∥2 − ∥EM (sa,p)− EM (sa,p′)∥2 + γ

)
+

max
(
0, ∥EP (sa,p)− EP (sa,p′)∥2 − ∥EP (sa,p)− EP (sa′,p)∥2 + γ

)]
,

where γ is the triplet loss margin.
We also add latent consistency loss Llatent to ensure the

same action by different actors has consistent motion embed-
ding in the latent space. It also ensures the same actor per-
forming different actions has consistent privacy embedding
in the latent space.

Llatent = Esa,p,sa′,p′∼S

[
MSE (EM (sa,p) , EM (sa,p′))+

MSE (EP (sa,p) , EP (sa′,p))

]
,

where MSE denotes mean squared error.
To handle the skeleton spacial size difference, we add a

end-effectors loss Lee to the generated skeleton. It requires
the end-effectors of the original and the retargeted skeleton
to have the same normalized velocity. It prevents foot sliding
and ensures steady positioning when the original skeleton is
still.

Lee = Es∼S
∑
e∈E

∥∥∥∥Vse − Vŝe

he

∥∥∥∥2 ,



Hyperparameter Value
αrec 2
αcross 0.1
αee 1
αtrip 1
αsmooth 3
αlatent 10
αemb 10

Table 1: Hyperparameters

where E is the set of end-effectors, he is the length of the
kinematic chain for end-effector e, Vse is the velocity of
skeleton’s end-effector e kinematic chain.

The total loss for the autoencoder paired training is

Lpaired = Lunpaired + αcrossLcross+

αeeLee + αtripLtrip + αlatentLlatent,

where αcross, αee, αtrip, αlatent are hyperparameters.

4 Experiment Setup
In the experiment section we explain the implementation of
the PMR model and demonstrate its performance against both
motion retargeting and anonymization models.

4.1 Implementation Details
Our model was implemented in PyTorch and experiments
were conducted on a PC with a NVIDIA GeForce RTX 3090
Ti (24GB) and an AMD Ryzen 7 5800k CPU (64GB RAM).
The values of hyperparameters are shown in Table 1. We uti-
lize the Adam optimizer for the auto-encoder portion, the em-
bedding classifiers, and the discriminator.

Dataset
In our experiment we utilize the NTU RGB+D 60 dataset
from [Shahroudy et al., 2016]. It consists of 60 action classes
and 40 actors. This dataset contains skeleton data captured
from the Microsoft Kinect v2. Each skeleton is captured at
30fps and consists of 25 joints. For the purpose of our exper-
iment, we only focus on the XYZ coordinates of each joint.
We denoise the raw skeleton data as well as remove the skele-
ton files that contain poor data. Since our main focus is on re-
targeting a single actor, we remove any files that contain two
actors. This removes 11 action classes. The dataset provides
3 camera views. We use the first camera view for evaluations,
and the other two for training. Due to the varying frame count
of all of the data, we find the sweet spot to be around the aver-
age frame length of T = 75. For all recordings longer than 75
frames, we cut the data. For all recordings shorter, we repeat
the final frame until it reaches T .

A major difference in our experiment versus those in stan-
dard motion retargeting is that our data is imperfect. Other
datasets like Mixamo, as used in [Aberman et al., 2019] and
[Aberman et al., 2020], are great for motion retargeting train-
ing as all the actors complete actions in the exact same way.

Metrics
We evaluate the anonymized skeletons on two aspects. It
should keep the maximum motion utility while avoiding any
potential privacy risk.

Utility Re-Identification
Method MSE Top-1 Top-5
Original - 0.8500 0.9587
UNet 0.0834 0.0303 0.2666
ResNet 0.2988 0.0897 0.3406
DMR Constant 0.0072 0.1926 0.5066
DMR Random 0.0067 0.2006 0.5057
PMR Constant 0.0120 0.0648 0.2451
PMR Random 0.0109 0.1202 0.3645

Table 2: Motion utility and privacy risk comparison

For motion utility, we use mean squared error (MSE) for
quantitative analysis and example visualization for qualitative
analysis.

For privacy risk, we adapted an action recognition model
to perform a privacy attack on skeletons. By changing the
label from action to actor, Semantic-Guided Neural Network
(SGN) [Zhang et al., 2020], was able to achieve 85% top-
1 accuracy and 95.87% top-5 accuracy on re-identifying who
was completing an action in the original skeleton. We use this
same model to evaluate the privacy risk of the anonymized
skeletons.

Baselines
We compare our PMR model against the frame-level
anonymization models (UNet and ResNet) proposed by
[Moon et al., 2023] for motion utility and privacy risk. We
also compare with DMR [Aberman et al., 2019; Aberman et
al., 2020]1.

For both DMR and PMR, to evaluate the anonymization
performance, we run two experiments, where one uses a con-
stant dummy skeleton for all test samples, and the other uses
a random dummy skeleton for each test sample.

4.2 Anonymization Results
Table 2 shows the motion utility and privacy risk comparison
across different models. UNet and ResNet reduce the success
rate of the re-identification attack. However, the anonymized
skeleton has a relatively larger MSE. DMR has the lowest
MSE but it still contains PII traits of the original actor. The
re-identification attack still has a relatively higher success
rate on DMR. Our PMR retargeting works the best as an
anonymization method. The MSE is very low, close to DMR,
which indicates high motion utility. The re-identification at-
tack has low accuracy on PMR, indicating low privacy risk.

4.3 Qualitative Analysis
We further evaluate the models on qualitative analysis. Fig-
ure 5 visualizes the anonymized skeletons, where the original
skeleton is actor 40 (female) performing the “Cross Hands
in Front” action (more visualizations in the Supplementary
Material Figure 9 and 10). Although UNet and ResNet have
the lowest privacy risk, it is at the cost of destroying the mo-
tion utility. The visualization is not human-like. Because it
is only frame-level anonymization, the consistency between

1These models only run on Mixamo dataset. We implemented a
modified version to perform evaluation on the NTU dataset.



(a) Original

(b) UNet

(c) ResNet

(d) DMR

(e) PMR

Figure 5: Example visualization: Actor 40 (Female) performing the
“Cross Hands in Front” action.

frames is bad. DMR has the closest visualization to the origi-
nal. The action is retargeted to a male actor, thus the skeleton
spatial size is larger than the original actor. However, there
is still PII in how the original actor performs the action. It
suggests a male actor is mimicking actor 40’s action style. In
PMR, the retargeted skeleton acts in a different manner. It no
longer shows the action style of the original actor. The pri-
vacy risk is low, yet it still keeps the motion information that
it is performing the “Cross Hands in Front” action.

4.4 Trade-off Analysis
The hyper parameter αemb controls the strength of coopera-
tive and adversarial learning in PMR. Table 3 shows the trade-
pff analysis on different values of αemb. A stronger adversar-
ial learning puts more restrictions on what information can be
passed along to the retargeted skeleton. When αemb = 40, re-
identification attack accuracy is lower but the MSE is higher.
When αemb = 10, the privacy risk is still relatively low while
the motion utility is high. When αemb = 0, PMR becomes
similar to DMR.

4.5 Representation Learning
One of the major differences between DMR and PMR is
the enhancement on representation learning. To examine the
quality of representation learning, we use a smaller subset
of samples to run clustering analysis on motion embedding
and privacy embedding. Figure 6 shows the clustering visual-

αemb Utility Re-identification
Constant MSE Top-1 Top-5
0 0.0072 0.1926 0.5066
1 0.0116 0.0417 0.2913
5 0.0192 0.0859 0.2738
10 0.0140 0.0794 0.2666
20 0.0125 0.0733 0.2262
40 0.0261 0.0559 0.2214
Random MSE Top-1 Top-5
0 0.0067 0.2006 0.5057
1 0.0116 0.1135 0.4009
5 0.0173 0.0777 0.2800
10 0.0126 0.1119 0.3385
20 0.0131 0.0738 0.2573
40 0.0241 0.0600 0.2366

Table 3: Motion utility and privacy risk trade-off

(a) Motion Embedding (b) Privacy Embedding

Figure 6: Latent space clustering on learned representations

ization using t-SNE. For motion embedding, the embeddings
are clustered based on action labels. This shows the motion
embedding is effective at capturing diverse motion informa-
tion in the latent space. For privacy embedding, the embed-
dings are clustered based on actor ID. This shows the privacy
embedding is effective at capturing PII for different actors,
where the static skeleton plays a dominant role.

5 Conclusion
In this work, we propose a novel motion retargeting model to
anonymize skeleton data. The original skeleton data contains
PII, which exposes them to re-identification attacks. Using an
autoencoder-based neural network, we decompose the skele-
ton into motion embedding and privacy embedding. The pri-
vacy embedding is substituted with one from a dummy skele-
ton. The decoder recompose a retargeted skeleton, which
is anonymous. We use cooperative and adversarial learn-
ing with embedding classifiers to enhance the representation
learning. Our evaluation shows the effectiveness of our pro-
posed model and a balanced trade-off between motion utility
and privacy risk in our approach. In the future, we will ex-
plore transformer-based models for skeleton anonymization.
It has a strong representation learning ability to potentially
separate PII from motion information.

Acknowledgements
This work was supported in part by UNC Charlotte startup
fund and NSF grant 1840080.



References
[Aberman et al., 2019] Kfir Aberman, Rundi Wu, Dani

Lischinski, Baoquan Chen, and Daniel Cohen-Or. Learn-
ing character-agnostic motion for motion retargeting in 2d.
ACM Trans. Graph., 38(4):75:1–75:14, 2019.

[Aberman et al., 2020] Kfir Aberman, Peizhuo Li, Dani
Lischinski, Olga Sorkine-Hornung, Daniel Cohen-Or, and
Baoquan Chen. Skeleton-aware networks for deep motion
retargeting. ACM Trans. Graph., 39(4):62, 2020.

[Carr et al., 2023] Thomas Carr, Aidong Lu, and Depeng
Xu. Linkage attack on skeleton-based motion visual-
ization. In Proceedings of the 32nd ACM International
Conference on Information and Knowledge Management,
CIKM 2023, Birmingham, United Kingdom, October 21-
25, 2023, pages 3758–3762. ACM, 2023.

[Doula et al., 2022] Achref Doula, Alejandro
Sanchez Guinea, and Max Mühlhäuser. Vr-surv: A
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A Supplementary Material
Embedding Classifier Accuracy

Figure 7: Privacy Classifier Accuracy

Figure 7 illustrates the privacy classifier’s accuracy on
training and validation. Red and green lines represent ac-
curacy on the privacy embedding, whereas blue and purple
lines show accuracy on the motion embedding. The aim is
low performance on the motion embedding, indicating mini-
mal PII presence.

Figure 8: Utility Classifier Accuracy

Figure 8 displays the utility classifier’s accuracy in training
and validation. Here, red and green lines indicate accuracy
on the motion embedding, focusing on the skeleton’s utility.
Blue and purple lines represent performance on the privacy
embedding. The goal is high accuracy on the motion em-
bedding and low on the privacy embedding, ensuring motion
information exclusivity.

Training Stages

Stage Paired Epochs
Pre-training the Auto-Encoder Yes 5
Pre-training the Auto-Encoder No 20
Pre-training the Embedding Classifiers Yes 20
Pre-training the Embedding Classifiers No 50
Unpaired Training No 100
Paired Training Yes 80

Table 4: Training stages used for final model

Table 4 details the epochs and stages of training. Initial pre-
training primes the models briefly. The first two stages utilize

paired and unpaired data for embedding separation. The next
two stages ready the embedding classifiers for iterative co-
operative and adversarial training. In the unpaired stage, the
model is learning how motion data works and learns how to
breakdown and reconstruct the skeletons. Most of the empha-
sis is put on the paired training, where the motion retargeting
is fine tuned.

Model Architecture

Name Layers k s p in/out

Encoder

C2D + LR + MP + RP2D 3x3 1 - 75/12
C2D + LR + MP + RP2D 3x3 1 - 12/24
C2D + LR + MP + RP2D 3x3 1 - 24/32
C2D + LR + MP + RP2D 3x3 1 - 32/256

Decoder

CT2D + LR + Up + RP2D 3x3 1 1 512/ 256
CT2D + LR + Up + RP2D 3x3 1 1 256/128
CT2D + LR + Up + RP2D 3x3 1 1 128/96
CT2D + LR + Up + RP2D 3x3 1 1 96/75

Embedding
Classifier

CT1D + BN + R 3 1 1 256/128
CT1D + BN + R 3 1 1 128/256

CT1D + BN + R + AP 3 1 1 256/512
FL + LR + R - - - 512/1024

LR + R - - - 1024/512
LR + R + SM - - - 512/Y

Quality
Control

(Discrim)

CT1D + LR + Up + RP1D 3 1 1 T/64
CT1D + LR + Up + RP1D 3 1 1 64/32
CT1D + LR + Up + RP1D 3 1 1 32/16
CT1D + LR + Up + RP1D 3 1 1 16/8

FL + LR + R - - - 80/32
LR + Sig - - - 32/1

Table 5: Model Implementations. k represents kernel size, s repre-
sents stride, and p represents padding

Table 5 shows our pytorch implementation of the encoders,
decoder, embedding classifiers, and the quality controller.
The embedding were of shape (256, 32) and in our codebase
is a tunable hyperparameter. Table 6 list of acronyms used:

Acronym Definition
C2D Convolutional 2D
CT2D/1D Convolutional Transpose 2D/1D
LR Leaky ReLU
R ReLU
Up Upsample
MP/AP Max/Average Pooling
RP/2D Reflection Pad/2D
MLP Multi-Layer Perceptron
BN Batch Normalization
Y Number of classes
FL Flatten
SM Softmax
Sig Sigmoid

Table 6: Definitions of Acronyms Used



(a) Original RGB Video

(b) Original

(c) UNet

(d) ResNet

(e) DMR

(f) PMR

Figure 9: Example visualization: Actor 1 (Male) performing the “Drink Water” action.



(a) Original RGB Video

(b) Original

(c) UNet

(d) ResNet

(e) DMR

(f) PMR

Figure 10: Example visualization: Actor 17 (Female) performing the “Eat Meal” action.
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