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Abstract—A fundamental objective of the forthcoming sixth-
generation wireless networks is to concurrently serve a vast
array of devices many of which, such as Internet-of-Things (IoT)
sensors, are projected to have low power requirements or even
operate in a battery-free manner. To achieve this goal, non-
orthogonal multiple access (NOMA) and ambient backscatter
communications (AmBC) are regarded as two pivotal and promis-
ing technologies. In this work, we present a novel analytical
framework for studying the reliability and security of uplink
NOMA-based AmBC systems. Specifically, closed-form analytical
expressions for both NOMA-users’ and IoT backscatter device’s
(BD’s) outage probabilities (OPs) are derived for both cases
of perfect and imperfect successive interference cancellation
(SIC). In addition, assuming that one NOMA-user transmits
an artificial noise in order to enhance system’s security, the
physical layer security (PLS) of the system is investigated by
extracting analytical expressions for NOMA-users’ and BD’s
intercept probabilities (IPs). To gain insightful understandings,
an asymptotic analysis is carried out by focusing on the high
signal-to-noise (SNR) regime, which reveals that NOMA-users
and BDs face outage floors in the high SNR regime as well as that
IPs reach constant values at high SNR. Additionally, practical
insights regarding how different system parameters affect these
OP floors and IP constant values are extracted. Numerical results
verify the accuracy of othe developed theoretical framework,
offer performance comparisons between the presented NOMA-
based AmBC system and a conventional orthogonal multiple
access-based AmBC system, and reveal the impact of different
system parameters on the reliability and security of NOMA-based
AmBC networks.

Index Terms—Ambient backscatter communication, non-
orthogonal multiple access, imperfect successive interference can-
cellation, Internet-of-Things, outage probability, physical layer
security.

I. INTRODUCTION

Significant challenge of the upcoming sixth-generation
(6G) networks is the imperative need to concurrently
accommodate a vast number of devices and sensors with di-
verse demands, varying quality of experience (QoE) needs, and
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assorted energy requirements [2], [3]]. Projections indicate that
in the forthcoming 6G networks, Internet-of-Everything (IoE)
devices will reach densities of at least 107 devices/km? [2]],
highlighting the pressing demand for extensive connectivity,
spectral efficiency, and energy conservation. In this context,
considerable research effort has been directed towards evolv-
ing conventional multiple access techniques into the so-called
next-generation multiple access (NGMA), which promises to
address the multifaceted requirements of 6G networks [4],
[S]. In particular, non-orthogonal multiple access (NOMA),
whose basic principle is to allow plenty of devices to be served
simultaneously in the most spectral efficient way by sharing
the same frequency, time or even code resources, is anticipated
to play a pivotal role in the 6G and in the frameworks
of International Mobile Telecommunications for 2030 and
beyond (IMT-2030) [4], [6]], [7]. On a parallel avenue, beyond
conventional non-energy-constrained communication scenar-
ios, the vision for the next generation of Internet-of-Things
(NGIoT) additionally includes supporting energy-constrained
devices [8]], [9]. In the meantime, 3rd Generation Partnership
Project (3GPP) is currently working towards the realization
of the concept of ambient power-enabled Internet-of-Things
(IoT) [10]. In pursuit of these objectives, ambient backscatter
communications (AmBC) have garnered attention from both
academia and industry. In a typical AmBC scenario, the so-
called backscatter devices (BDs) re-modulate and reflect pre-
existing radio frequency signals (e.g., cellular or WiFi signals)
by changing their antenna impedance.

The aforementioned advantages have sparked heightened
research interests in combining AmBC with NOMA. In [11]],
a downlink NOMA-assisted AmBC system setup consisting
of two cellular users and a passive IoT device was presented
and investigated, while, in the meantime, for the same system
setup, [[12]] carried out an effective capacity analysis and
demonstrated that increased BD’s reflection coefficient leads to
increased effective capacity for the BD but decreased effective
capacities for the NOMA-users. In contrast to the previous
contributions that assumed a constant reflection coefficient for
the BDs, in [13], a downlink NOMA system setup capable
of supporting AmBC was considered, where the BD can
dynamically adjust its reflection coefficient. This approach
was proved to significantly improve the outage performance
for both NOMA-users and the BD. The authors of [14]
assumed a symbiotic AmBC framework consisting of one
primary and one backscatter system and assessed the coex-
istence capability of this system configuration by deriving
the system’s coexistence outage probability. Additionally, [|14]]
analyzed the ergodic capacity of the backscatter link. In [[15]],
the analysis was extended to the cognitive radio scenario,



wherein the operation of a secondary network in NOMA-
AmBC systems was enabled while ensuring protection to the
operations of the primary network. It was illustrated that,
through appropriate parameter optimization, this system model
is capable of providing enhanced energy as well as spectrum
efficiency. In [16], a cooperation scheme for downlink NOMA-
AmBC networks was presented, where a near user backscatters
the surplus power of its received signal in order to assist
the reception of a far user initially unable to recover its
intended messages. It was proved that the proposed backscatter
cooperation NOMA scheme offers decreased outage probabil-
ities (OPs) as well as enhanced expected rates compared to
conventional non cooperative approaches. Moreover, [17] and
[18]] considered an AmBC communication scenario, where a
source multiplexes two different signals for a single receiver
under the coexistance of a BD, and investigated system’s
outage and ergodic capacity (EC) performance, respectively.
In [19], a comparison between backscatter communication-
assisted NOMA and wireless power transfer-assisted NOMA
systems in terms of users’ OPs and ECs was conducted.

In comparison with the aforementioned works which mainly
focused on the performance analysis of NOMA-enabled
AmBC networks, research on the system performance opti-
mization in this type of networks has been performed, as well.
In [20] and in [21]] a joint transmit power and reflection coeffi-
cient optimization framework and an energy efficient resource
allocation problem with QoS guarantee, respectively, were
formulated and solved for the same system setup with [11]-
[13]. In [22], an uplink throughput maximization problem was
formulated and solved in a communication scenario with one
downlink user and multiple uplink BDs. Extending the analysis
to multi-user scenarios, [23] derived the information-theoretic
achievable rate region for both the discrete memoryless and the
Gaussian channel. Furthermore, an optimization framework
for maximizing the system’s energy efficiency was formulated
and solved. In the same direction, in [24], a low-complexity
optimization algorithm was introduced for the maximization
of energy efficiency of cooperative downlink NOMA-AmBC
networks. Specifically, the proposed scheme optimizes both
source’s and relay’s transmit power as well as the power
allocation coefficients while taking into account users’ quality
of service (QoS), power budgets, and cooperation constraints.

Meanwhile, because of their wireless transmissions, AmBC
networks are vulnerable to eavesdropping. It’s worth noting
that traditional encryption technologies often involve high
computational complexity [25]], making them impractical for
deployment on BDs with limited storage and computing
capabilities. Consequently, these encryption methods may not
provide viable solutions for addressing the security challenges
inherent in AmBC systems. Instead, physical layer security
(PLS), whose basic principle is to leverage the inherent
randomness of dynamic fading channels in order to facilitate
secure communication over wireless mediums without relying
on conventional encryption [26]], has emerged as a promising
approach to increase the security of AmBC wireless systems.
In this context, [27] and [28|] focused their analysis on the
PLS of AmBC networks. In [27] the PLS of a cognitive
AmBC network was investigated by extracting uses’ and BDs’

intercept probabilities (IPs). It was rigorously proved that
there exists a trade-off between reliability and security in
AmBC networks. Furthermore, [28] delved into the case of
AmBC cooperative networks where a dedicated relay aids
transmissions to distant users. It was revealed that system
parameters impact the secrecy performance and energy effi-
ciency of the system in unique ways, highlighting the necessity
for meticulous parameter selection to ensure the seamless
operation of AmBC networks. In the meantime, [29] and [30]]
extended their analysis for the NOMA case by investigating
the PLS of downlink NOMA-enabled AmBC systems. In
particular, [29] provided a secrecy analysis of such systems
under I/Q imbalance, while [30] derived users’ OPs and IPs for
such system models under both residual hardware impairments
(RHIs) and channel estimation errors (CEEs), illustrated that
RHIs pose a more significant impact on both the reliability
and security of the system than CEEs, and pointed out an
interesting trade-off between system’s reliability and security.

The above discussions reveal that the great majority of the
literature predominantly concentrates on downlink NOMA-
assisted AmBC system configurations or point-to-point com-
munication setups involving one or multiple BDs. Conse-
quently, the interplay between uplink NOMA and AmBC
networks remains largely unexplored. However, considering
the crucial significance of the uplink for various emerging 6G
applications, such as NGIoT, augmented and virtual reality,
connected robotics and autonomous systems, telemedicine,
among others, and recognizing that, according to AmBC
principles, battery-free BDs are able to utilize existing uplink
signals to transmit their own, the investigation of uplink
NOMA-enabled AmBC networks is more relevant than ever.

Meanwhile, the effective deployment of NOMA signifi-
cantly depends on successful successive interference cancel-
lation (SIC) to surpress multi-access interference [31]. Prior
studies on NOMA-assisted AmBC networks often assume that
receivers are capable of accurately decoding strong interfering
signals and then filter them out from the received signal
before decoding the target signal. Nevertheless, achieving
precise perfect SIC (pSIC) in practical systems poses many
challenges; thus, it is anticipated that practical applications will
most commonly encounter imperfect SIC (ipSIC), resulting in
significant performance degradation [32]-[34]. Furthermore,
despite security being reported as one of the most critical
concerns for the next-generation networks, and despite vast
investigations into the PLS of downlink NOMA-empowered
AmBC systems, to the best of the authors’ knowledge, there
is currently no existing work focusing on the PLS of uplink
NOMA-based AmBC networks, which consist of uplink users
and passive BDs.

Recognizing the aforementioned research gaps, in this work,
we develop a novel analytical framework for investigating the
reliability and the PLS of uplink NOMA systems that are able
to support AmBC. Specifically, the contribution of this paper
is summarized below:

e We consider an uplink NOMA-based AmBC scenario,

where NOMA-users intent to transmit their messages to
a base station (BS), while in the meantime, IoT battery-
free BDs utilizes the undergoing messages to transmit
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Fig. 1: System model.

their information to the BS. In order to enhance the
security of the proposed system setup against malicious
eavesdropping, we assume that one of the NOMA-users
emits an artificial noise.

o For the presented system setup, closed-form analytical
expressions for NOMA-users’ as well as BD’s OPs are
derived under the case of pSIC as well as for the more
practical scenario of ipSIC.

o« A PLS investigation of the proposed system model is
performed by extracting analytical expressions for the IPs
of NOMA-users and BDs.

« An asymptotic analysis is also carried out. Specifically, it
is revealed that both NOMA-users and BD show outage
floors in the high signal-to-noise ratio (SNR) regime for
both pSIC and ipSIC cases. Furthermore, it is proved
that NOMA-users’ and BD’s IPs also tend to reach
constant values at high SNR. Useful remarks regarding
how different system parameters affect the appearing
floors are also provided.

o Simulation results validate the accuracy of the presented
analysis, present a performance comparison between
the proposed NOMA-enabled AmBC system model and
a conventional orthogonal multiple access (OMA) ap-
proach, and illustrate the effect of different system pa-
rameters on the NOMA-users’ and BD’s OPs and IPs.

The remainder of the paper is organized as follows: Section

II introduces the proposed system model. In Section III, users’
and BD’s outage performance is investigated by deriving ana-
lytical expressions for the OPs, while in Section IV, analytical
derivations for users’ and BD’s IPs are extracted in order to
analyze network’s PLS. In Section V, simulation results are
presented to validate the accuracy of the provided theoretical
results and to illustrate the impact of different parameters on
system’s performance. Finally, Section VI concludes the paper.

II. SYSTEM MODEL

As depicted in Fig. [T} an uplink NOMA-based AmBC sys-
tem setup is considered, which consists of a BS, IV legitimate
users, 1" IoT battery-free BDs and M eavesdroppers (Eves).
Legitimate users intent to transmit their messages to the BS
exploiting uplink NOMA, while BDs take advantage of the
uplink users’ transmissions in order to also transmit their
message to the BS over their received messages. It is assumed
that all nodes are equipped with a single antenna. The channel
coefficient from the i-th user to the BS is denoted by h;,

with ¢ € {1,2,---, N}, the channel between the i-th user
and the ¢-th BD is denoted by hy, t € {1,2,---,T}, the
channel between the i-th user and the j-th eve is denoted
by hi;, j € {1,2,---, M}, and the channel between the j-
th eve and the ¢-th BD is denoted by hj;. All channels are
assumed to be subject to Rayleigh fading, i.e., h; ~CN (0, \;),
hij ~ CN(O,/\”) and hjt ~ CN(O,)\jt), where )\i, >\z’j and
Aj¢ denote the variances of the complex normal distributions.

In order to mitigate the strong inter-user interference of
NOMA and the long processing delay of SIC, the users
are divided into multiple orthogonal two-user pairs, where
NOMA is implemented within each pair and different pairs
are served in different time slots [35]], [36]. Likewise, towards
the enhancement of connectivity levels [[19]], each time users
of a NOMA-cluster transmit their messages using a unique
orthogonal resource block, then an IoT BD is granted access
to this orthogonal block. Hereinafter, we focus the analysis on
investigating the outage performance of the NOMA-users and
the BD of such a NOMA-cluster. For convenience, we denote
the legitimate users of such a cluster by Uy, Us and, without
loss of generality, we assume that the distance between Us and
the BS is shorter than the distance between U; and the BS.

Following the uplink NOMA principle, U; and U, simul-
taneously transmit their uplink messages, 1, x2, respectively,
to the BS with El[|z1|?] = E|[|z2|?] = 1, where E[-] denotes
expectation. However, in order to improve the security levels
of the system, one of the two users is randomly selected to
also transmit an artificial noise message z;, with F[|z|*]=1.
In the meantime, consider there exists a BD that has been
granted access in the resource block of this NOMA-cluster and
symbiotically coexists in the network. The BD takes advantage
of the undergoing transmissions and backscatters its received
message to the BS with its own message x;. Hence, the signal
received from the BS can be modeled as

Yp = Va1 Phj=xi« + \/asPhizi + \/ﬁh]‘*l‘j*
+ V/narPhi=ihgxi-xy + /nagPhi-hpzie, (1)
+ VNPt hipT =z + 1,

where i* € {1,2} denotes the user selected to transmit the
artificial noise, i.e., the user selected to act as a friendly
jammer, j* ={1,2}—{i*}, P is the users’ transmit power, 7
denotes the BD’s reflection coefficient with 0 <n <1 [22] and
ny is the additive white Gaussian noise (AWGN) coefficient
at the BS with zero mean and variance Ny. Furthermore, as
shown in (), the total power P of user U;- is splitted into two
parts, namely a1 P and as P, used for the transmission of the
uplink message z;~ and artificial noise z;, respectively; thus,
a1 + az = 1. Of note the artificial noise is generated via a
pseudorandom sequence, which is known to the BS; thus, the
latter is able to cancel the interference from the artificial noise
out [35].

Motivated by the fact that in uplink NOMA it is highly
important to maintain the distinctness of received signals [|37]]
and given the double-fading effect in BD’s cascade channel as
well as the generally small n value [|12]], the decoding order at
the BS is considered as (x2, 21, x¢). As a result, in the ipSIC
scenario, the received signal-to-interference-plus-noise ratios



(SINRs) at the BS for the decoding of messages x2, 1 and
x;, can be respectively obtained as

o = (1—e(1—ay))plhe|?
(1= (1=e)(1=a))plha 2 +nplhap |2 (|hae] 2+ [2) +17
(2)

_ (1-(1—e)(1—a1))p|hs|?
nplhw|?(|hat|2+|h1e|?)+(1—e(1—ar)) kaplha|2+1°
3)

Yy

oy = nplhuw|*(|hoe|*+|h1e)?)
(== (1=a)kiplh 2+ (1 —e(1—a1))kaplha[2 41
“4)
P

where p = Ny is users’ transmit SNR and ki, ko denote the
impact of the ipSIC related parameters. Note that, for n €
{1,2}, it holds 0 <k, < 1, where the case k, =0 refers to
pSIC, and the case k,, =1 refers to no SIC. Also, € is a two-
state logical variable that becomes equal to zero when U; is
randomly chosen to emit the artificial noise and equal to one
when Us is randomly chosen to emit the artificial noise, i.e.,

0, rand U, = Uq,ie., i* =1
ie{1,2}

1, rand U; = Us,ie., i* =2
ie{1,2}

€ =

&)

On the other hand, for the Eves, we consider the worst-
case scenario, according to which Eves are endowed with
sophisticated decoding capabilities and are able to perform
parallel interference cancellation (PIC), i.e., every Eve is able
to detect each of the messages {z2,x1,z:} without being
interfered by the other two messages but only from the
artificial noise z; [35], [38]. The aforementioned assumption
might overestimate Eves’ capabilities by providing an upper
bound on their intercept performance; however, this is a
practice commonly used for PLS investigation since it allows
the design of robust practical applications [35]], [38]. Building
upon the above assumptions, the SINRs at Eves to detect
messages x2, ©1 and x; can be respectively expressed as

(1 — (1 — a1))plhay|?

Y25 a2p|hi*j 2 + 1 ) ( )
1-(1—-¢)(1—a hyi|?
Ly G )
azplhi«;|? +1
— nplhugP(Jhae]® + [hae]?)
tj — 2 ; 3
azplhi;|* +1

where j € {1,..., M} and * € {1,2} denotes the randomly
selected user that acts as a friendly jammer.

III. OUTAGE ANALYSIS

Considering that U;, Uy and the BD transmit data at
constant data rates, denoted as R;, Ry and R, respectively,
then the OP becomes a significant metric for performance eval-
uation. This section focuses on deriving precise closed-form
expressions for the OPs of all messages within the proposed
system model. Additionally, valuable insights regarding the
outage performance of Uy, Uz, and BD in the high SNR regime
are presented.

A. Outage performance of U,

An outage event for Uy occurs when the combined inter-
ference from U; and BD along with the AWGN, prevents the
BS from decoding x5. Therefore, the OP of U, is defined as

€))

where us = 282 —1 is the SINR threshold for successful
decoding of zs. It is noted that, given the fact that x, is
decoded first at the BS side, ipSIC has no impact on Us’s
outage performance. In what follows, we provide a theorem
about the OP of Us.

Theorem 1. The OP of Us can be calculated as

P;:Pr(7$2 <u2)a

1
P§:1*§(Ille:o+h|e:1), (10)
where I is given at the top of the next page with A=1—¢(1—
a1), B=1—(1—¢€)(1—ay) and Wy, .(-) denoting the Whittaker
Sunction [39, (9.220.4)]. By Ii|c—o0, I1]e=1 we denote that we
set e=0 or e=1, respectively, in the expression of I.

Proof: Applying (@) in (9) and exploiting the law of total
probability, we get

2z

Py =Pr ( rand UZ-=U1> Pg|eo+Pr (

rand U; :UQ) ]5§|$1,
ie{1,2} €{1,2}

12)

where
Aplho|?
Bplhi|?> +npZ + 1

Pg =Pr < < u2> (13)
and Z = W|hy|* with W = |ha|? + |h1e|>. Given that
|h1|? and |ho|? are exponentially distributed random variables
(RVs), their probability density function (PDF) and cumulative
density function (CDF) can be given as fp,, (z) = %B_ﬁ
and F}, (z)=1—e" s, respectively, with ne {1,2}. Further-
more, W occurs as the sum of two independent exponentially
distributed RVs; thus, its PDF can be given as [40]

A1 # Aot

w w

e 2t —e Nt
)

1
A1 —Az2¢

fw(w) =

1 —
T’LU@ s

g

At = dap = A
(14)
Next, the PDF of RV Z is going to be evaluated by firstly
extracting RV’s Z CDF and then taking its derivative. Via the
definition of the CDF, it holds

Fo)=PrW i <2)= | Py () (o
(15)

Focusing on the case when A1; # Ao, invoking the first branch

of (T4) into (I3), it holds

I (/w T
At — Ao \Jo

Fz(Z) =1



ug
AXap

_ AN
Adg/Adge qVitl SPS-TTrs vrws _Axy
. Bt B O S T ;( 1) \/)Tte 2Xit N eb W_%,O prrEs v vl I A1t # Aot (11
1= ug =
— gy AN
(Adg)%e AX2p Tugniogy Ada = =
T (Bt Aaxg) e Woy (G055 ) M= Ao = A

Utilizing [39] (3.324.1)], turns into
1 ZA1¢ ( z )
2 K2
At — Aot ( My TV A

2ot < z >
—2 K (2 ,
Ay A2t Agp )

where K, (-) denotes the modified Bessel function of the sec-
ond kind with order v. On the other hand, when A1; = Ao = A,
by invoking the second branch of (I4), (I5) becomes

Fz(z) =1-
a7

]. o0 —_w__z
Fz(z)=1- —/ we A v dw. (18)
A2 /o
Applying [39, (3.471.9)], (18) is transformed into
2z z
F =1-—K o |- 19
7(2) g 2 ( )\/\tb> (19)

By taking the derivatives of and and ex-
ploiting Bessel functions’ properties [41, (03.04.7.0002.01),
(03.04.20.0006.01)], we get RV’s Z PDF as follows

2 .
(Au—fm)m ,Zl(_l)lHKO (2 Nod)r At 7 A

%tb )\A,bKl( \/ﬁtb)’
(20)

Having obtained RV’s Z PDF, we are able to further proceed
into the extraction of Us’s OP. Considering that |h;|?, |ha|?
and Z are independent with each other, (I3 can be written as

fz(2)=

Bpugy+npzugtug y+7mzu2 +uo

By = / / / fih212(@) flny 12 (y)
(21)
X fz(z)dxdydz
—1-1,
where
Bpu2y+m)zu2+u2
I = / / T e () fz(2)dydz. (22)
Substituting fi5,2(y), 22) becomes
1 __w [ _ugnz © _y _ Bugy
Ilz—e “2/’/ fz(z)e” Ax2 dz/ e Pre Az dy
0
A)\Q@ A>‘2" A
BUQ)\l +A>\2 / fZ 2
(23)

Considering the case A1y # Agt, by invoking the first branch
of (T4) into Iy, it yields

2A/\26 AXzp

U2 00
z
Kol 2,/ ——
As(A1e — Aar) (Bughy + AXy) (/0 0 ( \ AuAtb)
g ‘/aiK<24/ z ) —E?ﬂi)
Xe 2 dz — (& 2 dz .
0 0 A2t Aeh

I =

(24)
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On the other hand, when A1; =)\9; =\, I; can be written as

ugnz

2Adze Fre0 s dz.

__v2 00
z _
I = K
"7 M (Bush +AN,) /O )\)\tb 1(\/ AAtb)e
(25)

By applying [39, (6.614.4)] in as well as by changing
variable of z= ;% and then applying [39, (6.643.6)] in (25),
I; can be calculated from (II)) as given at the top of the page.

By invoking (TI) in (ZI) and then the resultant (ZI) in @
we get (I0) and this concludes the proof.

B. Outage performance of Uy

It is noted that in order to avoid an outage for U;, BS should
firstly decode o and then obtain x; via SIC. Hence, The OP
of U; can be expressed as

Pf:lfpr('me > U2, Yay >’U,1), (26)

where u; =2 — 1. The following theorem provides U;’s OP.

Theorem 2. The OP of Ui, under ipSIC, can be evaluated as

P"—{l_é (Ia|e=0—I3|e=0+I2|e=1—I3]c=1) , hougus <1
0 —
1,

otherwise,

(27
where I, I3 are given at the top of the next page via (28) and
(29), respectively, with

B BU2

:Akgul B 7’ (3021)
1 B n nU2 n
= (= 2y 30b
Q=00 Tign ) Ack T AC) T Ay O
_ ey Bup 1) m | mu2
Q=00 P aes T G

Proof: Applying ) and (3) in (26) and exploiting the
law of total probability, U;’s OP can be expressed as

f?zpr(nmdU‘ UOPlng%<;%th:Uaf?k%
i €,

e{1,2}
(3D
where
P°=1—Pr |ha? > Bpl|hi|Pug + npZug + us
1 2 A , .
Iho? < Bpl|hi|? —npZuy — uy
’ Apkauy

To ensure that the probability that appears in takes non-
zero values, the following must hold

Bp|h1Pug +npZug +uz  Bplhi|? —npZui — us

33
Ap Apngl ( )
or equivalently
I A A )
C |hy] >Ak+ 1 +Ap+Ak (34)
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where C' is provided in (30a). It can be observed that when
C < 0, then (34) does not hold. On the other hand, when
C >0, i.e., kauguy < 1, then (34) holds only when

1 (nZ  nZuy us 1
2 s o (14 Y2
|1|>O(Ak:+ A Ay T Aok

Focusing on the C' > 0 case and taking into account (33), (32)
can be rewritten as

. oo o0 Bpy — npzuy — u1>
Pr=1- F
! /0 /Dz ( |h22( Apkouy
Bpyus + npzus + u
B (PN ) ) ) )

Ap
(36)

By Substituting F|j,|> and performing some algebraic manip-
ulations, (36) can be transformed into

) 2D.. (35

Pl =1+1,— I, (37)
where
e o0 _ Bpy—mpzuy —uy
IZ = / fZ(Z) dz/ e ApkgXguy f|h1|2 (y) dy7 (38)
0 D,
Rl Rl _ Bpyugtnpzugtugy
I3 = / fz(2) dZ/ e Adzp Jin2(y) dy. (39)
0 D,

Reagrding I5, it can be equivalently rewritten as

npzuq

) 00
I, = eApk;iQM / e ApkaXaul fZ(Z) dz
0

o) (40)
></ e Ak2Xav1 fip, o (y) dy.

D,
By substituting f|5,2(y) and performing an exponential inte-
gration, yields
Apkodguy e Foraiaer ~ w05 (31 + apmyguy ) (U2t i
Apkadour + Bpy

X /000 e~ f,(2)dz

where Q1 is given via (30D).
In a similar manner with I, I3 can be rewritten as

__up o0 _ npzug °° _Bpyuy
13 = e AX2p / fZ(Z)e Arzp dZ/ e Arze f‘h |2( )dy7
0

z

I =

(41)

(42)
which, after substituting f|5,|2(y), becomes
AN A>\ \§;2 f >\1 ;c% ; Ack
e 2p 2 ' A P 2p
I — 2 —Q2z d27
’ Bugh; + AXg / fal

(43)

where )7 is given via (30c).

At this point it is noted that the integrals of (I) and (43)
can be evaluated if Q17 > 0, Q2 > 0, respectively. Indeed, it
can be straightforwardly shown that @1, Q2 > 0. Thus, for the
case when \1; # A9y by substituting the first branch of
into @T), @3) and utilizing [39, (6.614.4)] we get the first
branch of (28) and (29), respectively. On the other hand, for
the case when A\1; = Ay, by substituting the second branch of
(20) into @T), @3) and leveraging [39, (6.643.6)] we get the
second branch of (28) and (29), respectively. Applying (28)

and (29) in (37) and then the resultant (37) in (31)) and taking
into account the condition C' > 0, then is derived. This

concludes the proof.
|
It is noted that the above extracted expression holds for the
ipSIC case. Inconveniently, similarly with other cases in the
existing literature, U;’s OP under pSIC cannot be obtained
by just setting k1 = ko =0 in (27); thus, in what follows we
provide a lemma that returs the OP of U; under the ideal case
of pSIC.

Lemma 1. The OP of U; under pSIC can be calculated as

1
= (IF]e=0 + IT]e=1) 5

PP=1- 44

1 2 44)

where IV is given at the top of the next page via (@) where
p_ MU 1 Buz\ nup

= — —+ — | —. 45

@ A/\2+</\1+A/\2> B )

Proof: 1t is noted that still holds as soon as P{ is
properly updated. Specifically, by setting k1 = k2 = 0 in @),
in order to correspond to the pSIC case, Py is updated as

Bpl|h1|2us + npZus + us
Ap ’

npZui + uq
Bp

PP =1-Pr <h22 >

‘h1|2 > (46)

-1

where

o0 (o] o0
D _
Il _/0 /;qugﬁul pruzﬁzﬂzuzﬁbz f‘h2|2(x)f‘hll2(y)fz(z)
P P

x dxdydz
__u2 o0 __nuzz
=e A*W/ e A*zfz(z)dz/
0

npzujtuy
Bp

oo ug By

e %2 fip 2 (y)dy

Bug )i

o M
Ao+ Bua Ay 0

(47)



where step (s1) occurs by invoking fi,,2(y) and QY is given
via (45). At this point it is noted that the integral of can be
evaluated if QY > 0. Indeed, it can be straightforwardly shown
that Q7 > 0. Thus, for the case when A1 7# A2, by substituting
the first branch of (20) into 7)) and utilizing 39| (6.614.4)],
the first branch of occurs. On the other hand, for the case
when Aq; = Ao, by substituting the second branch of into
and leveraging [39, (6.643.6)], we get the second branch
of @8). By applying (@8) in (6) and then the resultant (46)
in (31), we get (@4) and this concludes the proof.

|

C. Outage performance of BD

Before proceeding into the extraction of BD’s OP, a useful
lemma is provided and proved. Specifically, in this lemma, an
integral that is crucial for the conducted performance analysis
is solved in an exact closed-form manner via the help of
the extended generalized bivariate Fox-H function (EGBFHF)
defined in [42] (2.57)]. It is noted that although the EGBFHF
has not been included as a built-in function in the widely used
mathematical softwares, in the existing literature there have
been provided custom Matlab, Python as well as Mathematica
codes for its implementation [43]-[45]. However, it is also
important to mention that the use of these existing codes de-
mands the careful selection of the integration contours which
also may change for different parameter selection as well as
it may lead to enhanced computational complexity. Hence,
considering the above, except from the exact solution, we also
provide a simple approximation for the considered integral via
the well-known Gauss-Chebyshev quadrature which offers the
advantage of controllable computational complexity.

Lemma 2. Let o, 3 being positive constants, then the integral

o0
Bap) 2 [ pal: (49)
(03
can be calculated in an exact closed-form manner via (50)
given at the top of the next page, where H)'1; "1 27210813 ()
denotes the EGBFHF. Furthermore, a useful approximation
of @9) is given via (31), where A; is a complexity-accuracy

trade-off parameter and 1; :cos(ﬂ(gi_ll)) with 1 =1,2,3.

Proof: The proof is provided in Appendix A.
|
In what follow, we focus on the calculation of BD’s OP. In
a similar manner with the decoding mechanism followed for
U1, in order to decode z;, the BS should successfully decode
9 and x; and then attempt to obtain x; via SIC. Hence, the

OP of the BD can be expressed as
Ptozl_Pr(P)/CEQ >u277331 >u17'79:t >ut)7 (52)

where u; =2 — 1. Next, a theorem about the OP of the BD
is presented.

Theorem 3. The OP of the BD under ipSIC can be given by

1
PP =1+ 5 (Pat]e=0 — Prazle=0 — Pi21le=0 + Pr.22|e=0

+P11le=1 — Prazle=1 — Pr21le=1 + Pi22le=1), (53)

TABLE I: N, D, Q5 — Qq

[ Term | Value
7 7 T
N (Akgut + Akz) B Bk
Akouy ' Ak
- nui C _.m  _ nuz
D T e (Lt u) — g — 75
K n(1+ﬁ) T/(’Q‘ﬁ)
1 k
B(k1+TL) B(u2+k—})
. N BN 1
Q3 AlB+ Akorou; _ Ako)s
1 . B y(_n__ [mugy_ _m
Qa (Al + Akg)qul)(B/}\ICk + AC) AkoX
N ug nug
Qs BAI + 5 Ao
N u2 ] nu2 nu3
Qs ()\1 + A)\Q;))(ACkz + AC)+ AN
_ (1L 4 Bus L _ _n 1 nug
Q7 (Al + AAQ)(W“Z kQuL) BEl | By | Az
ko
(L _ _BEki _ o m y___ 1T ]
Qs (37— ARy (mu2 — 552) B B, | Akzhau
N _ NBFE; _n_
Q9 N1 Aka)s + a5 Xouyg

whe;:e P11, Pi12, Pio1 and Py oy are given in Table I, while
N, D, Q3 — Qg are given in Table I.

Proof: The proof is provided in Appendix B.
|
Similarly with U7, the OP of the BD under pSIC cannot be
given via (53). In this context, in what follows we provide a
lemma that returns BD’s OP under pSIC.

Lemma 3. The OP of the BD under pSIC can be given by

1
szl—i(fﬂe:o-i-ff\e:ﬂ, (54)
where
U2 1 4 Bugyu
Adoe” rer (37T AR By
r= 26AA ’ ’ @(W,Q’;). (55)
2 + Bug A np

_Proof: The OP of the BD can be given via (78) as soon
as Py is appropriately updated in order to correspond to the
pSIC case. Specifically, setting ky =k2 =0 in @), (3) and (@)
and then invoking these expressions in l| PY? is updated as
Bpl|hy|2us + npZus + us

Ap ’
ﬂPZulJrul’Z - ut> .
Bp np
Following steps similar to those for the calculation of the

probability which appears in (#6), it yields

PP =1—Pr <h22 >
(56)
7] >

U2 1 Bug\ug
g Adge” Trar - GrTan) s oo
PP =1- —Qr= dz.
¢ AXs + Buzh, L O T2(@)de

(57)
By expressing the above integral via the assistance of the
auxiliary function ®(c,3) defined at Lemma [2| and then
applying in (78), we get (54). This concludes the proof.
|

D. Asymptotic Outage Behavior

Recall that the outage behavior of users at high SNRs
offers meaningful design guidelines for practical applications.
Hence, in what follows we provide a lemma that returns useful
insights regarding the outage behavior of U;, U and BD at
the high SNR regime.

Lemma 4. In the high SNR regime, under both cases of pSIC
and ipSIC, the OPs of Uy, Uy and BD exhibit outage floors.
The floor of Uy can be obtained by (I0), while the floors of
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Ve 29t e 1 ( ) 1t 2t
P = \/le\tb(Alt*AQf)(AAﬂ*Buz)\l) 0\ QT NitAws ) 7 (48)
U] e S BB Air=Dar =X
QU3 (Aot Buzh) € L—3 \ @\ ) 1= A26= A
2 2 gvitly . 0,2:1,0:0,1 (0;1,1),(0;1,1) - @ _ it Ao
o(a, f) = Ao (A1t —Aat) Zz (1) A )\thz 0:0,1:1,1 (0,1)| (0,1) BitAtb, a A F Ao (50)
) H02100’1 O11,(=51D| = | (1D B\ Mtb At =N = A
2,0:0,1:1,1 (0,1) 01) tb) ) 1t = A2t =A.
2 lJrl W )z+1
[ zﬁ/\bt/\fb
Vsl ,\uf,\m Z:( DV e 1.0 (ﬁAnAtb) YTy Z
A aB(Pj+1)
2K a(yp;+1) _omir)
®(a, B)~ Z L =97 K, ( Voo | € 2 A1t 7 Aot
Jj=
3 aB(y;+1)
1 2;3M a(l+4;)(1-4%) a(y;+1) _oplwitl) N .
By € Wy g (ﬁ/\nAﬂ)) yvv.e Z: v vt (SR PRV >y wanll RS T, A =An=A
) (29
TABLE II: P; 11, P12, Pi21, Pioo
Condition Term § Expression
P Ak2dowmeTrat (@(.”2 T Qg) —e’(*+m><%+m>¢(~u2 _! Q4))
we(1 + urkn)(1 + kauz) Akzdgur + By DAp  DApky DAp __DApks’
+ koujuz < 1 Piaa _:;\)\26 Arap (q)( w1 ,Q5> O e wkg)q)( uz _ «QG))
2 + Bug DAp  DApks DAp  DApks
otherwise [P ] 0
S [ Praz | 0
— %2 (= +Bﬁ)(42+ ) E—
Alge AXzp Axz rka A+Bu2 ( ) 1 1 (ug 1 ) 1
Py B i —— o —— + —of = (24 —
kougui (14w + kiug) - Adz + Bz ( Ap ~ Apka Bkl + B’ o K \Ap = Apky %;;Jr% o
+ut(krur + kaug) < 1 P B Akg)\ge/‘ﬂklz*z (ﬁ_/‘i§§2>(%+ﬁk2) 5‘1 T B2 g _ (“2 ) 1 Q0| — @ 1 (E 1 ) 1 Q
"2 T Akas — Blih Apk; Bho B 0 K \Ap " Apky) BE { Bz 10
otherwise } ﬁ; ;; } 0
Uy under ipSIC and pSIC, can be obtained by (27) and {#4), A. IP of Us

respectively, as soon as the exponential terms of (I0),
and ([{#4) are set equal to one. Furthermore, the outage floor
of the BD, under ipSIC and pSIC, can be obtained via (53)) and
, respectively, as soon as the auxiliary function ®(«, ) is
replaced with ®>° () given in at the top of the next page
and the exponential terms of the aforementioned expressions
are set equal to one.

Proof: Regarding U;, Us, the lemma can be proved
by taking the limits of (I0), and when p — o0
and considering the fact that for &, real numbers, then
lim,_, o0 Be_% :B. Also, regarding BD, from Table it is
obvious that for all P, 11, Py 12, Pt 21, P 22, the first arguments
of function ®(«v, 3) have the form  with ¢ being a constant
value that does not depend on p; thus, as shown from ,
for p — oo, the lower integration limit of ®(«, ) tends to
zero. Hence, for p— oo, function ® can be approximated via
the first integral of (77), i.e., by keeping only the first term
of each branch in as illustrated in ®°°(5) provided in
(58). Hence, by replacing function ® with ®> in P; 11, P 12,
P; 21, Py 22 and then taking the limits of and for
p—+ 00, i.e., exploiting that lim,_, Be_% :B, we get BD’s
outage floor. ]
Remark 1. From the above lemma, it occurs that, under
ipSIC, the outage floors of U1 and BD are directly affected
by the ipSIC parameters ki and ko.

IV. PHYSICAL LAYER SECURITY

In this section the PLS of the proposed system model is
investigated by extracting analytical expressions for the IPs
of all Uy, U; and BD. Also, useful insights on how different
system parameters affect network security are provided.

Given the fact that a legitimate user’s or BD’s message is
intercepted as soon as at least one of the M Eves succeeds
in decoding this message, then leveraging @, the IP of Usy’s
message can be given as

; 1—e(l— ha;|? ;
Pém — Pr max ( 6( al))p‘ 2]| > u12nt ,
jef{l,..,M} agplhi=;12 +1
| (59)
where ul is the secrecy SINR threshold of Us. In the
following theorem, the IP of Us is provided.
Theorem 4. The IP of Us can be calculated as
_ 1 1]\_4[ Azj - /\1;12;9
2 j=1 >\2J+az>\1ju’§’
M uft
Pml % H 1— >\2j(a1p—u2pu‘2’”) a1 > utnt
M N ul!
$—3 1:[ 7)\2,-‘,-1122;\1,1#2’"6 2250 ) otherwise.
(60)

Proof: By exploiting the law of total probability, (59) can
be written as

(1 — €(1 — a1))plho;|
agplhy;j|* +1

lnt N
Z br (ier?rfg}Ui =l

xPr( max {
je{l,...,M}

2
} > 1nt> , (61)
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(58)
At =Aar = A

or equivalently

. 1

Plnl —— P YI mt 62
2 Q{r(ﬁﬁﬁf}{ b > (©2)

+Pr ( max {Y”} > ulm>}
JE{lM
where
plha;l? 1 a1plha;l?

g A L | R Vo F U V. U | S

7 agplhy P17 agplhaj|? +1 (63)

Next, the CDFs of the RVs YjI and YjI I will be calculated.
By using the definition of a CDF, the following holds

> +agpx
ijj (y)=Pr (YJI <y> :/ F|h2.7|2 (y;py> f|h1j|2(x)dx
0
(64)

On the other hand, regarding RV le I its CDF occurs as

y
Y —1—_e X2jla1pazpy) a1

FYII( )= F‘hh‘ (‘“H?P?J) I=e "2 v oa Y

1 U Ly

) as

(65)

By exploiting (64), (65) and the fact that the CDF of RV

Y= max {Y}, if Y, are independent with each other,
je{l,..,M}
can be given as

M
() =] P W) (66)
j=1
then (6I) can be transformed into
Pin — 5 2 — H Fy1(u") H Fy 11 (uf") (67)
This concludes the proof.
|

Remark 2. From (60), it occurs that as a; increases, i.e., as
the power utilized for the transmission of the friendly artificial
noise reduces, the IP of Uy also increases.

B. IP Of U1

The IP of U; can be extracted in a similar manner with the
IP of U, and is provided in the following theorem.

Theorem 5. The IP of Uy can be evaluated as

Y e
5]1_11< Kt )
M 7 (A
P{m _ % 1—[ (1 Alj(alpazpuilm)> , a1 > umt
1_1 1]\‘4[ ( S ¥ R Aﬁjﬂ) otherwise
272 X1j+asho;ult ’ ’
(68)

where u" is the secrecy SINR threshold of Uj.

Proof: The proof can be straightforwardly obtained by

following similar lines with the proof of Theorem [ [ ]

At this point, it is noted that, similarly with Remark [2] as
a increases, the IP of U7 also increases.

C. IP of BD
Taking into account (§), BD’s IP can be expressed as
{nplhtj|2(|h2t|2 + h1t|2)} int)
3 >uy |,
} azplhi|* +1
(69)

where ui™ is the secrecy SINR threshold for the BD. In the
following theorem, BD’s IP is obtained.

max

Pt — Pr(
je{1,...M

BD’s IP can be evaluated as

2

: 1 Z
Ptmtzl—ﬁ ij,

k=1

where I is provided via at the top of the next page with
Z, being the n-th root of Laguerre polynomial Lz (x), wn,

being weights given from w,, = (A+1)2(LZ+1(%))2 [46|] and

A denoting an accuracy-complexity trade-off parameter.

Theorem 6.

(70)

Proof: The proof is provided in Appendix C.
]
Remark 3. From @) it holds that, similarly with the cases
of Uy’s and Uy’s IPs, as ay increases, BD’s IP also increases.

D. High SNR regime

Given the fact that in order to enhance the system model’s
PLS, we devote a portion of users’ transmit power for the
transmission of an artificial noise, it is considered important
to investigate the IPs of Uy, U, and BD at high SNRs. In this
direction, in what follows we present a lemma that provides
useful insights regarding the IPs of Uy, Us and BD in the high
SNR regime.

Lemma 5. In the high SNR regime, the IPs of Uy, Us and BD
reach constant values that can be obtained by (@), (13_8]) and
(93) as soon as the exponential terms of the aforementioned
expressions are set equal to one.

Proof: The lemma can be proved by taking the limits of
the expressions (60), (68) and (93) when p — oo and consider-
ing the fact that for &, 8 real numbers, then lim,,_, o Be » = p.

|

Remark 4. From the above lemma, it occurs that the asymp-
totic values that the IPs of Uy, Us and BD reach at high SNRs
are directly affected by the power allocation coefficients aq,
as, i.e., by the portion of the total users’ power utilized for
the transmission of the artificial noise.
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Fig. 2: NOMA-users’ Uy, Uz and BD’s OPs versus p.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, both simulations (sim.) and analytical (ana.)
results are presented in order to validate the provided analysis
and to evaluate the system model’s outage performance and
PLS versus various system parameters under both pSIC and
ipSIC cases. For the extraction of the following figures, unless
otherwise stated, A =0.1, Ao =1.5, A\i: =3, =0.4, Ao; =0.5
are assumed. Furthermore, a1 =0.8, R1 =Ry =0.5, R;=0.05
bps/Hz as well as n = 0.01 are considered. Also, M = 3,
Aij =0.15, A\;; =0.1 and ulM = 0.4, vl =0.3, ui™ =0.03 are
adopted. Finally, for simplicity, we assume k; =ko=k.

In Fig. 2l NOMA-users’ as well as BD’s OP are depicted
versus transmit SNR p. Moreover, an OMA-AmBC scheme
is provided as a benchmark. It can be shown that analytical
results coincide with simulation ones, thus the authenticity of
the presented analysis is verified. Regarding Uy, it is illustrated
that its OP is not affected via the ipSIC since its message
is decoded first at the BS side as well as that the proposed
scheme outperforms OMA until p reaches 10 dBs and then
OMA achieves lower OPs. On the other hand, in terms of U7,
NOMA outperforms OMA for the whole region of p € [—5, 18]
dBs when pSIC or ipSIC with £=0.001 is applied. It is also
interesting to observe that even for the case of ipSIC with
k = 0.01, NOMA outperforms OMA at the low-to-medium
SNR region. In terms of the BD, it can be observed that,
under both pSIC or ipSIC case with £=0.001, the proposed
scheme outperforms OMA for the whole SNR region. Finally,
it is shown that for increased k values, the OPs of both U; and
BD increase as well as that all U, Uy and BD reach outage
floors at high SNRs which are directly affected by the ipSIC
parameters ki, ks; thus, the analysis presented in sectionm
is validated.

In Fig. 3] NOMA-users’ and BD’s IPs are presented along
with transmit SNR p for various power allocation factor a;
values when A;; = A\¢; =0.1. For fixed a, as pointed out in
Remarks [2] and [3] increasing p leads to increased IPs for all
nodes. Furthermore, it can be observed that IP floors appear

10°
e
10" ;i
] &4
% 102 /%
g /Z / — U, ana.
~ /
2100 — U, ana. H
g f/ ——BD ana.
= 10 o 0,=0.2 sim.
/f * a,=0.5 sim.
5 -
10 f/ & 0,=0.8 sim.
-10 0 10 20 30

transmit SNR (dB)
Fig. 3: NOMA-users’ U, Uz and BD’s IPs versus p.

at high SNRs that are directly affected from the a; values
which was also revealed by Remark ] This is an important
observation since with a careful selection of parameter aj,
system’s security behavior can be improved. Furthermore, it
can be observed that increased a; leads to worse IP behavior
for all nodes. Taking into consideration the observations from
Fig. 1, an interesting trade-off arises according to which while
in terms of OP, increased p is desired, this also leads to
increased likelihood of eavesdropping. Hence, when designing
NOMA-enabled AmBC networks, users’ transmission power
must be carefully selected and optimized.

In Fig. E} users U1 and U; as well as BD’s OPs with respect
to the reflection coefficient 7 are depicted when p =10 dBs.
It can be seen that as 7 increases, Ul’s and U2’s OPs also
increase. This happens since, as @I) and (EI) witness, increased
1 leads to increased interference during the decoding of x
and x3. On the other hand, BD’s outage performance versus
1 shows a convex behavior, i.e., BS’s OP decreases up to
a specific 1 value, reaches a curve point and then begins to
increase. This may seem contradictory since as 7 increases, the
SINR for successful decoding of z; given in (@) also increases.
However, as indicates, for the successful decoding of
x4 it is also necessary that xo and x; are also successfully
decoded. Hence, the fact that increased 7 leads to increased
vz, but decreased 7, and <., explains the aforementioned
convex behavior. From the above, it occurs that there exist an
interesting trade-off regarding NOMA-users’ and BD’s OPs.
More specifically, NOMA-users require as low 7 as possible,
while BD desires to operate under the n value which enables
its OP to be minimized, i.e., the 1 value under which the
aforementioned curve point is achieved. Moreover, in Fig. {]
BD’s IP is presented alongside n with magenta color. It can
be shown that as 7 increases, BD’s IP also increases. This
is expected since as clearly depicts, increased 7 leads
to increased SINR for successful eavesdropping at the Eves
side, and thus, it is more likely that Eves intercept BD’s
message. Hence, the moderately small 7 values met in practical
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applications are beneficial when it comes to BD’s security.

In Fig. 5] NOMA-users’ and BD’s IPs versus power allo-
cation coefficient a; are presented when p = 15 dBs. It is
obvious that increased a; leads to increased BD’s IP. This
happens since as a; increases, then as decreases, and thus,
the amount of the total power used to emit the artificial noise
also decreases; under these conditions, Eves are more likely
to intercept BD’s message x;. This was also revealed from
Remark [3] Furthermore, as also SINR expressions (6) and
as well as Remark 2] witness, increased a; leads to increased
IPs for messages x; and xo. Specifically, for both U; and Us,
it can be observed that as aq increases, their IPs show an initial
robust behavior, but there exist an a; value, called a}, where
the further increase of aq leads to a rapid increase of U;’s and
Us’s IPs. This can be explained by observing (60) and (68).
Specifically, when a; < aj then the condition gl > ul™, with
i € {1,2}, does not hold; thus, NOMA-users’ IPs remain
relatively constant. On the other hand, a further increase of
ai, i.e., a; >aj, allows the condition “1 > u”“ to hold, and as
(60) and (68) indicate, then another term is generated which
contributes to the maximization of NOMA-users’ IPs.

In Fig. [l NOMA-users’ and BD’s OPs are depicted along
with power allocation factor a; when p 15 dBs. As
expected, increased k leads to increased U;’s and BD’s OPs.
Furthermore, it can be observed that as a; increases, U;’s,
Uy’s as well as BD’s OPs decrease. Hence, taking also into
account the observations from Fig. [5] an interesting trade-off
arises. Specifically, as aq increases, then NOMA-users’ and
BD’s OPs decrease, but in the meantime, all messages are
more susceptible to eavesdropping.

VI. CONCLUSION

In this study, a novel analytical framework for studying
the reliability and PLS of uplink NOMA-enabed AmBC
systems was introduced. Specifically, assuming a network
consisting of multiple legitimate users, passive IoT BDs and
Eves, we derived novel closed-form expressions for NOMA-
users’ and BD’s OPs for both pSIC and ipSIC. Moreover,
assuming that a legitimate user is selected to act as a friendly
jammer, we investigated the PLS of the proposed system
by extracting NOMA-users’ and BD’s IPs. To gain more
insights, an asymptotic analysis for the high SNR regime
was conducted, revealing the appearance of outage floors for
NOMA-users and BDs in the high SNR regime under both
pSIC and ipSIC cases, as well as that NOMA-users’ and BD’s

BD’s IPs versus aj.

BD’s OPs versus a;.

IPs tend to reach constant values at high SNRs. Finally, the
validity of the provided theoretical results was carried out via
simulation results which also compared the performance of the
proposed NOMA-based AmBC approach with a conventional
OMA-based scheme, illustrated the impact of different system
parameters on NOMA-users’ and BDs’ outage performance
and IPs as well as revealed interesting trade-offs regarding
system’s reliability and security.
APPENDIX A: PROOF OF LEMMA [2]
By utilizing the unit step function, defined as

1, >0
Ulz)=14" 72
(@) {O, x <0, (72)
then (@9) can be rewritten as
®(a, f) = / U (f - 1) e Py ()dz (T3)
0 a

Focusing on the case when Aj; # Aot, by substituting the first
branch of in and then expressing the unit step, the
exponential and the Bessel functions appearing in the resultant
expression via equivalent Meijer-G function representations

[47, Chap. 8.4], we get
2
2 ) i z
-1 z-H/ 0,1(1]~
o oy Ve (3] 7)
Y )\ )dz (74)

i=1
<63 (182 628 s
where G7'."(+) denotes the Meijer-G function. At this point,
exploiting the relation between Meijer-G function and Fox-H
function [48] (6.2.8)], it yields
2

2 , 00 .
[ — —1)it! HO,1 (1,1) ‘ 2
Atb()\lt - )\Qt) ;< ) /0 1,1 ((0,1) a)

10/ - 20( ——
X Ho i ((0,1) ‘ 52) Hg ((0,1),(0,1) b\ t)\tb)dz

where H;"(-) denotes the Fox-H function. Finally, leveraging
49, (2.3)], the first branch of (13_0]) is obtained.

On the other hand, when A;; = A9, then by invoking the
second branch of (20) in and expressing the appearing
functions via the Meijer-G function, becomes

f# >~ 01(1| % 1,0/ —
@(O@B)— AAtb\/Wtb/O \/gGl,l(O‘ a)GO,1<O |/BZ)

2,0 »
XGO,Q(; % )\)\tb)dz

b(a, B) =

P(a, B)

(75)

(76)




By exploiting [48], (6.2.8)] for expressing the Meijer-G func-
tions via the equivalent Fox-H functions and then utilizing [49),
(2.3)], we get the second branch of (@I)

On the other hand, towards the extraction of a useful
approximation for ®(c«, /3), starting from , it yields

/a e fz(2)dz :/o efﬁzfz(z)dzi/o e P fz(2)dz.
(77

At this point, we note that the first integral of (77) can
be calculated in a closed-form by substituting fz(z) given
in 20) and utilizing [39] (6.614.4) and (6.643.6)]. In the
meantime, inconveniently, when invoking fz(z), it occurs that
the second integral of cannot be extracted in a closed-
form. Nevertheless, it can be approximated via the well-
known Gauss-Chebyshev quadrature [50]. From the above
observations, @) can be easily derived.

APPENDIX B: PROOF OF THEOREM [3]

Applying (@), and in and utilizing the law of
total probability, BD’s OP can be expressed as

P?=Pr (rand Ui:U1> P?|eo+Pr (rand Ui:U2> P?|e,
ie{1,2} i€{1,2}

(78)

where 15t° can be given as
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(79)

From (79), it can be observed that in order to proceed into
the calculation of P?, we must determine for which |hq|?, Z
values the following inequalities hold

npZ — Bkyip|hi|?us —u
Apkauy

Bplhi|* = npZuy — wy

t
o , (80)
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After some algebraic manipulations, can be rewritten as

B Bk, n n
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Taking into account (82)), can be written as

PP =1-P1— Py, (83)
where
B Bk n n
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In what follows, we focus on the calculation of P; ; and P 5.
Starting from (84), as it was analytically shown in the proof
of Theorem [2} the second term of the probability holds only
when C' > 0 and |h1|? > D, where Dy can be obtained by
substituting z with Z in the expression of D, given in (33).
Hence, (84) becomes

n n 1
P1=Pr|Dz < \h1\2<Z( — )
( Akgut Akz (Ak[:ul —+ }j]]:;)
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For to take non-zero values, the following must hold
7 n 1
Akz’ut Akz YV —+ Ak;
which can be rewritten as
~ U 1
Dz>*2 4 88
A + Aphs (88)

vghere D is given in Table I. It can be observed that, when
D < 0 then does not hold. On the other hand, when

[) >0, 1ie., ut(l +U1k‘1)(1 +]€2U2) + kouqug < 1, holds
when Z > D“j + Dapks” Hence, considering all the above,
P; 1 can be caﬁ:ulated as presented in Table given at the
top of the next page with N given in Table [I|

Regarding P, », it is obvious that for to take non-zero

values, the following must hold

Bplhi|?us + npZus + us < npZ — Bkyip|hy|Pus — uy

Ap Apkauy ’
(89)
which can be equivalently written as
Z(nug — 72-) + %2 +
|h1|2 < — ( k2ut) P pk2 . (90)

Bk,
5, T Buz

Taking into account the condition of as well as the first
term of the probability in (85), we must determine for which
Z values, the following inequality holds

n 1
B Bk, Bk | By, J
Ak2u1 Akg k2 2

or equivalently for which Z values the below inequality holds

1 1
kze (% 1)y

p o pk2) BB 4 Buy’

92)

where K is given in Table I. It is obvious that when K >0,
there are no Z values that allow @I) to hold. On the contrary,
when K <0, i.e., kouguy (1+u+kiug) +ue(krug +kous) <1,

w1y 1
then holds when Z > % (p + ka) %1+Bu2



TABLE II: P, 1, P2, P11, P2, Pro1, Proo

[ Term | Expression
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Dap 5 A . Considering all the above, P; 5 can be cal-
culated as presented in Table

At this point, it is highlighted that by substituting f,,2(y)
in P 11, Py 12, Py 21 and P oo that appear in the first two rows
of Table and after some algebraic manipulations, P; 11,
P, 12, P 21 and P; 22 can be transformed as shown in Table III.
By rewriting them via function ®(«, /3) presented in Lemma
then invoking P; 11, P12 in P, 1 and P 91, P92 in P2 and
then the resultants P; 1, P; o in and finally the resultant
(83) in (78), we get (53). This concludes the proof.

APPENDIX C: PROOF OF THEOREM [6]
Leveraging the law of total probability, BD’s IP becomes

2
pint — P rand U; = U,
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(93)
where h ‘2
np\;
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The CDF of Vj; can be calculated in a similar manner to the
CDF of the RV le provided in |i thus
T)Atjefﬁif/i

A h— (95)
DA + aaAijv

Fij (U) =1-

Leveraging (95) and @), can be transformed into

pM—=1_= Z/ Fy,, (i’;) fw (w) dw, 96)

ij

where fy(w) has been provided in (14).
Next, we focus on the calculation of Ij;. When Ayy # Aoy,
by substituting the first branch of fW(w), it occurs

1 2 1nt
- -1 1+1 77t
T R (e

Substituting (93) into (©7), it occurs that the resultant in-
tegral cannot be solved in closed-form. Hence, the well-
known Gauss-Laguerre quadrature [S0] is exploited for its
approximation. This way, the first branch of (7I)) occurs.

On the contrary, when Ay = Ao, by applying the second
branch of fy (w) into (96), I;; can be rewritten as

1 w ml
) _HFV“< )aw

Exploiting the Gauss-Laguerre quadrature for estimating (98],
we get the second branch of (7I). By invoking in (96),
is derived. This completes the proof.
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