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Lorenz System Parameter Determination and
Application to Break the Security of Two-channel
Chaotic Cryptosystems

A. B. Orue, G. Alvarez, M. Romera, G. Pastor, F. Montoya andj@ Li

Abstract— This paper describes how to determine the param- whereo, p and 5 are fixed parameters.
eter values of the chaotic Lorenz system used in a two-chanhe  The ciphertexts was defined as
cryptosystem. The geometrical properties of the Lorenz sysm
are used firstly to reduce the parameter search space, then ¢h s = fi(z,y,2) + fa(z,y,2) m, 2
parameters are exactly determined, directly from the ciphetext, '
through the minimization of the average jamming noise power \wherem is the plaintext.

created by the encryption process. . . .
y fyption p The receiver was designed as a reduced order nonlinear

Index Terms— Chaos, cryptography, cryptanalysis, nonlinear observer with a mechanism to achieve efficient partial symch
systems, security of data, Lorenz system. nization, under the drive af(¢). It can generate two signals
y-(t) and z,.(t) that converge to the driver system variables

I. INTRODUCTION y(t) andz(t), respectively, ag — oo.

_ The recovered plaintext* (¢) was retrieved with the func-
N recent years, a growing number of cryptosystems basggl,.

on chaos synchronization have been proposed [1], many . s fi(z, yr, 2)
of them fundamentally flawed by a lack of robustness and S @) @y ) ®)
security. Y o

The first schemes of synchronization-related chaotic cryp-It was given an example in [8lI] with the following
tography were based on the masking of a plaintext messag tions: fi(z,y,2) = y* and fo(z,y,2) = 1 +y? the
a system variable of a chaotic generator [2]-[4]. The reaeivfollowing parameter valuesr = 10, p = 28 and 3 = 8/3;
had to synchronize with the sender to regenerate the chaétd With the following initial conditions(z(0), y(0), 2(0)) =
signal and thus recover the message. This simple desigr{ls0.01, 0.01) and (y.(0), z-(0)) = (0.05, 0.05). The plain-
easily broken by elemental filtering of the ciphertext sign&ext was a small amplitude sinusoidal signal of 30 hif) =
[5]-[7]. 0.05 sin(2ﬂ'30t.). The author claimgd that this. cryptosystem

Recently, there appeared some chaotic cryptosystems vétfrantees higher security and privacy, showing that aor err
an enhanced plaintext concealment mechanism: the cipherf 0-05 in the retrieval ofy,, due to a poor parameter
consisted of a complicated non-linear combination of tHStimation, giving rise to a serious distortion in the eated
plaintext and a variable of a chaotic transmitter generfiom ~ Plaintext.
which it was an unattainable goal to retrieve a clean platnte N the vast majority of chaotic cryptosystems, the security
As it was impossible to synchronize a chaotic receiver wiflglies on the secrecy of the system parameters, which péay th
such ciphertext, a second channel was used for synchronit@le of secret key. Hence, the determination of the system
tion. The synchronizing signal was a different sender dhaoParameters is equivalent to breaking the system. Recently,
variable, that was transmitted without modification. Thmea Solak [11] analyzed the cryptosystem [8] and showed how
system parameters values were used at sender and recéilepavesdropper could identify the value of the parameter
[8]-[10]. provided that it has the previous knowledge of the two other

One of these cryptosystems, proposed by Jiang [8], magansmitter system parame_te?sand o. Solak’s approach was
use of the Lorenz chaotic system [13], that is defined by tlased on a novel expression of the Lorenz system. Formerly

following equations: Stojanovski, Kocarev and Parlitz [12] described a generic
method, to reveal simultaneously all the three parameters o
=0y —x), a Lorenz system when one of the the variabilés) or y(t)
§=pr—y— 12, (1) Wwere known, that could be applied to break this cryptosystem
P——r The present work describes an efficient determination

method of the only two unknown parameterand 3 needed
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-60 -40 -20 0 20 40 Fig. 2. Equilibrium pointsC* estimation relative error, when taking the
y eye center coordinatey,. instead of the true value af.

a trajectory portion extending along 12 s; the parametess ar

xifl o =16, p =100 and3 = 8/3.
18f It is a well known fact that the Lorenz attractor trajectory
draws two 3D loops, in the vicinity of the equilibrium points
% 16 CT and C—, with a spiral like shape of steadily growing
amplitude, jumping from one of them to the other, at ir-
14t regular intervals, in a random like manner though actually
Lm1 deterministic [13]. The trajectory may pass arbitrarilan&
Tm?2 A . . . .
12F the equilibrium points, but never reach them while in chaoti

regime.
The geometrical properties of Lorenz system allows for
y a previous reduction of the search space of theand 3
, , - _ parameters, taking advantage of the relation of them wih th
Fig. 1. Lorenz chaotic attractor; (a)—y plane projection; (b) enlarged view,

showing the incoming trajectories portion attracted by éleilibrium point coordlnateSEci == ﬁ(p - 1) of the equmbnum pomts_.
C*, the flow direction is indicated by arrows. The position d #quilibrium Let us call attractoeyes to the two neighborhood regions

points C+ and C~ is indicated by asterisks. around the equilibrium points that are not filled with therapi
trajectory. The eye centres are the fixed poifts and C~.

) ] ] ~ The pending problem is to determine the eye centres when
F_lnally, the unknown receiver parameters are determinéld Wine inner turns are missing, as happens in normal chaotic
high accuracy. regime. With the drive signak(t), we solved it by exper-

imentally estimating the middle point value of the trajegto
Il. THE LORENZ ATTRACTOR S GEOMETRICAL maxima and minima in the phase space projection on:thg
PROPERTIES plane. The best result was obtained by taking into accougt on

According to [13], the Lorenz system has three equilibriurﬁli1e reg_ular splr_al Cyde.CIOSGSt o the (_:enter, shown inlEig)
points. The origin is an equilibrium point for all parametei"lS a thick contlnu_ous line. Thgcoordm_a_te of the eye center
values; for0 < p < 1 the origin is a globally attracting was calculated with the following empirical formula:
asymptotically stable sink; fol < p < pg the origin o — 0.9 1 + 0.1 T2 + zann (5)
becomes a non-stable saddle point, giving rise to two other o= 2 ’
stable twin equilibrium pointsC* and C'~, of coordinates wherez),,; is the minimum of all the maxima df:()| spiral
xor = E£v/B(p—1), yor = x£/B(p—1) andzgc+ = p—1, trajectory, z,,,; and z,,, are the two minima immediately
beingpy a critical value, corresponding to a Hopf bifurcatiompreceding and following: 1, respectively.

[14], whose value is: As the spiral has a growing radius, it was necessary to
take a weighted mean between the two minimg; and
oo+ p+3) . . .

PH = m. (4) .2, the optimal values of the two weights were determined

experimentally. Instead of making two computations, one

When p exceeds the critical valugy the equilibrium aroundC* and another around’—, a unique computation
pointsC* andC~ become non-stable saddle foci, by a Hopfvas done on the absolute value wavefognit)|. It should
bifurcation, and the strange Lorenz attractor appears. The noted that all the first maxima after a change of sign of
flow, linearized around”* and C—, has one negative realz(¢) andy(t) must be discarded because they belong to the
eigenvalue and a complex conjugate pair of eigenvalues wititoming trajectory portion attracted by the equilibriuwmimgts
positive real part. As a consequence, the equilibrium goin€'* and do not belong to the spiral trajectory, one of them is
are linearly attracting and spirally repelling. shown in Fig[JL(b) as a thick dashed line.

Figure[1(a) shows the double scroll Lorenz attractor formed The result is illustrated in Fig.] 2. It can be seen that the
by the projection on the: — y plane, in the phase space, ofelative value of the error, taking the eye center coordinat
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Fig. 3. Logarithmic power spectrum of the retrieved plaibt@ith a wrong
guessing of response system parameters.
=70
Ty =Tk
_ _ , -80 . . . .
x¢,.. instead of the true value af-=, is less tharex10~°. The 22 24 26 28 30 32 P

system parameters were varied in the margins:(9.7,37.4),

p € (25.6794.8) and 8 € (2.678.4). The system initial Fig. 4.7Logarithmic representation of the mean of the remx/dext noise
-, . . powere?, for several values of*,, .

conditions were the same as the example ofIl; the period ¢

of measurement was 20 s and the sampling frequency was

1200 Hz.

In this way, the search space of the unknown parametersesponse systems are equal, hence the recoveredntexj
andp is reduced to a narrow margin defined@gp* — 1) € follows the plaintexin(t) exactly; being negligible the effect
{0.996 x*CQi, 1.004 I*CQi}- of different initial conditions after a very short transieif

Applying this method to the proposed example of [&he parameters of both systems do not agree, the recovered
§111], whose equilibrium point isz-+ = /72, the absolute text will consist of a noisy distorted version of the origina
determination error of7,. was7.5 x 10~%, equivalent to a plaintext, growing the noise and distortion as the mismatch
relative error 0f0.0089% . between drive and response systems parameters grows.

[1l. BREAKING OF THE PROPOSED ENCRYPTION SYSTEM A Parameter determination

We designed an intruder receiver based on a homogeneoug, the particular case of the example in [glll], the
driving synchronization mechanism [15] between the trangncryption and decryption functions were:
mitter drive Lorenz system and a receiver response sulmsyste
that was a partial duplicate of the drive system reduced kp on s = v+ 01+y")m, (7)

two variablegy,.(t) andz,(t), driven by the drive variable(t). m s y2 (®)
The response system was defined by the following equations: o T4y2 142
U = prx —y, — T2y, Equation [[B) of the recovered text can be rewritten as:
2 = xy, — 2. (6) P e T e Vi
. . me=m 1 4 2 1492 ©)
Note that for breaking the system it is only necessary to get Yr Yr

the knowledge of the parametessand /3, i.e. the parameter This equation has two terms, the first one is a function of
o may be ignored and need not be determined, unlike in ttiee plaintext message(t) and the variableg andy,.. When
Solak method [11] which requires its previous knowledge, @r= y, the term is reduced to the undistorted plaintext, but if
in the Stojanovski et all. method [12] which requires thewdim y # y, a distortion appears. The second term is a function of
taneous determination of all the three unknown parametersg; andy, and can be considered as a jamming noise. Figure 3
As it was shown in [15§lll], this drive-response config- depicts the spectrum of the recovered text correspondititgto
uration has two conditional Lyapunov exponents, both yairkexample, but with a wrong guessing of the response system
negative, thus leading to a very estable system. The conparametersp* = 28.01 and §* = 2.667. It can be seen that
guence is that, if the parameters of drive and responsemsgsteéhe spectrum has two main frequency bands: one around the
are moderately different, the drive and response variakiés plaintext m(t) frequency of30Hz, that corresponds to the
be alike, though not totally identical. This property may bdistorted plaintext, and another ndafz that corresponds to
exploited to search the right parameter values looking at tthe jamming noise. Assuming that the plaintext will always
retrieved plaintext and applying an optimization procedir consist of an a.c. band limited signal without d.c. compaonen
find the parameters that provide the best retrieved plaintes in the numerical example given in [8], it is clear from EHyg.
quality. that the second term of Edq.1(9) may be isolated from the first
When the synchronizing signal is fed to the response systém means of a suitable filter.
described by Eq[{6) and the parameters of both systems,agre@he most important band of the jamming noisewas
i.e. p* = p andg* = 3, the variableg, andy,. of the drive an isolated by means of a finite impulse response low pass



filter with 2048 terms and a cutoff frequency of 0.2 Hz, tha 0.1
suppressed the contribution of the plaintextt) and most = 005
of the frequency terms generated by the modulation witi”

the chaotic signal?(t). Figurd? illustrates the mean value S of
of the squared noise?, i.e. the average noise power, as ¢ _ggs |
function of p*, with the eye center;,. as parameter, with the

0.1

same transmitter system parameters of the numerical eeam 05 N sec
presented in [8] and the intruder receiver described by[@). (
The mean ot was computed along the first 20 s, after a dela 0.1

of 2 seconds, to let the initial transient finish. It is clgaséen ~ 005
that the noise grows monotonically with the mismatch betwee;™

the transmitter and receiver parametgrs — p| and that the S 0
minimum error corresponds to the receiver system parame  _g gs |
p* exactly matching the transmitter system paramgtevhen

_0-1 1 1
rhe =xcr = /B(p— 1) =v72. ) 15 2 25 sec
The search of the correct parameter val@ésand p* is
carried out with the following procedure: Fig. 5. Retrieved plaintext with the ultimate values of tiesponse system
parameters.

1) Determine the approximate value of the eye cemter
as described in Sectidn Il from thet) waveform.
2) Keeping the last value off,., vary the value op* until
a minimum of the average noise power is reached. by Eq. [6). Figurelb shows the three first seconds of the
3) Keeping the last value ¢f, vary the value of eye centerretrieved plaintext with the response system receiverriest
x5,y until @ new minimum of the average noise poweby Eq. [8), corresponding to the ciphertext example of[8].
is reached. It can be seen that the plaintext is perfectly recovered afte
4) Repeat the two previous steps until a stable result siiort transient period of less than one second.
average noise power will be reached and retain the last
values ofp* andz{,. as the ultimate ones.

5) Calculate the value of* as* = (2. )*/(p* — 1). . . .
Table[] shows the evolution of the relative eye center err}%:" results were based on simulations with MATLAB 7.1,

IV. SIMULATIONS

the relativep* parameter error and the average jamming noi e Lorenz integration algorithm was a four-fifth order Reng

power. It can be seen that the procedure converges rapidl ttatwllth an abi%lgée error tolerance 15—, and a relative
the exact valuesy” = p = 28 and . = rc+ = V72. error tolerance o '

TABLE | V. CONCLUSIONS
EVOLUTION OF THE THE RELATIVE EYE CENTER ERRORTHE RELATIVE

p* PARAMETER ERROR AND THE AVERAGE JAMMING NOISE POWER A Slmple method was proposed to reduce the parameter

search space of the Lorenz system, based on the determinatio
Step  Relative eye center error  Relate error  Average noise  Of the system equilibrium points from the waveform analysis

(e —zot)/Tox (P =p)/p power e2 of one of its variables(t). Then the method was applied to the
1 8.90 x 10=° cryptanalysis of the cryptosystem [8], showing that it ihea
2 8.90 x 1079 —35Tx 1078 52X 1078 weak since it can be broken without knowing it t
3 2.72 x 1078 —3.57x 1078 8.9 x 10712 o g s parameter
4 9,79 % 10-8® 0 6.5 x 1013 values. The total lack of security discourages the use ef thi
5 0 0° 6.1 x 10*12 algorithm for secure applications.
6 0 0 6.1 x 10~ This work was supported by Ministerio de Ciencia y Tec-

e = old data held from the previous step

nologia of Spain, research grant SEG2004-02418, and by The
Hong Kong Polytechnic University’s Postdoctoral Fellovesh

The value of the unknown parametet was deduced from Scheme under grant no. G-YX63.

Eq. (8) with the estimated values of and z},, asf* =
(I*Ci)z _ 8

(p*=1) — 3"
Note that this method works as well for the general case REFERENCES
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